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Abstract: This contribution proposes a solution KI#6 and KI#7.
1. Discussion

2. Proposal
It is proposed to capture the following solution proposal in TR 23.754.
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Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Second Change * * * *
[bookmark: _Toc26520138][bookmark: _Toc26530876][bookmark: _Toc26530926][bookmark: _Toc26530975][bookmark: _Toc519004414]6.X	Solution #X: C2 communication switching for change of UAV-C 
[bookmark: _Toc26520139][bookmark: _Toc26530877][bookmark: _Toc26530927][bookmark: _Toc26530976]6.X.1	Introduction
This solution addresses Key Issue #6 and #7, i.e.:
· How are an UAV and an UAV-C associated as an UAS and how do the UAV and UAV-C receive the UAS association information?
· How does the UAV or UAV-C establish dedicated UP connection (UAV3) for C2 communication between each other?
This solution aims at addressing these Key Issues in the context of a change of UAV-C scenario, such as when a high priority/privileged UAV-C (e.g., TPAE via UAV4) takes over the control of the UAV in an emergency situation. This solution may complement "Solution #X: Connectivity setup for C2 communication and association between UAV and UAV"  
[bookmark: _Toc26520140][bookmark: _Toc26530878][bookmark: _Toc26530928][bookmark: _Toc26530977]6.X.2	Functional Description
This solution assumes that the UAV and an initial UAV-C (#1) have established network assisted C2 communications (using UA3 or UAV5). The solution describes how USS/UTM and 3GPP system hand over the control of the UAV from initial UAV-C (#1) to another (privileged) UAV-C (#2).
The UAV and the UAV-C(s) may be served by the same or different PLMNs and the solution is applicable to both EPS and 5GS networks.
The following definitions of UAS related identifiers are used: 
· UAV Permanent Id (UPID): this identifier corresponds e.g., to a manufacturer H/W id, serial number. It is used as a long-term identifier for UAV authentication along with associated credentials (e.g., certificate). 
· [bookmark: _Hlk39829915]UAS Temporary Id (UTID): allocated by USS/UTM after successful UAV authentication and authorization by USS/UTM or following successful pairing authorization by USS/UTM of UAV with UAV-C. The UTID (e.g., corresponds to FAA Session ID) may be used for UAS remote identification and tracking. UTID is assumed to be a pseudonym, i.e., to be different from UPID for privacy protection reasons, unless otherwise mandated by local regulations.
The main building blocks of the solution are:
1. Change of UAV-C triggering: For example, UAV-C#2 sends to the USS/UTM a request message to be paired with UAV (application layer signaling) and the request message contains the target UAV unique identifier (UAV ID). 
2. Change of UAV-C authorization: the USS/UTM checks that UAV-C#2 is authorized to take over the control of UAV. For example, the USS/UTM may check that UAV-C#2 is authorized as a privileged UAV-C (e.g., is a TPAE). If the new pairing request is authorized, the USS/UTM allocates a new UTID identifying the new session between UAV and UAV-C#2 and informs the UAV, the UAV-C#2 and their serving network about the new association information, such as the new UTID and respective peer IP address.
3. [bookmark: _Hlk36036012]Switching of C2 communications to new UAV-C: UAV and serving PLMN perform a UP connection establishment/modification (e.g., PDU Session modification) for C2 communication upon receiving authorization for new association from USS/UTM. At this point the UP connections are ready and both, UAV and UAV-C#2, may receive from USS/UTM an indication (application layer signaling) that respective peer is ready to exchange C2 traffic. UAV-C#2 and/or UAV may confirm successful C2 communication switching to USS/UTM.
6.X.3	Procedures


[bookmark: _Hlk32310509]Figure 6.x.3-1: Procedure for C2 communication switching for change of UAV-C
0. UE is exchanging C2 traffic with a UAV-C#1 over a network connection (PDU Session #1). Session between UAV and UAV-C#1 is identified by UTID#1. UAV-C#2 has performed authentication and authorization by USS/UTM procedure (e.g., assisted by a PLMN#2, based on KI#1, 2 and 3 solutions). The UE has established a second “standby” PDU Session #2 to be used for C2 communication. This second PDU Session may be used as a backup link as described in TS 23.502 [5] clause 4.2 and to enable a make-before-break switch to communications with another UAV-C. 

In another alternative, the existing communication link (PDU Session #1) may be updated to enable switching C2 communications to another UAV-C (i.e., using a break-before-make approach).

Editor's note:	The mechanisms to determine whether and how to establish of a “standby” PDU Session are FFS.
1. USS/UTM receives a request message for association with the UAV to establish C2 communications from UAV-C#2. The request message contains the unique identifier of the target UAV (UAV id).
2. USS/UTM checks that UAV-C#2 is authorized to take control of the UAV identified by UAV id. For example, USS/UTM may identify and check that UAV-C#2 is a high priority/privileged controller (e.g., TPAE). Upon successful authorization, USS/UTM allocates a new UTID#2 associating UAV and UAV-C#2. 
3. USS/UTM sends an authorization notification message to PLMN serving UAV indicating that the control of UAV needs to be switched to another controller. The message includes the UAV UE id (e.g., GPSI), the old UTID#1, the new UTID#2, the IP address of PDU session#1, the IP address of PDU session#2, UAV-C#2 id and the IP address of UAV-C#2. If UAV-C#2 is a networked controller, UTM sends to UAV-C#2's serving PLMN a similar notification message that includes UAV-C UE id, UAV’S PDU Session#2 IP address, UTID#2. Otherwise, this step may be omitted for a non-networked UAV-C.
4. PLMN1 initiates a modification of PDU Session/PDN Connection #2. The command may include a C2 communication switch indication, UTID#2, UAV-C#2 IP address. PLMN1 may also modify UP forwarding rules for the new IP address. Similarly, PLMN2 may also modify UAV-C#2’s PDU session for C2 communication. 
5. PLMN1 acknowledges the authorization notification in Step 3. PLMN2 (if applicable) does the same.
6. USS/UTM may send a message (application layer) to the UAV indicating that C2 communication needs to be switched using a new connection (PDU Session#2), new session UTID#2, and UAV-C#2 IP address. The USS/UTM sends to UAV-C#2 a response message (in response to the request in step 1) that includes UTID#2 and UAV IP address.
7. UAV and UAV-C#2 exchange C2 traffic over the new connection.
8. USS/UTM, UAV and its serving PLMN perform authorization revocation for C2 communication with UAV-C#1 (based on KI#5 solutions). The same operation is performed with UAV-C#1 and its serving PLMN (not shown in the figure).

6.X.4	Impacts on existing entities and interfaces
[bookmark: _Toc510607504][bookmark: _Toc28869884][bookmark: _Toc29021269]Editor's note:	This clause lists impacts to services,  entities and interfaces.
 
6.X.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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