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Abstract: This contribution proposes a solution to KI#1, KI#2 and KI#3.
1. Discussion
This solution proposes a new procedure to enable UAV authentication and authorization by USS/UTM over User Plane using USS/UTM authorization token.
This solution addresses the following key issues:
· Issue 1: UAV identification:
· Issue 2: UAV authorization by UTM 
· Issue 3: UAV Controller identification and authorization/authentication
This solution applies to both EPS and 5GS.
2. Proposal
It is proposed to capture the following changes in TR 23.754.
* * * * First Change * * * *
[bookmark: _Toc30008167]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	FAA Remote Identification of Unmanned Aircraft System, https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems
[3]	UAS Identification and Tracking (UAS ID) Aviation Rulemaking Committee (ARC), https://www.faa.gov/regulations_policies/rulemaking/committees/documents/media/UAS%20ID%20ARC%20Final%20Report%20with%20Appendices.pdf
[4] 	LAANC, https://www.faa.gov/uas/programs_partnerships/data_exchange/
[bookmark: _Hlk29215477][5]	3GPP TS 22.215: "Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[6]	3GPP TR 23.755: " Study on application layer support for Unmanned Aerial Systems (UAS)".
[7]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[8]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[x]	IETF RFC 7519: "JSON Web Token (JWT)".
[y]	IETF RFC 7515: "JSON Web Signature (JWS)".
[z]	IETF RFC 7516: "JSON Web Encryption (JWE)".  
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* * * * Third Change * * * *
6.Y	Solution #X: UAV Authentication and Authorization by USS/UTM using USS/UTM authorization token
[bookmark: _Toc26520139][bookmark: _Toc26530877][bookmark: _Toc26530927][bookmark: _Toc26530976]6.Y.1	Introduction
This solution addresses key issues #1, #2 and #3
The solution is applicable to both EPS and 5GS and to both UAV and networked UAV Controller (UAV-C).
The solution proposes a UAV authentication and authorization by USS/UTM procedure consisting of two phases:

1. The UE obtains a USS/UTM authorization token from UTM using control plane signalling with the network (e.g., PDU Session establishment procedure).  
The authorization token binds UE identity (e.g., GPSI) with a UAV identity (e.g., airframe serial number). 
Editor’s Note: The details for the authorization token is FFS, but it can e.g. be a JSON Web Token (JWT) [x], secured using JSON Web Signature (JWS)[x] and optionally using JSON Web Encryption (JWE)[y].

2. The UE performs a UAV authentication and authorization by USS/UTM procedure over user plane using both USS/UTM authorization token and UAV provisioned credentials. USS/UTM informs the network of the final outcome of the procedure.
· A successful authentication of UE by USS/UTM using USS/UTM authorization token binding UE identity with UAV identity (part of UAV credentials, e.g., included in the certificate) confirms to the USS/UTM that the UE onboard the UAV has a valid associated UAV network subscription (i.e., the UE on board is authorized by the network for aerial operations). 
· A successful authentication and authorization final outcome from the USS/UTM (after UAV credentials authentication) confirms to the 3GPP network that the UAV (with associated UE) is authorized to use a 3GPP connectivity service to further communicate with the USS/UTM. Such communication can include additional exchange between UAV (or networked UAV-C) and USS/UTM to enable for example authorization for association with UAV-C (based on KI#6 solutions) or connectivity with UAV-C and/or USS/UTM for UAS operations (based on KI#7 solutions).

[bookmark: _Toc26520140][bookmark: _Toc26530878][bookmark: _Toc26530928][bookmark: _Toc26530977]6.Y.2	Functional Description
This solution assumes that a trust relationship exists between the MNO and the USS/UTM. The MNO relies on the USS/UTM to authenticate and authorize the UAV (or networked UAV-C) based on non 3GPP provisioned credentials (e.g., owner/pilot/operator certificate(s)). While the UTM relies on the MNO to perform subscription-based authentication and authorization of the UE associated with the UAV (or networked UAV-C), the 3GPP system enables the USS/UTM to provide a secure binding of the UE identity and associated UAV identity used during the UAV authentication and authorization by USS/UTM procedure. The secure binding is performed by means of a USS/UTM generated authorization token transmitted to the UE via control plane signaling with the network. 
The interface between the network and USS/UTM (i.e., UAV6) may be realized via one or more functions depending on the core network technology (EPC or 5GC). In 5GC, this interface can be realized via UPF (e.g., using SMF N4 Session) , NEF. In EPC this interface can be realized via a PCRF (e.g., Rx interface).
NOTE: 	The options details on how interface UAV6 is realized is subject to normative work. 
6.Y.3	Procedures
The procedure for UAV Authentication and Authorization by USS/UTM is depicted in Figure 6.y.1-1. The depicted Access Network in the call flow can be E-UTRAN connected to a 5GC or EPC, or NG-RAN/NR access connected to a 5GC. 


Figure 6.y.1-1: Procedure for UAV Authentication and Authorization by USS/UTM using USS/UTM authorization token
0. UE is registered and authorized for aerial operations based on subscription authorization
1. UE sends a NAS request message to the network including the UAV identity and USS/UTM DNN (or APN) if available.
2. The network sends a Session Establishment Request message to USS/UTM, including a UE identity (e.g., GPSI), the UAV identity.
3. The USS/UTM generates a protected authorization token signed (e.g., using JWS) and optionally encrypted (e.g., using JWE) that includes the UE identity (e.g., GPSI), UAV identity and lifetime.
Editor's note:	Details on how the authorization token is secured is FFS and in coordination with SA3.
4. The USS/UTM replies to the network with a Session Establishment Response message, including UE identity, UAV identity and USS/UTM authorization token
5. AMF sends a NAS response message to the UE including the USS/UTM authorization token
6. 



UE sends a new Application Session Request message to USS/UTM over UP, including USS/UTM authorization token.
7. USS/UTM checks the validity of the provided authorization token (e.g., security, expiry)
8. UE and USS/UTM perform mutual authentication/key agreement protocol using client and server certificates (e.g., TLS with client authentication). Authorization token may also be transmitted protected using the secure communications established in this step (in that case the token may not need to be encrypted in step 3).
Editor's note:	Details on application layer protocol for authentication and authorization between UE and USS/UTM is FFS and in coordination with SA6. Security aspects of the protocol are to be coordinated with SA3
9. USS/UTM sends a UAV Authentication and Authorization Notification message to the network including UE identifier, UAV identifier and UAV authorization result.
10. The Network (e.g., SMF/AMF) updates the UE context/PDU Session based on the received authorization result.
11. The Network sends a UAV Authentication and Authorization Ack to the USS/UTM.
12. USS/UTM sends an Application Session Response message to the UE including authorization result.
13. UAV (and associated UE) is authenticated and authorized by USS/UTM. Additional procedures may be performed to enable association with UAV-C (based on KI#6 solutions) or connectivity with UAV-C and/or USS/UTM for UAS operations (based on KI#7 solutions).
6.Y.4	Impacts on existing entities and interfaces
[bookmark: _Toc510607504][bookmark: _Toc28869884][bookmark: _Toc29021269]The solution has impacts in the following entities:
-	UE:
-	Support for receiving USS/UTM authorization token from the network
-	Support for application layer authentication and authorization with USS/UTM using USS/UTM authorization token 
-	SMF/PGW-C:
-	Support for session management procedures with USS/UTM for UAV authentication and authorization by USS/UTM including requesting USS/UTM authorization token, providing UE with USS/UTM authorization token
 
6.Y.5	Evaluation
Editor's note:	This clause provides an evaluation of the solution.


* * * * End of Change * * * *
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