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Discussion
* * * * Start of the 1st Change * * * * 

6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	Key Issues

	
	1
	2
	3
	5

	#1: Provisioning URSP configuration to the UE to establish PDU Sessions for edge applications
	X
	
	
	

	#2: Local DNS based edge server address discovery
	X
	
	
	

	#3: DNS AF
	X
	
	
	

	#4: Providing the DNS authoritative server with IP addressing information about where the UE is located
	X
	
	
	

	#5: Server Discovery using DNS, IP Routing and URSP
	X
	
	
	

	#6: Discovery of EAS based on DNS
	X
	
	
	

	#7: SMF/I-SMF selection based on DNAI
	X
	
	
	

	#X: DNS Inspector based EAS Discovery
	X
	
	
	


* * * * Start of the 2nd Change (all new text) * * * * 

6.X
Solution #X: DNS Inspector based EAS Discovery with UL CL
6.X.1
Description

This solution addresses KI#1: Discovery of Edge Application Server.
The solution is based on a “DNS Inspector” functionality which assists in correctly resolving UE’s DNS requests into IP addresses of EASs. The DNS Inspector in Figure 6.X.1-1 is depicted as a stand-alone logical functionality that can be reached via the UL CL/BP UPF. It can be located in the UL CL/BP UPF, the SMF, the local DN or can be a stand-alone 5GC network function.

NOTE: This solution can be a complementary option for other solutions after the UL CL/BP UPF is inserted for the PDU Session.
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Figure 6.X.1-1: EAS Discovery with DNS Inspector

6.X.2
Procedures


[image: image2.emf]                                                                            Option B    

   

Option A    

   

UE NG-RAN

UL CL/BP

UPF

DNS 

Inspector

L-DNS

Local 

PSA2

PSA1 C-DNS

1. DNS Request(Src: UE IP, Dst: C-DNS IP)

3. Modify the Src and Dst IP of 

DNS Request, store the original 

DNS Request

2. DNS Request(Src: UE IP, Dst: C-DNS IP)

4. DNS Request(Src: DNS Inspector IP, Dst: L-DNS IP)

5. Recursive DNS Resolution

6. DNS Response(Src: L-DNS IP, Dst: DNS Inspector IP )

7. DNS Response(Src: C-DNS IP, Dst: UE IP)

8. DNS Response(Src: C-DNS IP, Dst: UE IP)

7. DNS Request(Src: UE IP, Dst: C-DNS IP)

8. DNS Request(Src: UE IP, Dst: C-DNS IP)

9. DNS Response(Src: C-DNS IP, Dst: UE IP)


Figure 6.X.2-1: EAS Discovery procedure using DNS Inspector
1. UE sends DNS Request to the Cloud DNS. The IP address of Cloud DNS can be either configured in UE as the default DNS Server or retrieved during the PDU Session Establishment procedure.

2. The UL CL/BP UPF forwards all DNS requests coming from N3 to the DNS Inspector (using an UL classifier rule that detects a port 53 destination). There is no stalling of the packet and no state to be maintained. 
3. The DNS Inspector behaves as follows:

a.
It modifies the packet’s destination IP address (corresponding to a default DNS server) to that of the L-DNS and stores the original IP address (Default-DNS-IP) for later processing.
b.
It modifies the packet’s source IP address (corresponding to UE’s IP address) to its own (i.e. the DNS Inspector’s) IP address and stores the original source IP address (UE-IP) for later processing. 

4. The DNS Inspector then forwards the modified DNS request to the L-DNS and processes as follows:
-
If the L-DNS can resolve the IP address for the requested FQDN of EAS, step 5 is skipped, it responds to DNS Inspector with the desired IP address of the local EAS.

-
If the L-DNS cannot resolve the IP address for the requested FQDN of EAS and the L-DNS is not connected to the C-DNS, step 5 is skipped, it responds to DNS Inspector with DNS Response without including the IP address of EAS or indicating that it could not resolve the FQDN.

-
If the L-DNS cannot resolve the IP address for the requested FQDN of EAS but it is connected to a C-DNS, it communicates with the C-DNS to recursively resolve the EAS IP address as described in step 5.
5.
L-DNS recursively resolves the DNS request to the DNS server in the cloud (C-DNS), the C-DNS responds with the cloud EAS IP address to the L-DNS.

6.
L-DNS sends DNS Response to DNS Inspector including the resolved IP address of local EAS or cloud EAS or empty value.

Option a (DNS Inspector receives a DNS Response including the resolved IP address):

7.
If the DNS Response from L-DNS containing the resolved IP address, the DNS inspector replaces the source IP and destination IP address of the DNS response with the stored C-DNS IP address and UE-IP respectively and forwards the response to the UL CL/BP UPF. 

8.
The UL CL/BP UPF forwards any packets arriving from the DNS Inspector according to the UE. 
Option b (DNS Inspector receives a DNS Response including empty value):
7.
If the L-DNS response does not provide the desired IP address, the DNS inspector forwards the original DNS request (the one that had originally arrived from the UL CL/BP UPF) back to the UL CL/BP UPF.

8.
The UL CL/BP UPF forwards the original DNS Request from DNS Inspector to the PSA1 which allocates the IP address for UE via N9.
9.
The C-DNS responds to UE with a DNS Response by including the cloud EAS IP address.

After the UE receives a DNS Response containing an IP address of an application server, the subsequent traffic will automatically be routed by the UL CL/BP UPF towards an EAS in the local DN or to an application server in the cloud, depending on the IP address.

6.X.3
Impacts on Existing Nodes and Functionality
The DNS inspector is a new function whose impact on the SMF or the UPF (in addition to supporting the DNS Inspector functionality) depends on its location.

DNS Inspector (new function):
· Receive and store the original DNS Request from UL CL/BP UPF;
· Modify the source and destination IP addresses of the UE originated DNS Request;

· Modify the source and destination IP addresses of the L-DNS responded DNS Response if the EAS IP address is included and send the DNS Response to UL CL/BP UPF;

· Forward the UE originated DNS Request to UL CL/BP UPF if the EAS IP address is not included in the DNS Response from L-DNS.
If the DNS Inspector is located in the UPF:

UPF impact:

· Support DNS Inspector functionality.

If the DNS Inspector is located in the SMF:

SMF impact:

· Support DNS Inspector functionality
UL CL/BP UPF impact (configuration):

· Detect DNS Request coming from N3 and forwards it to DNS Inspector.

· Receive DNS Request coming from DNS Inspector and forward it to remote PSA.

· Receive DNS Response coming from DNS Inspector and forward it to UE.
* * * * End of Changes * * * * 
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Option B
Option A
UE
NG-RAN
UL CL/BP
UPF
DNS Inspector
L-DNS
Local PSA2
PSA1
C-DNS
1. DNS Request(Src: UE IP, Dst: C-DNS IP)
3. Modify the Src and Dst IP of DNS Request, store the original DNS Request
2. DNS Request(Src: UE IP, Dst: C-DNS IP)
4. DNS Request(Src: DNS Inspector IP, Dst: L-DNS IP)
5. Recursive DNS Resolution
6. DNS Response(Src: L-DNS IP, Dst: DNS Inspector IP )
7. DNS Response(Src: C-DNS IP, Dst: UE IP)
8. DNS Response(Src: C-DNS IP, Dst: UE IP)
7. DNS Request(Src: UE IP, Dst: C-DNS IP)
8. DNS Request(Src: UE IP, Dst: C-DNS IP)
9. DNS Response(Src: C-DNS IP, Dst: UE IP)



