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Abstract of the contribution: This paper proposes a new solution for Key Issue #8: UE data as an input for analytics generation.
1	Discussion
[bookmark: _Toc483842517]At SA2 #136, “Key Issue #8: UE data as an input for analytics generation” was added to TR 23.700-91. One of the issues to be studied as part of this Key Issue is “How the NWDAF collects the UE's information (the method of collection of data).” This pCR proposes a solution for how the NWDAF can collect Application Layer data from the UE. The solution is based on that the ASP (Application Service Provider) updates the already existing Application Client, executing in the UE (either in the form of a native application or of a web application), to send data required for analytics to the NWDAF via a trusted Application Function (AF) that is provided by the MNO. The NWDAF gets the data by subscribing to Naf_EventExposure from this AF.
The ASP can already, as per Rel-16, already supply the Application Layer data required for analytics to the NWDAF via an AF (and possibly via a NEF) in its own control. The reasons for adding the possibility to supply the Application Layer data directly from the ASP Application Client in UE to an AF for data collection controlled by the MNO include:
· Analytics Information may be provided more timely to the NWDAF as it does not have to go via the ASP backend and AF (and potentially a NEF)
· Reduced effort for the ASP as it does not need to provision for Analytics Information from its backend, nor to provide an AF compliant function; instead only updates of the ASP Application Client are needed, and these updates may be facilitated by using libraries provided by the MNO
· Easier integration as basically only a UE (with the ASP Application Client) and the AF provided by the MNO are involved

In the current (Rel 16) version of TS 23.288 the following input data from AFs is listed for different Analytics IDs:
	Information
	Analytics ID
	Description

	Application ID
	All
	Identifies application

	UE ID
	UE Communication,
UE Mobility
	External UE ID

	Group ID
	UE Communication
	External Group ID

	Expected UE Behaviour parameters
	UE Communication
	Same as communication pattern specified in TS 23.502

	UE communication (1..max)
	UE Communication
	Timestamped communication description per application (Table 6.7.3.2-1 in TS 23.288)

	IP filter information
	Service Experience
	Identify a service flow of the UE for the application

	IP address 5-tuple
	Abnormal behaviour
	To identify a data flow of a UE

	Exceptions (1..max) 
	Abnormal behaviour
	See table 6.7.5.2-1 in TS 23.288

	UE trajectory (1..max)
	UE mobility
	Timestamped UE positions

	Locations of Application
	Service Experience
	Locations of application represented by a list of DNAI(s). The NEF may map the AF-Service-Identifier information to a list of DNAI(s) when the DNAI(s) being used by the application are statically defined.

	Service Experience
	Service Experience
	Refers to the QoE per service flow as established in the SLA and during on boarding. It can be either e.g. MOS or video MOS as specified in ITU-T P.1203.3 [11] or a customized MOS

	Timestamp
	Service Experience
	A time stamp associated to the Service Experience provided by the AF, mandatory if the Service Experience is provided by the ASP.



All of these parameters may be supplied, if desired, using the procedures described in this pCR rather than via an ASP AF (and possibly a NEF).
Note that the list is of release 16, and more NWDAF data from AFs may be defined for release 17. Examples of such data include application experienced throughput or new Service Experience metrics like browsing QoE.
The solution described in this pCR re-uses existing mechanisms (e.g. normal NWDAF subscription to an AF for input data, and normal Naf_EventExposure for supplying the data to the NWDAF) as far as possible in order to minimize the standarization and development effort. It to some extent builds on an existing solution described in TS 26.501 ‘5G Media Streaming (5GMS); General description and architecture’ sections 5.5 (Metrics collection and reporting), 5.6 (Consumption Reporting) and 5.7 (Establish a Unicast Media Downlink Streaming Session with 5GMSd AF interactions for dynamic policy updates).

2	Proposal
This contribution proposes to implement the following updates to TR 23.700-91 v0.3.0.
* * * Start of Change (all new text) * * *
[bookmark: _Toc523985658]6.x	Solution for Key Issue #8: UE data as an input for analytics generation
[bookmark: _Toc523985659]6.x.1	Description
This clause describes a solution to Key Issue #8: UE data as an input for analytics generation. The solution focuses on addressing the question of How the NWDAF collects the Application Layer UE information (the method of collection of data)".
[bookmark: _Toc523985660]6.x.1.1	Principle of the Solution
The principle of the solution is that an AF for UE Application Layer data collection is introduced. This AF is provided and controlled by the MNO and communicates via a protocol over HTTPS on the user plane with the ASP (Application Service Provider) Application Client in the UE. The AF for UE data collection in turn exposes the Analytics Information from the Application Client in the UE to the NWDAF via the normal Naf_EventExposure mechanism.
[image: ]
Schematic picture of the setup
The figure above schematically shows the setup. The ordinary ASP Application Server serves the ASP Application Client with content etc., but may also provide url as well as authorization and authentication details (this info may also be pre-provisioned to the Application Client) for the communication with the AF dedicated to UE data collection. The ASP Application Client is designed to establish a use plane communication with the AF for to UE data collection using the url and the authorization/authentication details. This communication channel is established over the user plane using the existing PDU session. 
6.x.1.2	UE establishes connection to AF for UE data collection
Each ASP Application Client (in the UE), for Applications that support the method described in this pCR for UE data collection, is configured to establish a connection with the MNO AF for UE data collection over the user plane when in operation. The connection is established over the existing PDU session used by the ASP Applicaton Client.
[image: ]
Figure 6.x.1.2-1: UE ASP Application Client connects to MNO AF for data collection
1. The user starts or interacts with the Application Client in the UE.
2. (Not mandatory) the Application Client contacts the Application Server.
3. [bookmark: _GoBack](Not mandatory) the Application Client may receive data (FQDN) needed for the user plane connection to the MNO AF for UE for data collection. This data may also be pre-provisioned to the Application Client.
4. The Application Client initialises the setup of a user plane connection over the existing PDU session (using https) to the MNO AF for data collection is established.
5. Connection ready for use.
6.x.1.3	UE Data Collection over user plane
When the the AF for UE data collection receives a subscription for data from a NWDAF it communicates with the ASP Application Clients over the user plane connection describe in section 6.x.1.2 and instructs them to deliver data. The AF for UE data collection then forwards the received data to the NWDAF using Naf_EventExpoure_Notify.
The figure below schematically shows the exchanges made from a NF subscribing to Analytics from a NWDAF to the NWDAF starting to deliver Notifications.
[image: ]
[bookmark: _Hlk9953028]Figure 6.x.1.3-1: UE ASP Application Client Data provided to NWDAF
1. An NF subscribes to Analytics from the NWDAF. Note that NWDAF may initiate data collection prior to this subscribtion.
2. The NWDAF determines which AF for UE data collection provided by the MNO to use.
3. The NWDAF subscribes to the AF for UE data collection input data for analytics. 
4. The AF for UE data collection determines which ASP Application Clients are in scope for data collection. 
5. The AF for UE data collection communicates with the ASP Application Clients in scope over the connection setup as as described in section 6.x.1.2 and requests and receives data from them. Note: protocol to be used in these exchanges to be defined by SA4.
6. The AF for UE data collection notifies the NWDAF, containing the (possibly aggregated) data from the ASP Application Clients.
7. The NWDAF produces Analytics.
8. The NWDAF provides analytics to the consumer NF.

[bookmark: _Toc523985664]6.x.1.4	Privacy and Integrity Protection of the Analytic Data
The communication between the ASP Application Client and the AF for UE data collection for the NWDAF will use HTTPS. In addition, integrity protection and ciphering may be applied to the data. Further, as the ASP ultimately decides what data that is shared with the MNO via the AF for UE data collection for the NWDAF the ASP is responsible for ensuring that user privacy is not compromised.
[bookmark: _Toc523985665]6.x.2	Impacts on services, entities and interfaces
AF for UE data collection:
· Method(s) to authenticate and authorize Application Clients must be developed in SA3/SA4.
· Methods and procedures, as well as identifiers to use, to identify, correlate and translate internal and external Application IDs, internal and external UE identifiers, internal and external group IDs, location Areas, and IP addresses must be defined.
NWDAF:
· Discovery of Application data reporting method (via ASP AF, or the one proposed here) per Application ID must be added.
· Discovery of which AF for UE data collection to use (given Application ID, Analytics ID, UE IDs, …) must be added.
UE / Application Client:
· Connection and communication procedures towards AF for UE data collection must be added. To be described by SA4.
Note: this may build on the solution adopted in SA4 for 5GMS (TS 26.512, sections for Dynamic Policies API and Consumption Reporting API).
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