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1. Overall Description:

As part of Rel-17 study on Enablers for Network Automation for 5G - phase 2 (FS_eNA_Ph2), SA2 have agreed to study user consent for UE data collection/analysis, as per Key Issue #15 from TR 23.700-91. FS_eNA_Ph2 TR also contains a proposal for a solution (solution #3) for user consent for data collection. During the discussion, the need for coordination with SA3 was emphasized.

The user consent for analytics functionality has not been specified in Rel-16, although in Rel-16 already the NWDAF is providing UE related analytics, based on information it collects from 5GC NFs, from AFs and from OAM. However, in Rel-17, SA2 will also investigate the functionality of collecting data from the UE to generate analytics, as per key issue #8 "UE data as an input for analytics generation".

SA2 is aware that there is a user consent parameter defined for MDT functionality, allowing the user to express his/her consent for MDT based measurements. Measurements via MDT are already a possible source of input for NWDAF in Rel-16, but SA2 may specify other mechanisms to retrieve data from the UE if these data cannot be accessed via MDT.
In relation to analytics, SA2 would like to ask SA3 to clarify the security and privacy requirements for:

· NWDAF collecting data from the UE; are these requirements different from e.g. existing requirements for MDT?
· Network operator owned NWDAF to collect UE related data from network functions in its own network, and how this would be different from e.g. 5GC NFs subscribing to other NF event exposure service?
· NWDAF to derive UE related analytics, if these analytics are used by network functions in the same network, or if these analytics are intended to be shared with an external AF, i.e. outside the operator domain?
2. Actions:

To SA3 group.

ACTION: 
SA2 kindly ask SA3 to provide answers to SA2 questions on security and privacy requirements for analytics.
3. Date of Next TSG SA WG2 Meetings:

TSG-SA2 Meeting #140E

19 August – 2 September 2020
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