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* * * * First change * * * *
[bookmark: _Toc19106280][bookmark: _Toc27823093][bookmark: _Toc36126564]6.2.2.1	General
The Data Collection from NFs is used by NWDAF to subscribe/unsubscribe at any 5GC NF to be notified for data on a set of events.
The Data Collection from NFs is based on the services of AMF, SMF, UDM, PCF, NRF and AF (possibly via NEF):
-	Event Exposure Service offered by each NF as defined in TS 23.502 [3] clause 4.15 and clause 5.2.
-	other NF services (e.g. Nnrf_NFDiscovery and Nnrf_NFManagement in NRF as defined in TS 23.502 [3] clause 4.17)
This data collection service is used directly in order to retrieve behaviour data for individual UEs or groups of UEs (e.g. UE reachability), and also to retrieve global UE information (e.g. Number of UEs present in a geographical area).
Table 6.2.2.1-1: NF Services consumed by NWDAF for data collection
	Service producer
	Service
	Reference in TS 23.502 [3]

	AMF
	Namf_EventExposure
	5.2.2.3

	SMF
	Nsmf_EventExposure
	5.2.8.3

	PCF
	Npcf_EventExposure (for a group of UEs or any UE)
Npcf_PolicyAuthorization_Subscribe (for a specific UE)
	5.2.5.7

	UDM
	Nudm_EventExposure
	5.2.3.5

	NEF
	Nnef_EventExposure
	5.2.6.2

	AF
	Naf_EventExposure
	5.2.19.2

	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	
	Nnrf_NFManagement
	5.2.7.2



NOTE 1:	The present document specifies that NWDAF can collect some UPF input data for deriving analytics, but how NWDAF collects these UPF input data is not defined in this Release of the specification.
To retrieve data related to a specific UE, the NWDAF shall first determine which NF instances are serving this UE as stated in table 6.2.2.1-2 unless the NWDAF has already obtained this information due to recent operations related to this UE.
Table 6.2.2.1-2: NF Services consumed by NWDAF to determine which NF instances are serving a UE
	Type of NF instance (serving the UE) to determine
	NF to be contacted by NWDAF
	Service
	Reference in TS 23.502 [3]

	UDM
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	AMF
	UDM
	Nudm_UECM
	5.2.3.2

	SMF
	UDM
	Nudm_UECM
	5.2.3.2

	BSF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	PCF
	BSF
	Nbsf_Management
	5.2.13.2

	NEF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3



The UDM instance should be determined using NRF as described in clause 4.17.4 of TS 23.502 [3] and factors to determine as described in clause 6.3.8 of TS 23.501 [2].
The AMF, SMF instances should be determined using a request to UDM providing the SUPI or the group identity. To determine the SMF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple SMFs (e.g. one per PDU session).
The BSF instance should be discovered using NRF thanks to optional request parameters (e.g. DNN list, IP domain list, IPv4 address range, IPv6 prefix range) as stated in clause 4.17.4 of TS 23.502 [3], or based on local configuration at the NWDAF.
The PCF instance serving UE PDU Session(s) should be determined using a request to BSF with the allocated UE address, DNN and S-NSSAI.
When NWDAF receives a request addressed to an Internal Group ID from a consumer, NWDAF may need to initiate data collection from several 5GC NFs, such as AMF, SMF, UDM, PCF, NEF/AF, etc. NWDAF may first discover the instances of the required 5GC NFs deployed in the network, e.g. by querying NRF.
For discovering the UDM, NWDAF can query the NRF with the Internal Group ID as the target of the query. For discovering AMF, SMF, PCF, NEF, and AF, NWDAF may need to discover all the instances in the network by using the Nnrf_NFDiscovery service.
NOTE 2:	It is assumed that all members of an Internal Group ID belong to the same UDM Group ID. NWDAF can select a UDM instance supporting the UDM Group ID of the Internal Group ID.
Then, if data needs to be collected from AMF, SMF, UDM, and PCF, NWDAF may initiate the data collection with the Internal Group ID as the target, e.g. subscribing to the event exposure in all the instances of a given type of network function. This subscription to all the instances of required source of event exposure handles, e.g. mobility of UEs across AMFs, or initiation of new PDU sessions with different allocated SMFs.
For collecting data from AMF and SMF, NWDAF may collect the data directly from AMF and/or SMF, or indirectly via UDM, according to TS 23.502 [3] clause 4.15.3.2.3.
The NEF instance that is serving a specific network slices and/or applications of a UE should be determined using NRF using optional request parameters as defined in clause 6.3.14 of TS 23.501 [2]
If NWDAF needs to collect data from an AF deployed outside the operator's domain, the NWDAF shall contact NEF with a SUPI or Internal Group ID as the target of the data collection. NEF is responsible for translation of SUPI to GPSI, or internal to external group identifiers, by querying UDM, prior to contacting the AF.
To retrieve data related to "any UE" in an Area of Interest, the NWDAF shall first determine which NF instances are serving this area of interest as stated in table 6.2.2.1-3 unless the NWDAF has already obtained this information due to recent operations related to this Area of Interest.	Comment by Nokia: I assume this is further specified in the procedure section.
Table 6.2.2.1-3: NF Services consumed by NWDAF to determine which NF instances are serving an area of interest
	Type of NF instance (serving the AoI) to determine
	NF to be contacted by NWDAF
	Service
	Reference in TS 23.502 [3]

	AMF, SMF
	NRF
	Nnrf_NFDiscovery
and/or
Nnrf_NFManagement_NFStatusSubscribe

	5.2.7.3
5.2.7.2.5



	Comment by Nokia: This is very specific to the use case when the NWDAF would like to find e.g. an SMF in a specific area of interest, but this is not the only use case. Can we remove this sentence?
In addition, if NWDAF received a subscription to an analytics ID set with "any UE" for an Area of Interest, NWDAF may subscribe to the NF management services from NRF to be updated of any change on the status of NFs of type AMF or SMF for TAIs belonging to the Area of Interest.  This guarantees that NWDAF will be updated on the event of an AMF or SMF being included or removed and with supported TAIs being part of the Area of Interest.	Comment by Nokia: See also my comments to S2-2002976.
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[bookmark: _Toc517082226]* * * * Next change * * * *
6.7.5	Abnormal behaviour related network data analytics
[bookmark: _Toc19106330][bookmark: _Toc27823143][bookmark: _Toc36126614]6.7.5.1	General
This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.
NOTE 1:	The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 
The consumer of this analytics shall indicate in the request:
-	Analytics ID set to "Abnormal behaviour";
-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested;
-	Analytics Filter Information optionally including:
-	expected UE behaviour;
-	expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both;
-	Area of interest;
-	maximum number of objects;
-	maximum number of SUPIs;
-	Application ID;
-	DNN;
-	S-NSSAI.
NOTE 2:	The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer. Either the expected analytics type or the list of Exception IDs needs to be indicated, but they are not presented simultaneously. When the expected analytics type is indicated, the NWDAF performs corresponding abnormal behaviour analytics which are supported by the NWDAF. The relation between the expected analytics type and Exception IDs is defined in Table 6.7.5.1-1.
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the Target of Event Reporting is set to "any UE", the consumer of this analytics shall provide:
-     Area of Interest and/or S-NSSAI, if the expected analytics type or the list of Exception IDs is mobility related.
-     Area of Interest, application ID, DNN and/or S-NSSAI, if the expected analytics type or the list of Exception IDs is communication related

Table 6.7.5.1-1: Relation between expected analytics type and Exception IDs
	Expected analytics type
	Exception IDs matching the expected analytics type

	mobility related
	Unexpected UE location, Ping-ponging across neighbouring cells.

	communication related
	Unexpected long-live/large rate flows, Unexpected wakeup, Suspicion of DDoS attack, Wrong destination address, Too frequent Service Access/Abnormal traffic volume, Unexpected radio link failures.



When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
[bookmark: _Toc19106333][bookmark: _Toc27823146][bookmark: _Toc36126617]* * * * Next change * * * 
[bookmark: _Toc36126615][bookmark: _Toc27823144][bookmark: _Toc19106331]6.7.5.2	Input Data
The Exceptions information from AF is as specified in Table 6.7.5.2-1.
On request of the service consumer, the NWDAF shall collect and analyse UE behavioural information and/or expected UE behavioural parameters from the 5GC NFs (SMF, AMF, AF), or OAM.
NOTE 1:	Care needs to be taken with regards to load by avoiding to cause major extra signalling when collecting data for any UE.
The UE behavioural information collected from 5GC NFs is as specified in clauses 6.7.2.2 and 6.7.3.2.
The expected UE behavioural parameters provided to the NWDAF are defined in clause 4.15.6.3, TS 23.502 [3].
Table 6.7.5.2-1: Exceptions information from AF 
	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.7.5.3-2) of the data flow.

	  >Exception Level
	Measured level, compared to the threshold

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE:	The Exceptions information and the UE behavioural information as defined in clauses 6.7.2.2 and 6.7.3.2 could help NWDAF to train an Abnormal classifier, which could be used to classify a UE behaviour data into Normal behaviour or Exception.



* * * * Next change * * * 
6.7.5.4	Procedure


Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification
[bookmark: _Hlk950980]1a.	A consumer NF subscribes to/requests NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe/ Nnwdaf_AnalyticsInfo_Request (Analytics ID set to "Abnormal behaviour", Target of Analytics Reporting = Internal-Group-Identifier or SUPI or Any UE, Analytics Filter Information).
	A consumer NF may subscribe to/request abnormal behaviour notification/response from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 
1b.	AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID, Target of Analytics Reporting = External-group identifier or External UE ID or Any UE, Analytics Filter Information).
	For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsExposure_Subscribe or Nnef_AnalyticsExposure_Fetch (Analytics ID, Target of Analytics Reporting = External-group-identifier or External UE ID or Any UE, Analytics Filter Information).
	An AF may also subscribe to/request abnormal behaviour notification/response from NWDAF for a group of UEs, or a specific UE or Any UE, where the subscription/request message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 
2.	NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier or SUPI or Any UE).
	The NWDAF sends subscription requests to the related AMF(s) to collect UE behavioural information if it has not subscribed such data.
	NOTE 1: When the Target of Event Reporting is set to "Any UE", and the NWDAF needs to subscribe to AMF events that do not support "any UE" as target, the NWDAF can perform subscriptions for individual UEs that it knows are likely to be in the Area of Interest according to data previously collected, and, in order to limit signalling load, select a subset of such UEs.
	NOTE 21:	The NWDAF determines the related AMF(s) serving the UE as described in clause 6.2.2.1.
	The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
	If requested by NWDAF via Event Filter(s), the AMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
3.	NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier or SUPI or any UE, sampling ratio).
	The NWDAF sends subscription requests to the related SMF(s) if it has not subscribed to such data. 
	NOTE 3: The sampling ratio is important to limit signalling load, e.g. when the target is "any UE".
	NOTE 42:	The NWDAF determines the related SMF(s) serving the UE as described in clause 6.2.2.1.
	The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
	If requested by NWDAF via Event Filter(s), the SMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
4.	The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.
5a.	NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Response (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)) (which is used depending on the service used in step 1a).
	If the NWDAF determines to send a notification/response to the consumer 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify or Nnwdaf_AnalyticsInfo_Response services. Based on the notification/response, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b.	NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Response (Analytics ID, (Exception ID, External UE ID)) (which is used depending on the service used in step 1b).
	If the NWDAF determines to send a notification/response to the consumer AF, the NWDAF needs to include external UE ID of the identified UE into the notification/response message.
NOTE 3:	Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.
NOTE 4:	The call flow only shows a subscribe-notify model for the interaction of NWDAF and consumer NF for simplicity instead of both request-response model and subscription-notification model.
* * * * End of changes * * * 
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