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1.
Issues for eNA
1.1
Whether/how to support abnormal behavior related network data analytics for target of analytics reporting being any UE
1.1.1
Description
In TS 23.288, clause 6.7.5.1 specifies that "any UE" can be requested as "Target of Analytics Reporting" for abnormal behaviour related network data analytics, but the procedure in clause 6.7.5.4 does not specify the case “any UE”. 

It is also incomplete with regards to data collection depending on the abnormal behaviour to be detected (Exception ID).
1.1.2
Companies View
Question:  How abnormal UE behavior related network data analytics should support target of analytics reporting being any UE? If NOT feasible, why?
	Company Name 
	Company View
Feasible (Yes/No)
	Notes

	NEC
	Yes
	

	Ericsson
	Yes
	- It is feasible to provide analytics on Abnormal UE behavior targeting “any UE”.
- There is a need to indicate that a request for analytics for “any UE” causes heavy load and then discuss how to decrease it, such as recommend using Analytics filters.

-  If the request for Abnormal UE behavior targets Events from AMF or SMF only then the Target for Event Reporting is set to “any UE” can be included. However, if the request for Abnormal UE behavior targets Events from both SMF and AMF and then our proposed solution includes an optimization is as follows:

- The NWDAF subscribes to AMF to EventReporting, Target for Event Reporting set “Any UE”, Event ID set to “Number of UEs served by the AMF and located in Area Of Interest"; Event Filter set to “Area of Interest”. The Area of Interest is assigned the value requested by the NWDAF consumer. Example of Area of Interest is a TAI.
- The NWDAF receives the list of SUPIs in the Area of Interest served by the AMF.
- The NWDAF subscribes to SMF(s) that serves the Area of Interest and the target for Event Reporting set “list of SUPIs”, Event ID set to Abnormal UE behavior, 
This solution reduces the signaling compared with a request for “any UE” in an Area of Interest to those SMFs located in the Area of Interest.

	Orange
	Yes
	Clause 6.7.5 to be updated to clarify that the NWDAF detects abnormal behaviour compared to one or more of (a) Expected UE Behaviour parameters (see TS 23.502 clause 4.15.6.3), (b) expected UE behaviour provided in Analytics Filter Information of the analytics request, (c) past observation made by the NWDAF; only (b) and (c) apply for "any UE".

The procedure in clause 6.7.5.4 needs to be updated along the following principles:

- Add "any UE" in step 1.

- In step 2 (Namf_EventExposure_Subscribe), add "any UE" as Target of Event Reporting. In Rel-16 according to TS 29.518, "any UE" is possible Target for Communication-Failure-Report and UEs-In-Area-Report. If the NWDAF needs to use other events, the NWDAF may perform subscriptions for individual UEs on a sample of UEs that it knows are likely to be in the AoI according to data previously collected; in this case the size of the sample should be reasonable to avoid generating excessive load.

- Add a Note in step 2 to clarify that the NWDAF selects the AMF instances according to the Analytics Filter Information (e.g. AMF Region ID intersecting with Area of Interest).

- In step 3 (Nsmf_EventExposure_Subscribe), add "any UE" as Target of Event Reporting. In Rel-16 according to TS 29.508, "any UE" is possible Target for all events.

- Add a Note in step 3 to clarify that the NWDAF selects the SMF instances according to the Analytics Filter Information (e.g. SMF Area Identity intersecting with Area of Interest).

	China Mobile
	Yes
	The "any UE" case may potentiallly lead to more signalling, that we need to figure out how to avoid.  

	Tencent
	Yes
	We also think it is feasible e.g. by  reducing the load using the analytics filter

	Spreadtrum
	Yes
	

	Intel
	Yes
	

	Huawei 
	Yes
	It is beneficial to support any UE for abnormal behavior but need to clarify to how reduce the signaling.

	LGE
	Yes
	Reducing signaling load needs to be considered.

	ZTE
	Yes
	

	Sandvine
	Yes
	Requesting for abnormal behavior analytics for “any UE” may causes heavy load. Especially if the whole traffic is being inspecting/analyzing at the same time.

However for instance searching abnormal behavior per each Application Id present in the traffic one per time is feasible and may allow to find UEs with abnormal behavior in an specific Application Id

	Samsung
	Yes(feasible)
	Support of abnormality detection for any UE is considered as one of important scenarios and we have discussed and almost reached the way forward in the former meeting. This feature can be supported based on a combination of the expected analytics type (or the list of exception IDs) and event filter information. SA2#138E is right place to resume and complete technical discussions between interested parties.

	Qualcomm
	Yes

	

	Convida Wireless
	Yes
	

	Nokia
	Yes
	It would be useful to clarify how the NWDAF can determine the expected UE behaviour, with three different sources, 1) based on information provided by the analytics consumer, 2) based on information stored in UDM (possibly pre provisioned by AF), 3) based on NWDAF learning (which would however take some time at the NWDAF).
Detecting abnormal behaviour for any UE may generate heavy load which would need to be alleviated, e.g. by using specific Analytics filter information from the analytics consumer. 
For these analytics for "any UE", it would be good to clarify if the intention is to report the list of any possible UE having abnormal behaviour or if the intention is to only report an estimated number of UEs having abnormal behaviour. 

It would be good to clarify, in the output analytics clause, and in particular tables 6.7.5.3-1 and 6.7.5.3-2, which of the parameters apply to target of analytics being "any UE" and which of the parameters do not apply to target of analytics being "any UE". Currently "amount" is applicable to target of analytics reporting being "any UE", is this the only one?

	
	
	


1.1.3
Summary

All companies who provided feedback agree it is beneficial to support abnormal behavior related network data analytics for target of analytics reporting being any UE. However, as a request for analytics for “any UE” causes heavy load and two complementary approaches for collecting data are proposed, which are both able to control the signaling load: 
1) Approach A: The NWDAF subscribes to AMF (or resp. SMF) and receives a list of SUPIs relevant to the Analytics Filter Information (e.g. Area of Interest, S-NSSAI and DNN). Signalling load is alleviated by setting a maximum size to the list of SUPIs and/ or using sampling ratio. Then the NWDAF subscribes to data from SMF (or resp. AMF) using the retrieved list of SUPIs helping futher to alleviate the signalling load.
2) Approach B: The NWDAF selects the AMF/SMF instances according to the Analytics Filter Information (e.g. DNN S-NSSAI or Application ID or AMF Region ID intersecting with Area of Interest, SMF Area Identity intersecting with Area of Interest) and then the NWDAF subscribes to data from the AMF/SMF instances. Signalling load is controlled by the filter information.We see there are CRs related to the discussion on “any UE” and proposing changes related to the abnormal behavior analytics ID in three different groups:

· Group 1: CRs for Updating TS 23.288 with the changes required to support Approach A or Approach B
	S2-2002707
	CR
	Approval
	23.288 CR0118R1 (Rel-16, 'F'): Abnormal analytics for any UE
	Orange, Huawei, HiSilicon
	Rel-16
	eNA
	Approach B

	S2-2002765
	CR
	Approval
	23.288 CR0152 (Rel-16, 'F'): Any UE for Abnormal Behavior Analytics
	Ericsson
	Rel-16
	eNA
	Approach A

	S2-2002878
	CR
	Approval
	23.288 CR0157 (Rel-16, 'F'): Clarification on UE abnormal behaviour related network data analytics
	Samsung
	Rel-16
	eNA
	To be merged to S2-2002765
Approach A

	S2-2002803
	CR
	Approval
	23.288 CR0153 (Rel-16, 'F'): Support of abnormal behaviour analytics for any UE
	CATT
	Rel-16
	eNA
	

	S2-2002928
	CR
	Approval
	23.288 CR0162 (Rel-16, 'F'): Clarifications on procedures for data collection
	CATT
	Rel-16
	eNA
	Additions to 6.2.1 covering both approaches.

	S2-2002804
	CR
	Approval
	23.288 CR0154 (Rel-16, 'F'): Support of data collection for any UE_288
	CATT
	Rel-16
	eNA
	adding general description in clause 6.2.2 to cover both approach A and B)

	S2-2002877
	DISCUSSION
	Agreement
	Support of any UE for abnormal behaviour detection
	Samsung
	Rel-16
	eNA
	


· Group 2: Corresponding CRs for updating TS 23.502. 

	S2-2002766
	CR
	Approval
	23.502 CR2189 (Rel-16, 'F'): Introduction of list of SUPIs for Event Exposure
	Ericsson
	Rel-16
	eNA
	Approach A

	S2-2002805
	CR
	Approval
	23.502 CR2197 (Rel-16, 'F'): Support of data collection for any UE_502
	CATT
	Rel-16
	eNA
	Proposing Bulk Subscription and better to discuss it in R17.

	S2-2002879
	CR
	Approval
	23.502 CR2215 (Rel-16, 'F'): Clarification on support of 'any UE' for network capability exposure
	Samsung
	Rel-16
	eNA
	Generic for any alternative

	S2-2002973
	CR
	Approval
	23.502 CR2239 (Rel-16, 'F'): AMF event IDs and event_filters update
	Huawei, HiSilicon
	Rel-16
	eNA
	Support for Approach A

	S2-2002976
	CR
	Approval
	23.502 CR2241 (Rel-16, 'F'): Updating NRF Status Notify service operation
	Huawei, HiSilicon
	Rel-16
	eNA
	Support for Approach A and B


· Group 3: Corresponding CR for updating TS 23.503. 

	S2-2002931
	CR
	Approval
	23.503 CR0448 (Rel-16, 'F'): Clarifications on policy decisions based on network analytics
	CATT
	Rel-16
	eNA
	Covering the usage of "any UE" as target by the PCF.


1.1.4
Proposed Way Forward 
In order to complete the support for "any UE" as "Target of Analytics Reporting" for abnormal behaviour related network data analytics while keeping the generated signaling load under control, in principle it is proposed to capture the two above approaches.
