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1.
MT-EDT for 5GC
1.1
Whether and how to support MT-EDT for 5GC in Rel-16
1.1.1
Description
1.1.1.1
Whether to support MT-EDT for 5GC in Rel-16

Mobile Terminated Early Data Transmission (MT-EDT) enables power and signalling efficient delivery of single downlink data transmission.
MT-EDT has already been introduced for NB-IoT/WB-EUTRAN connected to EPC. MT-EDT has on the other hand not been agreed yet for NB-IoT/WB-EUTRA connected to 5GC due to concerns on how to support 5G-GUTI reallocation during MT-EDT procedures.

The background of this is the following difference between 5GC and EPC: In 5GC there is an SA3 requirement to reallocate a new 5G GUTI also during MT-EDT for CP CIoT 5GS optimization and UP CIoT 5GS optimization procedures.
Solutions were proposed in earlier meetings to support GUTI re-allocation as part of MT-EDT procedures but no solution has been agreed yet.
1.1.1.2
Support of GUTI re-allocation during MT-EDT procedure

It has been proposed to support 5G GUTI re-allocation as follows:

-
AMF sends a new 5G-GUTI to the UE during MT-EDT for CP CIoT 5GS optimization and UP CIoT 5GS optimization procedures in RRC Message 4;

-
UE stores the new 5G-GUTI without sending an immediate NAS acknowledgement;
-
AMF considers both the new 5G-GUTI and the old 5G-GUTI valid until it receives the next NAS message from the UE that uses the new 5G-GUTI (i.e. the next NAS message from the UE that uses the new 5G-GUTI acknowledges the new 5G-GUTI).
1.1.1.3.
AMF paging strategy after MT-EDT with 5G-GUTI re-allocation
AMF paging strategy is typically up to implementation; however in the context of MT-EDT with 5G-GUTI reallocation paging strategy enhancements could be considered.

As per clause 1.1.1.2, AMF has an old and a new 5G-GUTI that AMF considers valid for the UE after MT-EDT with 5G-GUTI reallocation. If AMF needs to page the UE then AMF has to select with which 5G-GUTI to page the UE (first).

Two options exist:

Option 1: Leave it up to AMF implementation with which 5G-GUTI to page the UE first.

Option 2: Specify the following enhancement:
-
If the RAN cannot deliver the NAS container with the new 5G-GUTI to the UE (see clause 1.1.1.2), then the RAN node shall send a N2 NAS Non Delivery Indication message to AMF.
-
If the AMF has to page the UE after MT-EDT for CP CIoT 5GS optimization or UP CIoT 5GS optimization was the last procedure, i.e. if a new 5G-GUTI has been reassigned using the scheme described in clause 1.1.1.2, then depending on whether AMF received a N2 NAS Non Delivery Indication:

-
if the AMF did not receive an N2 NAS Non Delivery Indication then AMF first uses the new 5G-S-TMSI from the new 5G-GUTI for paging for an implementation dependent number of paging attempts; 

-
if the AMF did receive an N2 NAS Non Delivery Indication then AMF first uses the old 5G-GUTI for an implementation dependent number of attempts.
1.1.1.4
Local 5G TMSI derivation using an offset
As an alternative to the solution described in clause 1.1.1.2, the following has been proposed (see S2-2002259):

-
UE and AMF negotiate as part of the Registration procedure that during MT-EDT new 5G-TMSI values will be derived locally in UE and AMF using an offset value selected by AMF;

-
Based on this, UE and AMF locally derive a new 5G-TMSI value by offsetting the previous 5G-TMSI during each MT-EDT procedure.

1.1.2
Companies View
Question 1: Should MT-EDT be supported for 5GC in Rel-16?
	Company Name 
	Company View
(Yes/No)
	Notes

	MediaTek
	No
	Unlike MO-EDT, MT-EDT comes with very limited benefits overall (whether in EPS or in 5GS (assuming necessary adapataion))
5G-GUTI reallocation during MT-EDT renders MT-EDT useless if using UCU procedure.
Additional system-wide complexity is therefore necessary to preserve the 5G system security through 5G TMSI refresh after paging with MT-EDT without imposing additional signalling transactions between the UE and the network.

Feature parity is one thing, however with limited benefits of MT-EDT to start with and with solutions that either bring non-trivial system-wide complexity to preserve those, or until shown otherwise jeopardize the security of the 5G system, we view the gain vs complexity/security trade-off does not justify pursuing MT-EDT in 5GS.

	Qualcomm
	Yes
	We think it is important to complete this feature in rel.16 in order to have CIoT feature parity between EPC and 5GC.

	Huawei
	No
	Not a valid question at this stage.
The fact is there is no reasonable solution to resolve the GUTI reallocation issue. The solution is not justified considering the very limited benefit and huge impact on the system including UE, RAN and CN for 5GC.

	AT&T
	Yes
	Feature parity between ongoing EPC based IoT deployments and future 5GC support for IoT is important for operators and their customers

	OPPO
	Yes
	GUTI allocation is not introduced by MT-EDT, and every time the UE is paged, GUTI needs to be allocated. 

MT-EDT can still bring benefits even using legacy GUTI allocation mechanism, especially for CP optimization.

	ZTE
	No
	ZTE supports MT-EDT for 5GC in Rel-16 or later version, if there is a proper solution.


	NEC
	Yes
	It is better 5G is aligned with 4G. We also believe the feature is beneficial for 5G.


Question 2: Should 5G-GUTI re-allocation be supported as described in clause 1.1.1.2?
	Company Name 
	Company View
(Yes/No)
	Notes

	MediaTek
	No
	The main issue with the proposal is the lack of acknowledgement from the UE side for using the new 5G-GUTI which systematically forces the CN to take countermeasures for sub-sequent paging i.e. use of both old/new 5G GUTI. This reduces paging efficiency that could be mitigated by different paging strategies, however we don’t see any of these make for a technically viable MT-EDT solution.

Although similar behaviour is specified today in case of lower layer failure, today’s behaviour is triggered by the detection of a lower layer failure – the MT-EDT scenario at hand is different.
If NG-RAN decides not to deliver anything to the UE, then of course, NAS non-delivery indication could be used.

	Qualcomm
	Yes
	5G GUTI re-allocation after paging is a 5G system requirement, and in order for MT-EDT to be efficient, a new 5G GUTI needs to be derived without the need of additional messages (e.g. UE Configuration Update). Also, explicit signalling of 5G-GUTI in existing messages during MT-EDT is the most efficient and less impacting solution. 

	Huawei
	No
	This created huge principle impact on existing 5G-GUTI re-allocation over NAS.
1. For 1st bullet in the proposal, it impacts the current 5G-GUTI allocation over NAS: (a) For CP, it has to include the 5G-GUTI (14 octets) and data in the service accept message which created unnecessary message overload for CP optimization. Note that CT1 has taken long time to optimize the message overload for CP optimization and if so CT1 feedback on this is required. (b) For UP, it is unclear to use which NAS message to carry the new 5G-GUTI, we believe there is no existing NAS message can be reused and hence needs to define a NAS message for this, which created huge NAS impacts. This clearly overwhelms the benefits from MT-EDT.
2. For 2nd bullet in the proposal, the 5G-GUTI re-allocation without ack will create huge impact on existing 5G-GUTI re-allocation over NAS: Currently it is mandatory to ack the 5G-GUTI re-allocation. This principle is there since 2G/3G/4G and now in 5G. The impacts of changing this to optional does overwhelm the benefits from MT-EDT.
3. For 3nd bullet in the proposal, it also created huge impacts on AMF handling on 5G-GUTI re-allocation: (a) Currently only in abnormal cases the AMF can have two valid 5G-GUTIs but this proposal will make this happened very often in normal cases, this is not a good network KPI for operators; (b) For per subsequent paging, the AMF has to decide to use which 5G-GUTI for paging but finally the UE will only respond for one 5G-GUTI, this impacted the AMF paging strategy, added unnecessary AMF complexity and created signalling overload over air. All these overwhelm the benefits from MT-EDT.

	AT&T
	Yes
	

	OPPO
	Yes
	Per SA3 requirement.

	ZTE
	No
	The solution increases system complexity and reduces paging efficiency.
As EDT features are not used for transmitting NAS signaling, whether a new 5G-GUTI can be sent to UE via RRC Message 4 need to be further discussed or confirmed by RAN.

	NEC
	Yes
	This is a security requirement for 5G.

	
	
	


Question 3: Should AMF paging strategy after MT-EDT with 5G-GUTI re-allocation be left for implementation (Option 1 in clause 1.1.1.3) or should Option 2 described in clause 1.1.1.3 be specified?
	Company Name 
	Company View
(Yes/No)
	Notes

	MediaTek
	Neither – See note (
	This is not quite a Yes/No question
This question is of course only relevant in view of Question 2. 
If positive consensus could be had with Question 2 (i.e. “Yes”), our preference would be to specify the paging approach used in this scenario.

	Qualcomm
	Option 2 but we can also be ok with Option 1
	We think option 2 optimises the AMF behaviour since taking into account the NAS Non Delivery Indication of the NAS PDU can optimise the paging strategy. We though can also be ok with Option 1 is more preferred by infra vendors

	Huawei
	Option 1: No

Option 2: No
	We believe AMF paging strategy shall not be impacted just due to MT-EDT. Any updates on AMF paging strategy will overwhelm the benefits from MT-EDT.
The option 2 links to the “N2 NAS Non Delivery Indication” but technically it is wrong. Without the Indication, it does not mean UE receives the NAS message. The lower layer failure case described in the 24.501 is something different from the “N2 NAS Non Delivery Indication”. Option 2 is deviated from the current AMF paging strategy in two valid 5G-GUTIs abnormal cases with further change but this proposal will make this happened very often in normal cases, this is not a good network design.

	AT&T
	Option 2
	This would improve consistentency of system behaviour across vendors

	OPPO
	Option 2
	It is existing mechanism with a bit clarification.

	ZTE
	Option 1: No

Option 2: No
	The same as Question2.

	NEC
	
	No strong view

	
	
	


Question 4: Should local 5G TMSI derivation using an offset as described in clause 1.1.1.4 be supported instead of explicitly signaling the new 5G-GUTI (as described in clause 1.1.1.2)?
	Company Name 
	Company View
(Yes/No)
	Notes

	MediaTek Inc.
	No
	5G TMSI refresh after paging is necessary as a means to avoid identification and tracking of a given device. However if the refreshed 5G TMSI can be easily derived from the old 5G TMSI, the refresh brings absolutely no benefit.

With this in mind, it is not clear whether and how this proposal can preserve the native security level of the 5G system given a) the “new 5G TMSI” is defined based on the old 5G TMSI using this offset, b) the offset is fixed until a new 5G GUTI is allocated and c) the offset signalled by the network is unlikely random (under the assumption many UEs under one AMF could be MT-EDT capable).

	Qualcomm
	No
	We don’t think this “implicit local derivation” of 5G TMSI solves the issue at hand, which is to ensure that UE and AMF agree on which 5G-GUTI/5G-TMSI to use.

AMF still

- needs to keep the UE's old and new 5G-TMSI;

- needs to page the UE with old and new 5G-TMSI if the UE does not respond to paging with e.g. the new 5G-TMSI.

This is because the AMF does not know whether the UE successfully received the last RRC message of the MT-EDT procedure. This means the AMF cannot be sure that the UE has changed to the new 5G-TMSI or not. 

As a result, the AMF can only use the new 5G TMSI after it receives an UL NAS PDU from the UE. 

Therefore this solution adds unnecessary complexity (new negotiation in registration procedure, new 5G-TMSI derivation algorithm in the UE and AMF) while not offering any benefits over the solution described in clause 1.1.1.2.

	Huawei
	No
	The solution has privacy issue, because An attacker could capture two 5G-GUTIs in two adjacent RR message, then the attacker could derive offset according to two 5G-GUTIs. Attacker can still track the UE with new 5G-GUTI using derived offset and latest 5G-GUTI. In general the expertise from SA3 is needed to evaluate this solution.

	AT&T
	No
	

	OPPO
	No
	Complex and in failure case there could be mis-aligned value between the UE and the network

	ZTE
	No
	Potential security risks exist in this solution. Suggest to be confirmed by SA3. 

	NEC
	No
	No. It may cause misalignment between the AMF and the UE.

	
	
	


1.1.3
Summary

Editor’s Note: This clause should contain the brief summary of companies view e.g. n# of companies prefer to go with option A vs. m# of companies prefer to go with option B.
1.1.4
Proposed Way Forward 
Editor’s Note: This clause should contain propose a way forward. For e.g. Given that majority of companies prefer to go with option A, it is proposed that Option A is agreed as way forward.
