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Abstract of the contribution: This paper proposes new work enhanced user misbehaving or equipment misbehaving information handling.
1 Discussion
In Rel-16, eNA work item defined abnormal behaviour analytics, allowing 5GC NFs to request or subscribe to abnormal behaviour analytics, allowing to identify a group of UEs or a specific UE with abnormal behaviour, e.g. a UE or UEs being misused or hijacked.
One issue with the behaviour as described in 3GPP TS 23.288 clause 6.7.5 is that the fact that a UE is ill-functioning or potentially trying to attack the network (referred to as “mis-behaving UE”) will be lost when the UE is switched off and then switched on again. New AMF, SMF, PCF or NWDAF may be invoked to serve the UE and the new AMF, SMF or PCF may need to discover again that the UE is ill-functioning or trying to attack the network, which would require the new AMF, SMF or PCF to request NWDAF to be notified about UEs which are ill-functioning or trying to attack the network. This behaviour would introduce delays in handling properly such UE(s) as AMF, SMF or PCF would not know that a UE is misbehaving when they start serving this UE.
Enhancements are needed so that the information that a UE is misbehaving is kept in the 5GS and can be reused when new 5G NFs serve the UE.
2 Proposal

It is proposed to endorse the work item proposal in S2-2002265.

The time budget estimation for this work is 0.5 TU.

Companion draft CRs are provided for TS 23.288 (S2-2002266), TS 23.502 (S2-2002269) and TS 23.503 (S2-2002270). 
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