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[bookmark: _Toc462478989]Abstract of the contribution: Provides a solution that does not impact NRF and meets the requirements for handling notifications by multiple callback handlers. 
1	Introduction
In the last meeting and in email discussions there has been proposal  of how alternate notification endpoints should be provided (update of S2-2001313). This discussion paper analyses the proposal which and points out serious issues with the proposal. It then proposes an alternate solution, based on evolution of existing Rel-15 mechanism, which achieves the same goals without the drawbacks of S2-2001313. 
2.1	Problem Statement
An example of Rel-15 implicit notification procedure is shown below for SMF to implicitly register for smUpdateNotifications from the PCF.
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Figure 1: Implicit notification Example, Rel-15

A few keypoints to note here are:
· The callback URI is provided by the SMF to the PCF in the body of the POST to npcf-smpolicy/v1/sm-policies leaf.
· The callback/Notification URI are not stored in the NRF. 
NOTE:	Rel-15 does allow for storage of callback URI in NRF, both at the NF level and NF service level in the form of default Notification Callback URIs, but this is used very very seldom. There are ONLY 6 callback URIs that are defined to be stored in NRF (see Annex A)
· It should be noted that there is no defined structure to the callbackURI, other than that it should be a valid URI, 

The desired behaviour that is required in Rel-16 is red below shown below:
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Figure 2: Objective of notification binding
Here the assumption is that there are two SMFs in a SMF Set-A, SMF1 and SMF2. SMF1 had two callback handlers that can handle the callback from the PCF and SMF2 has one callback handler for the notification.
The main objective is to provide more options for callback from the PCF for sending smPolicyUpdateNofications. These callback handlers can be on the same SMF or on other SMF in the same SMF set.

2.2	Proposed Solution in -1313
The callflow for the proposed solution (revision of S2-2001313) is given below.
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Figure 3: Callflow for Solution in S2-2001313
The additional steps required to make the functionality work (above what is required in Rel-15) is given below:
0a.	The SMF will need to register all callbacks from any NF for any service that it initiates. Some NFs may not have needed to register with NRF (e.g. AF/P-CSCF), but now for callback they must register with NRF.
1.	A scope parameter needs to be added to handle callbacks in the HTTP/2 binding header.
3a-b. Before sending the update, the PCF needs to request for SMF profile from the NRF for all the SMFs in the SMF set (if binding is at the SMF Set level). The NRF needs to provide this to the PCF
3c.	The PCF has to parse all the callback notifications to determine the callback IP@:port and associate them with the SMFset and SMFinstance and SMFServiceSet.
2.3 	Evaluation of the -1313 solution

Step 0a: Registration of callbacks in NRF
Structure of callbacks: In Rel-15 there is no restriction on the structure of notification URI, other than that it follows the URI format. There can be multiple different callback formats for the same procedure. For example a callback for API v1.0.1 and v1.0.2 (from vendor 1 can be:
	http://10.193.25.25:8090/callbacks/v1.0.1/smPolicyUpdateNotification/imsi-xyz
but for version 1.0.3 can be:
	http://10.193.25.25:8090/callbacks/v1.0.3/smPolicyUpdateNotification/imsi-xyz
The callback APIs for the same notification from another vendor B can have the following format
	http://10.193.25.25:8090/callbacks/v1.0.3/imsi-xyz/smPolicyUpdateNotification/
Typically callbacks are per UE (for notifications from AMF) and on per-UE/per-PDU-Session (on the PCF, SMF). The format for callbacks is not standardized in CT4. Defining a structure for callbacks specially if the {imsi} or {pduSessionID} is in the middle of the callflow is difficult to generalize. CT4 will need to use NotificationType and have possibly have multiple callback URIs for each Notification Type to handle this issue.
Observation 1: There can be multiple callbacks (eg based on version of spec) for each Notification Type in the NRF for callbacks. The format of the callbacks cannot be restricted in Rel-16. 
Linking of callbacks to service-name: It is not trivial to link callback to service-name (as is suggested in -1313). Consider the callbacks that an SMF will get from an AMF shown in the figure below.
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There are atleast 4 different types of callbacks that the SMF will receive from the AMF. These callback are per UE (so if SMF has 1000 UEs that are anchored via the AMF, there can be upto 1000 callback URI which are probably based on imsi of the mobile). The callback for each notification type can be a different IP@:port. Hence, more than just service-name is needed to link to a callback.
Observation 2: More than just service name is needed to determine the actual callback being used, because a service may have multiple callbacks as different endpoints of the resource.
Number of callbacks: Registration of callbacks in NRF should not be taken lightly. As stated previously currently there are only 5 callbacks for the entire 5G Core that are registered in the NRF in Rel-15. If every NF needs to register callback into NRF, this number will become very large. 
Observation 3: The registration of the callbacks will be a HUGE increase in the profile information for NFs. This is not needed for any other purpose other than load-balancing for callbacks. The callbacks cannot be stored as part of existing NFservice profile

Step. 3a/b/c: Producer to get NF profile for each consumer NF
Step 3 is not required for any other purpose, that for callback load-balancing. This will result in big load on NRF. All consumers will need to create profile just to store callback. AF, if they require this binding for callbacks, will also need to do the same. Also, the selection of the appropriate IP@:port on the NF producer side will not be simple, as the format of the callback can be consumer dependent. Also as stated earlier, callback URI format can be very dynamic and there can be multiple callbacks for each Notification Type (eg to handle different versions of APIs).
Observation 4: Producers NFs will need to query NRF for consumer NF ONLY for notification load-balancing purposes. This will increase the load on NRF. Increase the need for producer NFs to parse callback URIs to determine which one is to be used for the specific case.

3. 	Proposed Solution: Use of AlternateIPv4/IPv6 addresses

An alternative proposal to achieve the same functionality but with minimal impacts is captured in the following figure.
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[bookmark: _GoBack]Figure 4: Callflow for notification binding with alternate addresses in subscription context or HTTP/2 header

The main highlights of this solution are as follows:
· The goal of the solution here is in the body of the subscription (implicit or explicit) where the callback URI is provided, “alternative Notification address’ (or FQDNs) are provided. The use of alternate IPv4/Ipv6 address is already in Rel-15 specifications, but for active/fallback. The alternate addresses in this proposal are for load-sharing. The active/backup is anyway provided by the use of NF Service Set.
NOTE: 	If CT4 decides, the alternate IPv4/v6 addresses may be provided in HTTP/2 header, eg. 3gpp-Sbi-binding-alternate-authorities or the existing 3gpp-Sbi-binding header with IP@ instead of NF set, service set rather than in the body of the subscription information.
· Subsequently, when the PCF (producer) needs to send a POST at the callback URI, the PCF adds a new header (name can be formalized by stage 3), 3gpp-Sbi-Routing-Binding-authorities, which contain the alternative IP@s that can be used. 
NOTE: 	The header can be the same as 3gpp-Sbi-Routing-binding header with a new field for IP@:port number
· This approach can also be applied to the DefaultNotificationCallback URIs for AMF and UDM, which are stored in NRF. Here the alternative Notification Address can be stored in the NRF.

How does an NF provide IP@:port information about another NF in the same NF Set?
The above solution does allow providing IP@ number of callback handlers in another NF instance in the same NF set. There are two approaches to enable this (the port number can be assumed to be the same for all callback handlers):
1. The information about IP@ is configured by OAM, or 
2. (preferable) the IP@information is generated algorithmically by the NF instance (eg. IP@ of the other SMF-B instance + 1:4, for 4 callbacks in SMF)

The advantages of this proposal are:
· Similar approach to how alternate IP@ are provided for event notification in 29.508 Nsmf_EventExposure. 
· Does not require any modification to NF profile
· The alternate address are provided at subscription (implicit/explicit) creation time
· Will also work with SCP, since the consumer during notification uses it and provides it in the notification call.
4	Proposal
It is proposed to adopt the Solution in Section 3.
CRs S2-200xxx to 23.501 and S2-200yyy to 23.502 capture this solution. 


Annex A: NotificationTypes for Callbacks in NRF

[bookmark: _Toc24937715][bookmark: _Toc27589586]6.1.6.3.4	Enumeration: NotificationType
Table 6.1.6.3.4-1: Enumeration NotificationType
	Enumeration value
	Description

	"N1_MESSAGES"
	Notification of N1 messages

	"N2_INFORMATION"
	Notification of N2 information

	"LOCATION_NOTIFICATION"
	Notification of Location Information by AMF towards NF Service Consumers (e.g GMLC)

	"DATA_REMOVAL_NOTIFICATION"
	Notification of Data Removal by UDR (e.g., removal of UE registration data upon subscription withdrawal)

	"DATA_CHANGE_NOTIFICATION"
	Notification of Data Changes by UDR

	"LOCATION_UPDATE_NOTIFICATION"
	Notification of UE Location Information Update by GMLC towards NF Service Consumers (e.g. NEF), during MO_LR procedure.




Annex B Alternate IP addresses for notification for SMF EventNotifiction

29.508: SMF Event Exposure Service
	
[bookmark: _Toc532994419]4.2.2.2	Notification about subscribed events
….
If the SMF becomes aware that a new NF service consumer is requiring notifications (e.g. via the "404 Not found" response, or via Namf_Communication service AMFStatusChange Notifications, see 3GPP TS 29.518 [13], or via link level failures or via the Nnrf_NFDiscovery Service (using the service name and GUAMI obtained during the creation of the subscription) to query the other AMFs within the AMF set) specified in 3GPP TS 29.510 [12]), and the SMF knows alternate or backup IPv4 or IPv6 Addess(es) where to send Notifications (e.g. via "altNotifIpv4Addrs" or "altNotifIpv6Addrs" attributes received when the subscription was created), the SMF shall exchange the authority part of the Notification URL with one of those addresses and shall use that URL in subsequent communication. If the SMF received a "404 Not found" response, the SMF should resend the failed notification to that URL.

====
[image: ]
3GPP
SA WG2 TD

image1.emf
1. POST https://IP@PCF1:3600/npcf-smpolicycontrol/v1/smpolicies/ (smPolicyContextData

=

2. status: 201; location: https://IP@B2:3600/npcf-smpolicycontrol/v1/smpolicies/123

>
<

Update SM Policy l

3. POST https://IP@SMF1a:8090 /callback/update (smPolicyNotification)

A

4. 200; OK

v

IP@:port or FQDN Structure not specified in specs
"NotificationURI": "http://10.193.25.25:8090/callbacks/v1/smPolicyUpdateNotification/imsi-xyz"










image2.emf
SMF Set

S | 1. POST https://IP@PCF1:3600/npcf-smpolicycontrol/v1/smpolicies/ (smPolicyContextDatp)
8 »

§ E 2. status: 201; location: https://IP@B2:3600/npcf-smpolicycontrol/v1/smpolicies/123

[69) <

= 2

% a Update SM Policy

g P 3. POST https://IP@SMF1a:8090 /callback/update (smPolicyNotification)

Options for |:
callback 4.200; OK o











image3.emf
SMF Set

0. Register callback URIs for all callback from any NF in NRF

v

=

1. POST https://IP@PCF1:3600/npcf-smpolicycontrol/v1/smpolicies/ (smPolicyContextDaté
3gpp-sbi-binding: NFSet; NF set ID; scope="“callback”

[
|

2. status: 201; location: https://IP@B2:3600/npcf-smpolicycontrol/v1/smpolicies/123

Update SM Policy
3a. Request NF profile for SMFE ket
3b. Provide SMF set profiles

IP@SMF 1b:8090
IP@SMF1a:8090

3c. Select appropriate IP@:port
based on callback name

3. POST https://IP@SMF2:8090 /callback/update (smPolicyNotification)

A IP@SMF2:8090

4.200; OK

v











image4.emf
/{apiRoot}/namf-comm/<apiVersion>

— /ue-contexts

PUT

KueContextld} o Cg‘:s;ﬁsgNotify Notification Type-1 y

| /subscriptions ’ /o= - g

‘7r§'é€sieii?f_o_sf
Hsubscriptionsld} '7tr_:=1?1§f5r_de POST
__________ POST -
Ai/n1-n2-messages @ callback Notification Type-2
—| /non-ue-n2-messages ’ OnN1N2XferFailure .“
/E';n_sFe_r ) An1N2Messageld} |
POST
/subscriptions ’ o callback _
/subscriptions @ OnNTN2MsgNotify Notification Type-3
n1NotificationCallbackURI Notfoation T p
/in2NotifySubscriptionld} ’ n2InfoCallbackURI oulicaton Lype

H{subscriptionsld}
DELETE











image5.emf
1. POST https://IP_PCF1@:3600/npcf-smpolicycontrol/v1/smpolicies/ (smPolicyContextData)

.« -

status: 201; location: https://IP_B2@:3600/npcf-smpolicycontrol/v1/smpolicies/1234-56 7;\

Or

2.

3. POST https://IP_SMF1@:8090 /{URI}/update (smPolicyNotification)

Update SM Policy |

3gpp-Sbi-Routing-Binding: “Binding type=“IP@:port”; [ 10.10.10.11, 10.10.10.12, 10.10.18}"

4. 200; OK

smPolicyContextData

"accessType": "3GPP_ACCESS",

"dnn": ”internet.5g",
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29.508: Nsmf_EventExposure

notituri:
$ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
altNotifIpv4Addrs:
type: array
items:
$ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr"'
description: Alternate or backup IPv4 Addess(es) where to send Notifications.
minItems: 1
altNotifIpv6Addrs:
type: array
items:
$ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr"'
description: Alternate or backup IPv6 Addess(es) where to send Notifications.
minItems: 1









29.508: Nsmf_EventExposure


