SA WG2 Meeting #137E
S2-2002002
Elbonia, 23-27 February 2020
(was S2-200xxyy)
Source:
Qualcomm Incorporated, Charter Communications, Ericsson
Title:
PLMN-access over SNPN using ePDG
Document for:
Discussion/Approval

Agenda Item:
9.1
Work Item / Release:
TEI17/Rel.17
Abstract of the contribution: Proposes to allow PLMN access over SNPN using ePDG. 
1. Background
In rel.16 it was agreed to use N3IWF to support access to PLMN services via SNPN. The related architecture is defined in Annex D.3 of TS 23.501 [1] (see Figure 1). 
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Figure 1: Access to PLMN services via Stand-alone Non-Public Network (extract from TS 23.501 [1])
In TS 23.501 [1] though is also already supported for a UE to use ePDG (over non-3GPP access) to connect to a combo SMF+PGW to get access to PLMN services via ePDG. This is defined in clause 4.3.4 (see figure 2 for non-roaming architecture).
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Figure 2: Non-roaming architecture for interworking between ePDG/EPC and 5GS (extract from TS 23.501 [1])
Given certain PLMNs already support ePDG, and is widely deployed for services such VoWiFi is probable that UE implementations will also continue to support it in order to get access to PLMN services over WLAN.  It should be also ideal to support this method for Access to PLMN services via Stand-alone Non-Public Network. At the moment though the UE is not performing ePDG selection to get access to PLMN services when overating in SNPN access mode. 
2. What is missing from current standards?

In SA2 specs what is missing documentation of such architecture option. Clause 5.30.2.7 and Annex D.3 of TS 23.501 [1] and TS 23.502 [4] need to be updated to also support for access via ePDG. 

In CT1 specs (TS 24.502 [2] or TS 24.302 [3]) the UE does not perform ePDG selection and cannot be configured with ePDG FQDN for access to PLMN selection (only N3IWF). Extract from TS 24.502 [2]:

“In order to access PLMN services via an SNPN, a UE operating in SNPN access mode registered to an SNPN uses a configured N3IWF FQDN to select an N3IWF in a PLMN.”
3. Proposal
It is proposed to define procedures for Access to PLMN services via Stand-alone Non-Public Network using ePDG under TEI17. The expected changes are: 
· TS 23.501: Update the related text in clause 5.30.2.7 and Annex D.3 to also support for access via ePDG. See pseudo-CR in Annex of the present document.
· TS 23.502: Update clause 4.11.4.3.2 for ePDG FQDN construction when accessing from SNPN
The expected time budget 0.5 TU and will have limited stage-3 (CT1) impact. 

NOTE: This proposal ONLY applies to access to PLMN services over SNPN. 
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**** First Change ****

5.30.2.7
Access to PLMN services via stand-alone non-public networks

To access PLMN services, a UE in SNPN access mode that has successfully registered with an SNPN may perform another registration via the SNPN User Plane with a PLMN (using the credentials of that PLMN) following the same architectural principles as specified in clause 4.2.8 (for N3IWF access) or 4.3.4 (for ePDG access) and the SNPN taking the role of "Untrusted non-3GPP access". Annex D, clause D.3 provides additional details.

NOTE:
QoS differentiation in the SNPN can be provided on per-IPsec Child Security Association basis by using the UE or network requested PDU Session Modification procedure described in TS 23.502 [3] clause 4.3.3.2. In the PLMN using N3IWF, N3IWF determines the IPsec child SAs as defined in TS 23.502 [3] clause 4.12. The N3IWF is preconfigured by PLMN to allocate different IPsec child SAs for QoS Flows with different QoS profiles. In the PLMN using ePDG, ePDG determines the IPsec child SAs as defined in TS 23.402 [43] clause 4.10.5.

To support QoS differentiation in the SNPN with network-initiated QoS, the mapping rules between the SNPN and the PLMN are assumed to be governed by an SLA including: 1) mapping between the DSCP markings for the IPsec child SAs on NWu and the corresponding QoS, which is the QoS requirement of the PLMN and is expected to be provided by the SNPN, and 2) N3IWF IP address(es) in the PLMN. The non-alteration of the DSCP field on NWu is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters in the SNPN can be based on the N3IWF IP address and the DSCP markings on NWu.


To support QoS differentiation in the SNPN with UE-requested QoS, the UE can request for an IPsec SA the same 5QI from the SNPN as the 5QI provided by the PLMN. It is assumed that UE-requested QoS is used only when the 5QIs used by the PLMN are from the range of standardized 5QIs. The packet filters in the requested QoS rule can be based on the N3IWF IP address and the SPI associated with the IPsec SA.

**** Next Change ****

D.3
Support for access to PLMN services via Stand-alone Non-Public Network and access to Stand-alone Non Public Network services via PLMN
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Figure D.3-1: Access to PLMN services via Stand-alone Non-Public Network (N3IWF)
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Figure D.3-1a: Access to PLMN services via Stand-alone Non-Public Network (ePDG)

NOTE 1:
The reference architecture in Figure D.3-1, Figure D.3-1a and Figure D.3-2 only shows the network functions directly connected to the UPF or N3IWF or ePDG and other parts of the architecture are same as defined in clause 4.2.

In order to obtain access to PLMN services when the UE is camping in NG-RAN of Stand-alone Non-Public Network, the UE obtains IP connectivity, discovers and establishes connectivity to an N3IWF or ePDG in the PLMN.

In the Figure D.3-1, the N1 (for NPN) represents the reference point between UE and the AMF in Stand-alone Non-Public Network. The Nwu (for PLMN) represents the reference point between the UE and the N3IWF in the PLMN for establishing secure tunnel between UE and the N3IWF over the Stand-alone Non-Public Network. N1 (for PLMN) represents the reference point between UE and the AMF in PLMN.
In the Figure D.3-1a, the N1 (for NPN) represents the reference point between UE and the AMF in Stand-alone Non-Public Network. The Swu (for PLMN) represents the reference point between the UE and the ePDG in the PLMN for establishing secure tunnel between UE and the ePDG over the Stand-alone Non-Public Network. 
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Figure D.3-2: Access to Stand-alone Non-Public Network services via PLMN

In order to obtain access to Non-Public Network services when the UE is camping in NG-RAN of a PLMN, the UE obtains IP connectivity, discovers and establishes connectivity to an N3IWF in the Stand-alone Non-Public Network.

In Figure D.3-2, the N1 (for NPN) represents the reference point between UE and the AMF in the Stand-alone Non-Public Network. The Nwu (for NPN) represents the reference point between the UE and the N3IWF in the stand-alone Non-Public Network for establishing a secure tunnel between UE and the N3IWF over the PLMN. The N1 (for PLMN) represents the reference point between UE and the AMF in PLMN.

*** End of Changes ****
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