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	Reason for change:
	For abnormal behaviour related network analytics, TS 23.288 clause  6.7.5.1 specifies that
"-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;"
However, procedure in clause 6.7.5.4 is only detailed for target of analytics being a specific UE or a group of UEs:

"1a.	A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Target of Analytics Reporting = Internal-Group-Identifier or SUPI).
	A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic." 
and there is no description for how NWDAF can provide such analytics for any UE.

Additionally, in clause 6.7.5.2, it is specified that NWDAF collects UE behavioural information listed in clauses 6.7.2.2 and 6.7.3.2 to derive abnormal behaviour related network data analytics, but for UE mobility and UE communication analytics the target is either a specific UE or a group of UEs. It is unclear which information NWDAF can collect for deriving abnormal behaviour analytics for a target being "any UE".

Statistics / predictions specified in Table 6.7.5.3-1 / Table 6.7.5.3-2 include an "amount" information defined as 

"Estimated number of UEs affected by the Exception (applicable when the Target of Analytics Reporting = "any UE")"
This information is only vaid if "any UE" is a possible target for the analytics. 


	
	

	Summary of change:
	[bookmark: _GoBack]RemoveClarify the possibility on how to derive abnormal behaviour analytics for any UE.


	
	

	Consequences if not approved:
	It is unspecified how NWDAF can derive such analytics.
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	[bookmark: _Hlk19272806]This CR's revision history:
	Even though we could consider NWDAF subscribing to e.g. AMF to retrieve location information for any UE by using the following specification in TS 23.502 clause 5.2.2.3.1:
NOTE:	The conditions to match can be set based on AMF-associated expected UE Behaviour parameter(s) to only notify the event when the UE's behaviour deviates from its expected UE behaviour as described in TS 23.288 [50].
Or in TS 23.288 clause 6.7.5.4 step 2
	If requested by NWDAF via Event Filter(s), the AMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
This would mean that the abnormal behaviour for any UE would not actually be detected by NWDAF, but by the AMFs, so the value of NWDAF building abnormal behaviour analytics for any UE would be quite limited compared to e.g. PCF subscribing directly to all AMFs for the same event.












FIRST CHANGE (1)
6.7.5	Abnormal behaviour related network data analytics
[bookmark: _Toc19106330][bookmark: _Toc27823143]6.7.5.1	General
This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.
NOTE 1:	The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 
The consumer of this analytics shall indicate in the request:
-	Analytics ID set to "Abnormal behaviour";
-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;
NOTE x:	Support of “any UE” as input, particularly for SMF and AF network exposure services to monitor UEs with abnormal behaviour requires further clarifications.  
-	Optionally an Application ID, DNN or S-NSSAI;
-	An Analytics target period indicates the time period over which the statistics or predictions are requested;
-	Analytics Filter Information: optional expected UE behaviour, expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both, Area of interest, maximum number of results;
NOTE 2:	The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer, the expected analytics type and the list of Exception IDs are not presented simultaneously.
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
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