3GPP SA WG2 Meeting #137E 	S2-2002265
Feb 24 - 27, 2020, Elbonia              	(revision of S2-20xxxxx)

Source:	Nokia, Nokia Shanghai Bell
Title:	New WID on enhanced user misbehaving or equipment misbehaving information handling
Document for:	Endorsement
Agenda Item:	9.1
3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Enhanced user misbehaving or equipment misbehaving information handling
Acronym: EUMEMIH
Unique identifier: 	{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-17. 
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1	Impacts 	
	Affects:
	UICC apps
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item



2.2	Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 


Dependency on non-3GPP (draft) specification: 
3	Justification
In Rel-16, eNA work item defined abnormal behaviour analytics, allowing 5GC NFs to request or subscribe to abnormal behaviour analytics, allowing to identify a group of UEs or a specific UE with abnormal behaviour, e.g. a UE or UEs being misused or hijacked.
[bookmark: _Hlk32320981]One issue with the behaviour as described in 3GPP TS 23.288 clause 6.7.5 is that the fact that a UE is ill-functioning or potentially trying to attack the network (referred to as “mis-behaving UE”) will be lost when the UE is switched off and then switched on again. New AMF, SMF, PCF or NWDAF may be invoked to serve the UE and the new AMF, SMF or PCF may need to discover again that the UE is ill-functioning or trying to attack the network, which would require the new AMF, SMF or PCF to request NWDAF to be notified about UEs which are ill-functioning or trying to attack the network. This behaviour would introduce delays in handling properly such UE(s) as AMF, SMF or PCF would not know that a UE is misbehaving when they start serving this UE.
Enhancements are needed so that the information that a UE is misbehaving is kept in the 5GS and can be reused when new 5G NFs serve the UE.
4	Objective
The objectives for this work item are:
a)	Specify the storage by NWDAF of user misbehaving information in UDR and equipment misbehaving information in EIR; and
b)	Specify the use of such user misbehaving or equipment misbehaving information by 5GC NFs when serving the UE, e.g.:
- 	AMF retrieving the information at registration and forwarding the equipment misbehaving information to other NFs such as NSSF to assist for slice selection, to allow e.g. to isolate the misbehaving UEs in a dedicated slice, or to provide a slice with specific resources to the misbehaving UEs. 
-	AMF forwarding the equipment misbehaving information to SMF and then PCF upon PDU session establishment, to allow e.g. the misbehaving UE to only access some sites on the DN (for example allowing only the UE only to fetch a proper SW or set of configuration data before any other UE action can be allowed).
-	PCF using misbehaving UEs information for PCC decisions.
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	



	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	23.288
	The procedure for abnormal behaviour analytics needs updates to allow NWDAF to store the abnormal behaviour in UDR (when related to SUPI) or EIR (when related to PEI).

[bookmark: _GoBack]A draft CR to TS 23.288 implementing the objective a) of this WID can be found in S2-2002266.
	TSG#88
	

	23.502
	Details for AMF, SMF, NSSF usage of misbehaving UEs information, and updates to service operations.

A draft CR to TS 23.502 implementing the objective b) of this WID can be found in S2-2002269.
	TSG#88
	

	23.503
	Indicate that The PCC framework shall support making policy decisions based on equipment misbehaving information or user misbehaving information. 

A draft CR to TS 23.503 implementing the objective b) of this WID can be found in S2-2002270.
	TSG#88
	



6	Work item Rapporteur(s)
yannick.lair@nokia.com
7	Work item leadership
SA2

8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name

	Nokia

	Nokia Shanghai Bell
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