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Abstract of the contribution: This paper proposes applying the STIR/SHAKEN model to priority and emergency sessions to comply with regulatory requirements in North America.
Introduction
Regulators in North America (U.S and Canada) currently have a strong focus on combatting nuisance calls, including robocalling and illegitimate caller ID spoofing, using caller authentication techniques based on the Signature-based Handling of Asserted Information Using toKENs (SHAKEN) standards developed by ATIS (e.g., ATIS-1000074, Signature-based Handling of Asserted information using toKENs [SHAKEN] ) and the IETF RFC related to Secure Telephone Identity Revisited (STIR) (i.e., RFC 8224, Authenticated Identity Management in the Session Initiation Protocol [SIP]).  
TS 23.228 supports the usage of these mechanisms for attestation and signing of originating calling identification information for non-emergency IMS sessions.
Proposal
There is a need to apply STIR/SHAKEN to emergency calls, and priority calls. In addition to caller identity authentication/verification, emergency calls, callback, and priority calls may also be subject to “Resource-Priority” Header (RPH) signing. In these cases, the attestation is applied to the RPH by the IMS entity responsible for authorizing and handling the IMS session. This enables the inclusion of cryptographically signed assertions for the values populated in the Session Initiation Protocol (SIP) “Resource-Priority” header field, which is used for prioritization of communications resources.
In the context of emergency calling, where an emergency session is delivered to an emergency network outside the domain of the operator, the IBCF  should be capable of interacting with an Application Server (AS) that supports calling number and/or RPH authentication/signing, and may do so based on local policy, once it determines that an emergency call is destined for a Next Generation Emergency Services Network. Therefore, it is proposed that TS 23.167 be modified to allow an IBCF to support RPH authentication associated with emergency calls using signature verification and attestation in addition to the signing of attestation and identity information already specified in 23.228 for calling numbers.
In the context of priority sessions, the S-CSCF, TAS, or another IMS AS should be capable of interacting with an Application Server (AS) that supports calling number and/or RPH authentication/signing and may do so based on local policy. Furthermore, for priority sessions it is additionally possible to perform calling number attestation/verification.
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