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***** Start of Change # 1 *****
4.2.9.3
AAA Server triggered Network Slice-Specific Re-authentication and Re-authorization procedure
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Figure 4.2.9.3-1: AAA Server initiated Network Slice-Specific Re-authentication and Re-authorization procedure

1.
The AMF subscribes to be notified of re-authentication and re-authorization for the UE identified by GPSI by AUSF using Nausf_NSSAA_Subscribe service operation.
2.
The AAA-S requests the re-authentication and re-authorization for the Network Slice specified by the S-NSSAI in the EAP re-authentication Request message, for the UE identified by the GPSI in this message. This message is sent to a AAA-P, if the AAA-P is used (e.g. the AAA Server belongs to a third party), otherwise it may be sent directly to the AUSF.

3.
The AAA-P, if present, relays the request to the AUSF.

4.
The AUSF notifies the relevant AMF to re-authenticate/re-authorize the S-NSSAI for the UE (The AUSF may need to retrieve the current UE location).

5.
The AMF triggers the Network Slice-Specific Authentication and Authorization procedure defined in clause 4.2.9.1.

4.2.9.4
AAA Server triggered Slice-Specific Authorization Revocation
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Figure 4.2.9.4-1: AAA Server-initiated Network Slice-Specific Authorization Revocation procedure

1.
The AMF subscribes to be notified of revoke of authorization for the UE identified by GPSI by AUSF using Nausf_NSSAA_Subscribe service operation.

2.
The AAA-S requests the revocation of authorization for the Network Slice specified by the S-NSSAI in the Revoke Authorization Request message, for the UE identified by the GPSI in this message. This message is sent to AAA-P if it is used.

3.
The AAA-P, if present, relays the request to the AUSF.

4.
The AUSF notifies the relevant AMF to revoke the S-NSSAI authorization for the UE.

5.
The AMF updates the UE configuration to revoke the S-NSSAI from the current Allowed NSSAI, for any Access Type for which Network Slice Specific Authentication and Authorization had been successfully run on this S-NSSAI. The UE Configuration Update may include a request to Register if the AMF needs to be re-allocated. The AMF provides a new Allowed NSSAI to the UE by removing the S-NSSAI for which authorization has been revoked. The AMF provides new rejected NSSAIs to the UE including the S-NSSAI for which authorization has been revoked. If no S-NSSAI is left in Allowed NSSAI for an access after the revocation, and a Default NSSAI exists that requires no Network Slice Specific Authentication or for which a Network Slice Specific Authentication did not previously fail over this access, then the AMF may provide a new Allowed NSSAI to the UE containing the Default NSSAI. If no S-NSSAI is left in Allowed NSSAI for an access after the revocation, and no Default NSSAI can be provided to the UE in the Allowed NSSAI or a previous Network Slice Specific Authentication failed for the Default NSSAI over this access, then the AMF shall execute the Network-initiated Deregistration procedure for the access as described in clause 4.2.2.3.3, and it shall include in the explicit De-Registration Request message the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value.

***** End of Changes *****
_1634757911.vsd
AAA-S


AAA-P


AUSF


AMF


UE


1.Revoke Auth Request ( GPSI, S-NSSAI)


 3. Namf_Revoke Auth Request(GPSI, S-NSSAI)


 2. NAusf_Revoke Auth Request (GPSI, S-NSSAI)


4. UE configuration Update



_1634759526.vsd
AAA-S


AAA-P


AUSF


AMF


UE


2.AAA Protocol message (EAP re-authentication msg, GPSI, S-NSSAI)


 4. NAusf_NSSAA_Notify Request(Re-auth event, GPSI, S-NSSAI)


 3. AAA Protocol message (EAP re-authentication msg,GPSI, S-NSSAI)


5. Networ Slice-Specific Secondary Authentication And Authorisation


 1. NAusf_NSSAA_Subscribe Request(GPSI)



_1634760591.vsd
AAA-S


AAA-P


AUSF


AMF


UE


2.Revoke Auth Request ( GPSI, S-NSSAI)


4. NAusf_NSSAA_Notify Request(Revoke auth event, GPSI, S-NSSAI)


3. NAusf_Revoke Auth Request (GPSI, S-NSSAI)


5. UE configuration Update


 1. NAusf_NSSAA_Subscribe Request(Revoke auth event, GPSI)


2.AAA Protocol message (EAP revoke authorization msg, GPSI, S-NSSAI)



_1634757910.vsd
4. Networ Slice-Specific Secondary Authentication And Authorisation


AAA-S


AAA-P


AUSF


AMF


UE


1.Re-Auth Request ( GPSI, S-NSSAI)


 3. Namf_Re-Auth Request(GPSI, S-NSSAI)


 2. NAusf_Re-Auth Request (GPSI, S-NSSAI)



