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Abstract of the contribution: This contribution proposes a solution to address the Key Issue #3: UE-to-Network Relay.
1. Discussion

In order to support relaying with the PC5 link, two alternative architectures can be considered:

· Layer 2 relay at the AS level

· Layer 3 relay at the IP level
This contribution proposes a Layer 2 relay as a solution to support UE-to-Network relay. 

1.1
Control and User Plane Protocols

This section describes the overall protocol stack between Remote UE and the 5GC entities.  
1.1.1
User Plane Protocol Stack

Figure 1, illustrates the protocol stack for the user plane transport, related to a PDU Session, including a Layer 2 UE-to-Network relay. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The SDAP and PDCP protocols are as specified in TS 38.300. It is important to note that the two endpoints of the PDCP link are the Remote UE and the gNB. The relay function is performed below PDCP. This means that data security is ensured between the Remote UE and the gNB without exposing raw data at the UE-to-Network Relay.
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Figure 1: User Plane Stack for L2 UE-to-Network relay  
The adaptation rely layer within the UE-to-Network relay can differentiate between signalling radio bearers (SRBs) and data radio bearers (DRBs) for a particular Remote UE. The adaption relay layer is also responsible for mapping PC5 traffic to one or more DRBs of the Uu. The definition of the adaptation relay layer is under the responsibility of RAN2.

1.1.2
Control Plane Protocol Stack

Figure 2, illustrates the protocol stack of the NAS connection for the Remote UE to the NAS-MM and NAS-SM components. The NAS messages are transparently transferred between the Remote UE and 5G-AN over the Layer 2 UE-to-Network relay using:

· PDCP end-to-end connection where the role of the UE-to-Network is to relay the PDUs over the signalling radio bear without any modifications

· N2 connection between the 5G-AN and AMF over N2
· N3 connection AMF and SMF over N11 
The role of the UE-to-Network relay is to relay the PDUs from the signalling radio bear without any modifications.  
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Figure 2: Control Plane for L2 UE-to-Network relay
1.2
Authorization and provisioning

In order to enable a (Remote) UE out of coverage to gain connectivity to the network, it is important to allow such UE by means of (pre)configuration to discover potential UE-to-Network relays through which it could gain access to the 5GS. To do so:

Parameters for UE-to-Network relay discovery and for communication over NR PC5 may be made available to the UE as follows:

-
Pre-configured in the ME and/or configured in the UICC

-
Provided or updated by the PCF to the UE in the serving PLMN.

It is also important that a UE be authorized to operate as a UE-to-Network relay. A UE may only operate as a UE-to-Network relay when served by the network.

Parameters for a UE to operate as a UE-to-Network relay, for discovery of Remote UEs over NR PC5 and for communication over NR PC5 may be made available to the UE as follows:

-
Pre-configured in the ME and/or configured in the UICC

-
Provided or updated by the PCF to the UE in the serving PLMN

It should be possible for the HPLMN PCF to provide authorization for a UE to operate as a Remote UE or as a UE-to-Network relay on a per PLMN basis. It should also be possible for the Serving PLMN to provide/revoke such authorization in which case it shall override any corresponding information provided by the HPLMN.

1.3
QoS

As shown in 1.1, the NAS endpoints between a Remote UE and the network are as currently specified such that the operation via a UE-to-Network relay should be transparent to the network NAS, with the exception of authorization/provisioning identified in 1.2.

This means that the 5GS flow-based QoS concept in particular should be reused between the Remote UE and the network, with necessary adaptation over the radio interface i.e. PC5 (for the Remote UE and UE-to-Network relay) and Uu (for the UE-to-Network relay). In other words QoS flows established between the network and the Remote UE will be mapped to PC5 radio bearers seen by the Remote UE and to normal Uu radio bearers seen by the network, whereby the UE-to-Network relay performs the necessary adaptation between the Uu radio bearers and the PC5 radio bearers.

1.4
Mobility

Mobility within an NG-RAN node will be handled by the NG-RAN, allowing the Remote UE to maintain service when changing from a direct network connection to an indirect network connection (i.e. via L2 UE-to-Network relay) and vice-versa without 5GC involvement.
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Figure 3. Intra-NG-RAN mobility (no 5GC involvement)

Inter-NG-RAN mobility is depicted below. Mobility is expected to be possible with no impact on NAS and most impact on lower layers i.e. RAN2.
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Figure 4. Inter-NG-RAN mobility

1.5
Security

Security is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network relay and the other between the UE-to-Network relay to the gNB. The UE-to-Network relay guarantees user data is transported security because the relayed user data is not deciphered or modify.  

Note: In contrast the main concern for the L3 UE-to-Network relay is that PDCP traffic is deciphered from one secure link and then ciphered again before it is forwarded over the next secure link. During the forwarding process the raw user data is exposed and vulnerable within the L3 UE-to-Network relay. 

2. Proposal

On the basis of security and together with the Key performance indicator (KPI) described in Table 1, an architecture based on a Layer 2 UE-to-Network relay can be advantageous with reduced SA2 impact. As identified by the KPI the majority of the L2-relay functionality is reliant on RAN2.
	KPI
	L2 based relay

	Path selection
	Controlled dynamically by NG-RAN leading to faster switching.

	Security
	Relayed data is NOT deciphered at UE-to-Network relay (i.e. Transparently handled)

	Service continuity
	Shorter interruption time made possible by NG-RAN.

	Robustness
	Achievable through NG-RAN multi-path forwarding  

	QoS assurance
	Provided by NG-RAN (QoS rule based)

	Services
	Able to support commercial, public and mission critical use cases

	Unified framework
	Suitable for UE-to-Network and UE-to-UE relay


Table 1: KPI of L2-Relay

It is proposed to approve the following solution in TR 23.752.
* * * Start of change * * * 

6
Solutions
6.X
Solution #<X> for Key Issue #3: Support of UE-to-Network Relay
6.X.1
Introduction
The solution proposed in this paper aims at addressing the following aspect highlighted in key issue #3 (Support UE-to-Network Relay):
· How to transfer data between the Remote UE and the network over the UE-to-Network Relay.
The solution proposes a user plane protocol architecture to support a Layer 2 UE-to-Network Relay. 
6.X.2
Functional Description

In this sub-clause, the user plane protocol architecture supporting a L2 UE-to-Network relay is provided. 

The L2 UE-to-Network relay provides forwarding functionality that can relay any type of traffic over the PC5 link.

The L2 UE-to-Network relay provides the functionality to support connectivity to the 5G network for Remote UEs. A UE is considered to be a Remote UE if it has successfully established a PC5 link to the L2 UE-to-Network relay. A Remote UE can be located within NG-RAN coverage or outside of NG-RAN coverage.
6.X.2.1
Control and User Plane Protocols

This section describes the overall protocol stack between Remote UE and the 5GC entities.  
6.X.2.1.1
User Plane Protocol Stack

Figure 6.X.2.1.1-1, illustrates the protocol stack for the user plane transport, related to a PDU Session, including a Layer 2 UE-to-Network relay. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The PDU layer corresponds to the PDU carried between the Remote UE and the Data Network (DN) over the PDU session. The SDAP and PDCP protocols are as specified in TS 38.300[x]. It is important to note that the two endpoints of the PDCP link are the Remote UE and the gNB. The relay function is performed below PDCP. This means that data security is ensured between the Remote UE and the gNB without exposing raw data at the UE-to-Network Relay.
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Figure 6.X.2.1.1-1: User Plane Stack for L2 UE-to-Network relay  
The adaptation rely layer within the UE-to-Network relay can differentiate between signalling radio bearers (SRBs) and data radio bearers (DRBs) for a particular Remote UE. The adaption relay layer is also responsible for mapping PC5 traffic to one or more DRBs of the Uu. The definition of the adaptation relay layer is under the responsibility of RAN2.

Editor's Note: The details of the services provided by the adaption layer is left to RAN2.
6.X.2.1.2
Control Plane Protocol Stack

Figure 6.X.2.1.2-1, illustrates the protocol stack of the NAS connection for the Remote UE to the NAS-MM and NAS-SM components. The NAS messages are transparently transferred between the Remote UE and 5G-AN over the Layer 2 UE-to-Network relay using:

· PDCP end-to-end connection where the role of the UE-to-Network is to relay the PDUs over the signalling radio bear without any modifications

· N2 connection between the 5G-AN and AMF over N2

· N3 connection AMF and SMF over N11 

The role of the UE-to-Network relay is to relay the PDUs from the signalling radio bear without any modifications.  
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Figure 6.X.2.1.2-1: Control Plane for L2 UE-to-Network relay
Editor's Note: The Remote UE behavior at the RRC layer is FFS in RAN2.
6.X.2.2
Authorization and provisioning

In order to enable a (Remote) UE out of coverage to gain connectivity to the network, it is important to allow such UE by means of (pre)configuration to discover potential UE-to-Network relays through which it could gain access to the 5GS. To do so:

Parameters for UE-to-Network relay discovery and for communication over NR PC5 may be made available to the UE as follows:

-
Pre-configured in the ME and/or configured in the UICC

-
Provided or updated by the PCF to the UE in the serving PLMN.

It is also important that a UE be authorized to operate as a UE-to-Network relay. A UE may only operate as a UE-to-Network relay when served by the network.

Parameters for a UE to operate as a UE-to-Network relay, for discovery of Remote UEs over NR PC5 and for communication over NR PC5 may be made available to the UE as follows:

-
Pre-configured in the ME and/or configured in the UICC

-
Provided or updated by the PCF to the UE in the serving PLMN

It should be possible for the HPLMN PCF to provide authorization for a UE to operate as a Remote UE or as a UE-to-Network relay on a per PLMN basis. It should also be possible for the Serving PLMN to provide/revoke such authorization in which case it shall override any corresponding information provided by the HPLMN.

6.X.2.3
QoS

As shown in 6.X.2.1, the NAS endpoints between a Remote UE and the network are as currently specified such that the operation via a UE-to-Network relay should be transparent to the network NAS, with the exception of authorization/provisioning identified in 6.X.2.1.2.

This means that the 5GS flow-based QoS concept in particular should be reused between the Remote UE and the network, with necessary adaptation over the radio interface i.e. PC5 (for the Remote UE and UE-to-Network relay) and Uu (for the UE-to-Network relay). In other words QoS flows established between the network and the Remote UE will be mapped to PC5 radio bearers seen by the Remote UE and to normal Uu radio bearers seen by the network, whereby the UE-to-Network relay performs the necessary adaptation between the Uu radio bearers and the PC5 radio bearers.

6.X.2.4
Mobility

Mobility within an NG-RAN node will be handled by the NG-RAN, allowing the Remote UE to maintain service when changing from a direct network connection to an indirect network connection (i.e. via L2 UE-to-Network relay) and vice-versa without 5GC involvement.
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Figure 6.X.2.4-1. Intra-NG-RAN mobility (no 5GC involvement)

Inter-NG-RAN mobility is depicted below. Mobility is expected to be possible with no impact on NAS and most impact on lower layers i.e. RAN2.
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Figure 6.X.2.4-2: Inter-NG-RAN mobility

6.X.2.5
Security

Security is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network relay and the other between the UE-to-Network relay to the gNB. The UE-to-Network relay guarantees user data is transported security because the relayed user data is not deciphered or modify.
6.X.3
Procedures

Editor's Note: This clause describes procedures and information flows for the solution.
6.X.4
Impacts on existing entities and interfaces
Editor's Note: This clause lists impacts to existing entities and interfaces.

* * * End of changes * * * 

3GPP

SA WG2 TD


