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FIRST CHANGE
6.7.2.2
Input Data

The NWDAF supporting data analytics on UE mobility shall be able to collect UE mobility information from OAM, 5GC and AFs. The detailed information collected by the NWDAF could be MDT data from OAM, network data from 5GC and/or service data from AFs:
-
UE mobility information from OAM is UE location carried in MDT data;

-
Network data related to UE mobility from 5GC is UE location information as defined in the Table 6.7.2.2-1;

Table 6.7.2.2-1: UE Mobility information collected from 5GC 
	Information
	Source
	Description

	UE ID
	AMF
	SUPI

	UE locations (1..max)
	AMF
	UE positions

	   >UE location
	
	TA or cells that the UE enters

	   >Timestamp 
	
	A time stamp when the AMF detects the UE enters this location

	Type Allocation code (TAC)
	AMF
	To indicate the terminal model and vendor information of the UE. The UEs with the same TAC may have similar mobility behavior. The UE whose mobility behavior is unlike other UEs with the same TAC may be an abnormal one.

	Frequent mobility re-registration
	AMF
	A stationary UE may re-select between neighbour cells due to radio coverage fluctuations. This may lead to multiple re-registrations if the cells belong to different registration areas. The number of re-registrations may be an indication for abnormal behaviour.


-
Service data related to UE mobility provided by AFs is defined in the Table 6.7.2.2-2;
Table 6.7.2.2-2: Service Data from AF related to UE mobility
	Information
	Description

	UE ID
	Could be GPSI or external UE ID

	Application ID
	Identifying the application providing this information

	UE trajectory (1..max)
	Timestamped UE positions

	   >UE location
	Geographical area that the UE enters

	   >Timestamp 
	A time stamp when UE enters this area


Depending on the requested level of accuracy, data collection may be provided on samples (e.g. spatial subsets of UEs or UE group, temporal subsets of UE location information) using to training the AI Model to improve the accuracy of algorithm.
Second CHANGE
6.7.2.4
Procedures

The NWDAF can provide UE mobility related analytics, in the form of statistics or predictions or both, to another NF. If the NF is an AF, and when the AF is untrusted, the AF will request analytics via the NEF, and the NEF will then convey the request to NWDAF.
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Figure 6.7.2.4-1: UE mobility analytics provided to an NF

1.
The NF sends a request to the NWDAF for analytics on a specific UE or a group of UEs, using either the Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service. The NF can request statistics or predictions or both. The type of analytics is set to UE mobility information. The NF provides the UE id or Internal Group ID in the Target of Analytics Reporting.

2.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to events with all the serving AMFs for notification of location changes. This step may be skipped when e.g. the NWDAF already has the requested analytics available.

Editor's note:
Details for NWDAF collecting data from other NFs, AFs and OAM are FFS.

3.
The NWDAF derives requested analytics.

4.
The NWDAF provide requested UE mobility analytics to the NF, using either the Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1. The details for UE mobility analytics provided by NWDAF are defined in clause 6.7.2.3.
5-6. If at step 1, the NF has subscribed to receive notifications for UE mobility analytics, the NWDAF may generate new analytics and provide them to the NF.
Third CHANGE
6.7.3.2
Input Data

The NWDAF supporting data analytic on UE communication shall be able to collect communication information for the UE from 5GC. The detailed information collected by the NWDAF includes service data related to UE communication as defined in the Table 6.7.3.2-1.
Table 6.7.3.2-1: Service Data from 5GC related to UE communication
	Information
	Source
	Description

	UE ID
	AF
	Could be GPSI or external UE ID

	Internal Group ID
	
	To identify UE group if available

	Application ID
	AF
	Identifying the application providing this information

	Communication pattern parameters
	AF
	Same as communication pattern specified in TS 23.502 [3]

	UE communication (1..max)
	AF
	Communication description per application

	   >Communication start
	
	The time stamp that this communication starts

	   >Communication stop 
	
	The time stamp that this communication stops

	   >UL data rate 
	
	UL data rate of this communication expected by the application

	   >DL data rate 
	
	DL data rate of this communication expected by the application

	Type Allocation code (TAC)
	AMF
	To indicate the terminal model and vendor information of the UE. The UEs with the same TAC may have similar communication behavior. The UE whose communication behavior is unlike other UEs with the same TAC may be an abnormal one.


Depending on the requested level of accuracy, data collection may be provided on samples (e.g. spatial subsets of UEs or UE group, temporal subsets of UE communication information) using to training the AI Model to improve the accuracy of algorithm.
Fourth CHANGE
6.7.5.2
Input Data

The Exceptions information from AF is as specified in Table 6.7.5.2-1.

On request of the service consumer, the NWDAF shall collect and analyse UE behavioural information and/or expected UE behavioural parameters from the 5GC NFs (SMF, AMF, AF), or OAM.

The UE behavioural information collected from 5GC NFs is as specified in clauses 6.7.2.2 and 6.7.3.2.

The expected UE behavioural parameters provided to the NWDAF are defined in clause 4.15.6.3, TS 23.502 [3].
Table 6.7.5.2-1: Exceptions information from AF 

	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.7.5.3-2) of the data flow.

	  >Exception Level
	Measured level, compared to the threshold

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE:
The Exceptions information and the UE behavioural information as defined in clauses 6.7.2.2 and 6.7.3.2 could help NWDAF to train an Abnormal classifier, which could be used to classify the UE behaviour data into Normal behaviour or Exception.


END OF CHANGES
Depending on the requested level of accuracy, data collection may be provided on samples (e.g. spatial subsets of UEs or UE group, temporal subsets of UE location information).
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