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Abstract of the contribution: This paper proposes a solution to address the Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN that requires minimal efforts of the entity separate from the SNPN.
Discussion
The Key Issue #1 Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN potentially need to address a wide range of different type of entities separate from the SNPN including entities with no interest to deploy 3GPP type of NFs.
Proposal

Add the following solution to TR 23.700-07.
*** BEGIN CHANGES ***
6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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*** NEXT CHANGE ***
6.X
Solution #X: SNPN access using 3rd party credentials via AAA 

6.X.1
Introduction


This solution addresses key issue 1 "Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN ". 
The solution enables UEs to access an SNPN even if the UE does not have yet a native subscription, i.e. for which the UE does not have a subscription with a SUPI associated with the SNPN identity (PLMN ID and NID).
6.X.2
Functional Description


6.X.2.1
Definitions

The following definitions apply:

SNPN: An SNPN for which the UE does not have a subscription associated with the SNPN identity (PLMN ID and NID combination) and which supports access using credentials owned by an entity separate from the SNPN.

Credentials Provider (CP): An entity, separate from the SNPN that supports that its credentials are used to access an SNPN.

CP-ID: Identifies the CP that issued the credentials that a UE is using to access an SNPN.
6.x.2.2
Architecture
Figure 6.x.2.2-1 depicts the architecture for the solution, i.e. the SNPN includes a complete 5GS SNPN network and the CP provides AAA type of functionality and AF for using exposure capabilities from the SNPN.

Editor's note:
Additional entities is FFS e.g. entities required for onboarding as to be concluded from the key issue on onboarding.
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Figure 6.x.2.2-1: Access to SNPN services using credentials from Credential Provider (CP) for authentication in the SNPN

6.x.2.2
High level principles of the solution
The CP has provisioned the UE with credentials e.g. CP ID and security information (e.g. certificates), and optionally a list of SNPNs that the CP has an agreement/SLA with.

The UE selects the SNPN and the AMF within the SNPN initiates primary authentication for the UE. The AMF interacts with the AUSF which checks with UDM within the SNPN for the authentication method to be executed for the UE. If the UDM does not have yet a native subscription for the UE it can be configured with policies to allow the UE to run primary authentication with credentials owned by a certain CP. The UDM indicates to the AUSF to proceed with primary authentication involving the corresponding CP. Finally, the AUSF interacts with the AAA to execute the primary authentication procedure. The AAA executes primary authentication with the UE using the CP credentials. 

After successful authentication, the AUSF within the SNPN informs UDM about the result of the primary authentication. The UDM can use this information to authorize subsequent activity of the UE within the SNPN (e.g. AMF registration in UDM and execution of  the SNPNs "onboarding functionality" to be concluded from key issue X "UE Onboarding and Provisioning for the NPN" to retrieve a subscription for the SNPN, if needed). 

The CP security information is also used for subsequent security procedures towards the SNPN.

It is assumed that the key issue X "UE Onboarding and Provisioning for the NPN " provides the following:

-
Means for the UE to find and select a specific SNPN (manual or automatic selection as per the list provided by the CP);
-
Optionally allows usage of the CP credentials for enabling secure connectivity between the UE and the SNPN for provisioning; and
-
Provisioning of SNPN subscription to the UE.
6.X.3
Procedures

Editor's note:
This clause describes procedures and information flows for the solution.
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause lists impacts to existing entities and interfaces.
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