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Abstract of the contribution:
Add a new solution for key issue 1 to support the Service Switch mechanism which is widely used in the industry for FS_enh_EC. 
1. Introduction 
Normally the application provider deploys the Service Switch, e.g., HTTPDNS server, to decide the suitable application server for the UE based on the UE’s service access request and the application provider’s policy. The name of the Service Switch may vary in different companies. The Service Switch has the whole knowledge of the application server distribution in the third party’s own DC. So the Service Switch returns the IP address of the application server to the UE in the application layer within the response message. The following figure shows how it works today without the deployment of MEC.
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However, when the content is distributed at both edge servers and cloud servers, it’s hard for the Service Switch to decide whether to allocate IP address of the edge server to UE without any enhancements to the current procedure.
This contribution proposes a solution to support the Service Switch mechanism which is widely used in the industry for key issue 1.
2. Proposal
It is proposed to add the following solution for key issue 1 to support the Service Switch mechanism which is widely used in the industry to TR 23.748.
* * * * Start of Change * * * *
6.X
Solution #X: IP address discovery for the Service Switch mechanism
6.X.1
Description

Editor's Note: This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
6.X.1.1
Introduction
This solution can apply to key issue 1.

In certain deployment, the third party has their own Service Switch to allocate the IP address of application server to the UE, based on UE’s requested content in the application layer. The Service Switch has the whole knowledge of the application server distribution in the third party’s own DC. In this approach, the DNS deployed in the mobile network only resolves the IP address of the Service Switch based on the DNS request, and sends the IP address of the Service Switch within the DNS response. Fig.1 shows how this mechanism works.
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Fig.1 Current Service Switch mechanism
In Fig.1, the UE first gets the IP address of the Service Switch deployed by the third party in the DNS response message. And then, the UE sends the HTTP request to the Service Switch and gets the IP address of the application server in the HTTP response. In most cases, the messages between the UE and Service Switch or application server are based on HTTS protocol. 
However, this mechanism has some issues when application servers are deployed both in the edge network and in the central DC. Although the Service Switch knows the IP address of the edge servers deployed in the edge network, it doesn’t have the knowledge whether there is an edge network that can serve the UE when it receives the HTTP request from the UE. So in order for the Service Switch to allocate the IP address of the edge server to serve the UE, the Service Switch needs to get the knowledge whether and which edge server (or edge network) can serve this UE.
In order to assist the Service Switch to make the decision, some enhancement to the current functions and procedures are needed. 

6.X.1.2
Solution description
The solution is used to solve the scenario that the application servers are deployed both in the edge network and third party’s central DC for the Service Switch mechanism. The network architecture for this scenario is shown in Fig.2.
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Fig.2 Deployment architecture for Service Switch mechanism 
Fig.2 shows the MEC deployment architecture for Service Switch mechanism. Service Switch has the knowledge of both the cloud application servers and edge application servers including IP address, load status and content distribution. In order for the Service Switch to allocate the IP address of the edge server to the UE, it needs to have some assistance in the HTTP request in step 3 shown in fig.2. However, the message between the UE and Service Switch are HTTPS protocol in most cases, so the network can’t insert the information within step 3. 
In this contribution, it proposes to route the step 3 to the Edge network to further handle the message as shown in Fig.3.
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Fig.3 
In this solution, we propose to route the step 3 (HTTP request from the UE to the Service Switch) to the Edge network, and then the edge network replaces the source address of the HTTP request to the external address of the edge network. Then the Service Switch knows that there is an edge network serving the UE’s request. The Service Switch also needs to decide whether and which edge server deployed in this edge network has the content the UE is requesting.
In order to divert the step 3 to Edge network, the I-UPF needs to have the filter rules (i.e. the destination IP address of the packets sent from the UE is the IP address of the Service Switch) from the SMF. However, the IP address of the Service Switch is dynamically changed and maintained in the third party, so it’s hard to pre-configure the IP address of the Service Switch as the filter rules to the SMF beforehand. In order to solve this, this solution proposes the following changes in the procedures:
In step2, the I-UPF duplicates the DNS response message before forwarding the DNS response message to the UE. The I-UPF sends the duplicated DNS response message to the Edge network. Then the Edge network detects the message. If it matches certain condition, the edge network will extract the IP address from the DNS response message. The Edge network works as an AF to configure the IP address to the SMF via NEF as a new filter rule. The SMF will confiture the new filter rule in the I-UPF. 
NOTE:
The Detection of the packets needs to be supported as a ME service in the Edge network.
So in step 3, when the UE sends the HTTP request to the Service Switch, the message will be diverted to the edge network. Then the edge network will replace the source address of the message with the external address of Edge network, and then send it to the Service Switch. The Service Switch will make the decision on the allocation of the IP address of server to the UE based on the source address information. 
The procedures is briefly shown in Fig.4. The detailed procedure is in clause 6.x.2.
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Fig.4 Brief introduction of the solution
6.X.2
Procedures

Editor's Note: This clause describes high-level procedures and information flows for the solution.
[image: image6.png]Edge Network

56 Service
i3 1-UPF - WE PSAUPF DNS i
severs semice Control plane switch
1. DNS request
>
L 2a DNS response (influding IP address offtne Service Switch)
Packet
replication
122 DN respons: 2 s response | 2c. AF inffuence tafice routing
P
L 2c. {F influence trafice routing
3 HTTR fequest
> x
L 4 HTTP [esponse (including IP afidress of the edge sprver)
5. HTTP feauest response





Fig.5 Procedure for Service Switch mechanism
1. After the establishment of the PDU session, the UE sends the DNS request to the DNS server in order to get the IP address the Service Switch.

2a. The DNS server sends to the I-UPF the DNS response message including the IP address of the Service Switch.

   The I-UPF replicates the DNS response message. The original DNS response message is sent to the UE.

2b. The I-UPF sends the replicated DNS response message to the Edge network. The DPI function deployed as a ME service in the Edge network detects the packet. If it matches certain condition, the IP address is extracted from the DNS response message. 
2c. The Edge network sends the request to the SMF via NEF to configure the new filter rule as steps defined in clause 4.3.6.2 in TS 23.502.
3. The UE sends the HTTP request, the destination address of which is the Service Switch, to the I-UPF. The I-UPF diverts the HTTP request to the Edge network. The ME service in the Edge network will replace the source address of the message with the external address of the Edge network. And then it sends the message to the Service Switch.
4. The Service Switch decides which server can best serve the UE based on the source address and the requested content within the HTTP request message. The Service Switch sends the HTTP response message including the IP address of the edge server to the Edge network, and then the Edge network forwards the response message to the UE.
5. The UE accesses the edge server based on the IP address contained within the HTTP response message. 
6.X.3
Impacts on Existing Nodes and Functionality
Editor's Note: This clause captures impacts on existing 3GPP nodes and functional elements.

Impacts to I-UPF:

   The I-UPF needs to support the duplication of the DNS response message.
No impacts to UE, AN, and other NFs.
Mostly, the application layer protocol between the UE and server (including the Service Switch and application server) are HTTPS. This solution can also apply when the application layer is based on HTTPS protocol.
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