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Abstract: this discussion paper analyse how the 5GS supports NAT functionality.
1. Introduction
CT4 sends SA2 a LS S2-1909962 regarding the support of NAT functionality. It is expected SA2 to discuss how NAT is supported in the 5GS.
2. Discussion
In CT4’s LS and the attached CR, it proposes SMF instructs UPF to perform NAT, of which the N4 enhancement is like following:
· the CP function shall:
· provision a DL PDR with one or more additional UE IP address which are set to the NATed IP address(es) and optionally with a port number, to allow UP function to identify the right PFCP session for the packets, e.g. from SGi/N6, with the Destination IP address and port matching to the NATed address and port;
· provision a DL FAR to forward packets e.g. towards the UE, with an IP header Modification IE indicating that the UPF shall replace the Destination IP address and destination Port of the packets (i.e. NATed IP address and Port) received over e.g. SGi/N6, with the UE IP address for the PDU session/PDN connection and the source Port which is used when UE initiates UL traffic, and associate the FAR with a DL PDR with relevant Service Data Filter or application ID to match the packets pertaining to the service data flow;
· provision a UL FAR to forward packets e.g. towards SGi/N6, with an IP header Modification IE indicating that the UPF shall replace the Source IP address and Source Port of the packets (i.e. the UE IP address and the source port) received from the UE, with the designated NAT IP address and Port, and associate the FAR with a UL PDR with relevant Service Data Filter or application ID to match the packets pertaining to the service data flow;
However it is observed following issues with this solution:

· In practical network, NAT ALG is widely used. It performs NAT based on application layer info of the packet.
· This means SMF has to indicate to UPF, the “replaced IP address” with EVERY service data flow description.
· Following cases cannot be supported:
· PDR / PDI = Application ID, which may contain multiple service data flows description, but FAR can only provide one NATed IP address ;
· Other packet detection logic which cannot be identified by PDR/PDI;
NAT functionality usually is implemented in an external entity behind the Anchor UPF in the UL direction, and before A-UPF in the DL direction. So it is usually not supported by the UPF.

Therefore, it is only possible for the 5GS to support NAT with the assumption that entity with NAT functionality is collocating with UPF. It means UPF supports NAT functionality based on vendor implementation and configuration.
3. Conclusion and proposal(s)
It is proposed SA2 to agree on the discussion in the above section. For the concrete proposal:

Either we don't specify anything for support of NAT in 5GS, or

It is proposed “UPF supports NAT functionality based on vendor implementation and configuration, which is not defined in this specification.” Concrete texts are in the CR 1986/S2-1911743.[image: image1.png]
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