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Abstract: This paper proposes to provide a solution for Key IssueX “enhanced expected UE behavior”.
1. Introduction
As proposed in S2-1911734, the Key IssueX for Enhanced expected UE behaviour parameter for NPN.
Specifically, NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide the NPN network via encrypted connection with the expected communication behaviour of UE(s). Such expected communication behaviour can be the application server address or device address that UE(s) are allowed to communicate with, the time that UE(s) is allowed to communicate with.
In addition, NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide NPN network with the actions expected from the NPN network when detecting behaviour that falls outside the expected communication behaviour provided by 3rd party. The expected actions may be terminating the UE’s connection, or blocking the transferred data between the UE and the not allowed application.
2. Solution
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For example, within a vertical industry factory, the NPN network is owned by the vertical industry factory, including SMF, UPF and NEF etc. AF is for example an OT control centre of such factory; it controls the communication behaviour of its subordinate UE. The subordinate UE, such as the AGV for delivery or monitoring purpose, may carry the confidential data of factory, so the subordinate UE can only communicate with dedicated devices or application server allowed by the OT control centre, which is necessary to ensure the data security of vertical industry factory. Specifically, OT centre can provide the allowed UE/Application list and corresponding expected actions to NPN NFs (SMF, UPF) via NEF, and while detecting the UE is communicating with UE or application server out of the allowed list, NPN can block the transferred data connection and report the abnormal event report to third party for the security purpose.
3. Conclusion and proposal(s)
It propose to accept this solution to address Key IssueX.
* * * * First change * * * *

6.X
Solution #X: AF Provides NPN network with the Expected Communication behaviour of UE
6.X.1
Introduction
This solution propose to address Key IssueX: Enhanced expected UE behaviour parameter for NPN
6.X.2
Functional Description

For monitor and provision UE communication behaviour for security purpose, the third party AF could provide NPN network with expected communication behaviour of UE(s) addressed as follow:

· The 3rd party AF shall provide the allowed UE/Application server address list that UE(s) is allowed to communicate with. 
· Besides, the third party AF shall also provide the expected actions for NPN network when NPN detects UE behaving abnormal communication behaviour, e.g. terminating or blocking UE’s abnormal data connection while detecting UE is communicating with UE/Application server out of the allowed list.
6.X.3
Procedure
6.X.3.1
Expected UE Behaviour parameter Setting Procedure
The procedure is defined by using the procedure in clause 4.15.6.2 of TS 23.502, to set the Allowed UE/Application address list as part of Expected UE Behaviour parameters defined in clause 4.15.6.2.3 of TS 23.502, and should in addition SMF configures the UPF accordingly. The SMF could use the Expected UE Behaviour parameter to configure the UPF how to monitor and block the UE’s abnormal communication behaviour.
6.X.3.2
Network Monitor and Reporting Procedure.
This procedure describes how the NPN network monitor and block the UE’s abnormal communication behaviour according to the allowed UE/Application server address list and corresponding expected actions provided by 3rd party AF.
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0. For each packet flow sent by the UE, UPF shall check the destination IP or application server address.

1. If UPF detect UE is communicating with device or application server out of the allowed list, UPF shall trigger the event reporting towards SMF. 
2. UPF invokes the N4 Session Event_Report towards SMF, this request may contain UE SUPI, the description about the abnormal communication event.
3. SMF response the request with N4 Session Event_Response, this response may contain the indication to block or terminate the UE’s abnormal communication connection.

4. According to the indication in the step 3, UPF release the packet flow of UE’s abnormal communication connection.

5. SMF forward the abnormal event report received from UPF to the NEF.

6. NEF forward the abnormal event report received from SMF to the AF.

6.X.4
Impacts on existing entities and interfaces

UE: 

· None.

RAN: 

· None.
Network: 

· None

* * * * End of change * * * *
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