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Abstract of the contribution: Proposes a solution for UE assiated analytics for false base station detection
1
Discussion for the use case
Curently,  UE may identify if a Base Station it is currently camping is a False Base Station, by using standardized or Non-standardized way. 

· For the standardized way, it might be described in SA3;

· For the non-standardized way, UE vendor may have its own detection mechanism for false base station, that means UE may suspect a false base station using its own way. For a simple example, the identifier (id) of a eNB the UE is camping does not follow a regulation that the neighboring eNBs follow (e.g the values of the neighboring eNBs idare continuously distriution however the value of camping eNB id is obviously higher than neiboring eNBs’ ), but the signal of the camping cell is very good, then UE may send a TAU Request to this eNB but received an Rejection. In this circumstances, the UE may suspect it is a False Base Station.

However, UE can only suspect it is a false base station and the determination should belong to the Mobile Network Operator. Therefore, it is proposed a method to make UE send the information of suspected false base station to NWDAF and let the NWDAF for analytics and determination.   
The necessity that UE should report the information via 3GPP access (e.g. NAS) to NWDAF is that UE may camp on different PLMNs’ cells of base stations, especially in roaming case and network sharing case. It is impossible for a AF (e.g. a UE vendor’s AF) to connect to many PLMNs’ network function (NWDAF) to provide this kind of information. Therefore, an easiest way will be UE uses 3GPP access (e.g. NAS) to report this informatino, then the NWDAF in a PLMN can collect the data from differnt kinds of UEs and PLMN subscribers for the data nanlytics. The NWDAF may determine if a false base station exists based on the collected data. For example, if more than 100 UEs have sent the information indicating the same suspected base station and its location to NWDAF in a PLMN, then the NWDAF may determine it is a false base station and react accordingly.

Note that this solution address how the UE report the false base station informatino to network (NWDAF) using 3GPP access and does not restrict how the UE identify a Base Station by using eitehr standard or non-standard method. Also it does not restrict how the PLMN operator react when a False base station is determined.
* * * * Start of Change (everything hereforth is new text)* * * *
6.X
Solution #X: UE assisted analytics for false base station detection
6.X.1
Description
Editor's Note: Describe the solutions. Sub-clause(s) may be added to capture details, procedural flow etc. 

The solution applies to Key Issue #X “UE driven analytics”. In particular, to address:
· how the NWDAF uses the data provided by the UE to do analytics for determining false base station;

· Which information the NWDAF send to UE regarding the analytics result of false base station;

· How to deliver the information to NWDAF.
UE may have its own method to identify a false base station. When UE suspects a base station is a false base station, UE may send the suspected false base station information to the NWDAF for network analytics and determination. The suspected false base station information can include the following parameters:

· The identifier of the base station;
· The location of the base station (e.g. in term of TAI);
· The broadcasting information from the base station.
NOTE-1: the sending of false base station information does not affect UE’s cell selection/reselection as existing mechanism does.

The NWDAF collects the suspected fase base station information from different UEs and if needed, may also interacts with the other NF (if needed) for analytics. For example, if more than 100 UEs have sent the information indicating the suspected base station and its location to NWDAF in a certain PLMN, then the NWDAF may determine it is a false base station and react accordingly.

NOTE-2: How the PLMN operator reacts to the analytics result of false basse station (e.g. assigning people to investicate in the certain area) is out of scope.
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Figure-6.x.1 UE providing false base station information to NWDAF
When UE finds a suspected false base station, it sents the the suspected false base station information to NWDAF when UE has a NAS connection.

As figure-6.x.1 shows, for transmitting the suspected false base station information, UE put the information in a container and send to to AMF via NAS message. Then AMF forwards the information to NWDAF.
UE sends this information to NWDAF only when it registed to the PLMN whose PLMN id is also broadcasted by the suspected false base station.  
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

UE:
· send the suspected false base station information to NWDAF using a container in NAS message.

6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

This solution does not mandate how UE detects false base station, but providing a possibe way to assist network to identify false base station. 
* * * * End of Change * * * *
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