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5.1
Authorization and Provisioning for V2X communications

5.1.1
General

In 5GS, the parameters for V2X communications over PC5 and Uu reference points may be made available to the UE in following ways:

-
pre-configured in the ME; or

-
configured in the UICC; or

-
preconfigured in the ME and configured in the UICC; or

-
provided/updated by the V2X Application Server via PCF and/or V1 reference point; or

-
provided/updated by the PCF to the UE.

The basic principles of service authorization and provisioning for V2X communication over PC5 reference point and provisioning for V2X communication over Uu reference point are:

-
The UE may be authorized to use V2X communication over PC5 reference point on a per PLMN basis by the PCF in the HPLMN.

-
The PCF in the HPLMN merges authorization information from home and other PLMNs and provides the UE with the final authorization information.

-
The PCF in the VPLMN or HPLMN may revoke the authorization (via H-PCF when roaming) at any time by using the UE Configuration Update procedure for transparent UE Policy delivery procedure defined in clause 4.2.4.3 of TS 23.502 [7].

-
The provisioning to UE for V2X communication over PC5 and Uu reference points is controlled by the PCF and may be triggered by UE. The PCF includes the V2X Policy/parameters for V2X communications over PC5 reference point as specified in clause 5.1.2.1 and/or the V2X Policy/parameters for V2X communications over Uu reference point as specified in clause 5.1.3.1 into a Policy Section identified by a Policy Section Identifier (PSI) as specified in clause 6.1.2.2.2 of TS 23.503 [16].
****NEXT CHANGE****
5.1.3
Authorization and provisioning for V2X communications over Uu or PC5 reference point

5.1.3.0
Policy/Parameter provisioning for Uu and PC5
The following information may be provisioned to the UE for V2X communications over Uu or PC5 reference point:
1)
Mapping of the V2X services (e.g. PSID or ITS-AIDs of the V2X application) to:

-
IP type or Unstructured type;
NOTE 1:
In the case PC5 is being provisioned Unstructured type is non-IP.
-
Transport layer protocol (i.e. UDP or TCP, only applicable for IP PDU Session type);
NOTE 2:
Above listed information elements are optional and used by UE as UE Local Configuration specified in TS 23.503 [16].

The following information may be provisioned to the UE and is applicable for V2X communications over both LTE-Uu and Uu reference points and LTE PC5 and NG PC5:
1)
Mapping of the V2X services (e.g. PSID or ITS-AIDs of the V2X application) to V2X Application Server address information (consisting of IP address/FQDN and transport layer port#) for unicast.

2)
List of FQDNs or IP addresses of the V2X Application Servers, associated with served geographical area information and list of PLMNs that the configuration applies to.
5.1.3.1
Policy/Parameter provisioning for Uu
The following information may be provisioned to the UE for V2X communications over Uu reference point:
1)
Mapping of the V2X services (e.g. PSID or ITS-AIDs of the V2X application) to:



-
SSC Mode;

-
S-NSSAI(s);

-
DNN(s).
NOTE:
Above listed information elements are optional and used by UE as UE Local Configuration specified in TS 23.503 [16].




****NEXT CHANGE****

5.2.3
V2X communication over PC5 or Uu reference point

5.2.3.1
General

V2X communication over PC5 reference point may use different protocols and formats than V2X communication over Uu reference point.
For an application (identified by PSID or ITS-AID) that can use either PC5 reference points or Uu reference point for the transmission of the same V2X messages, the following additional consideration apply for transport of V2X messages over PC5 or Uu reference point:

-
for transport of non-IP based V2X messages from the application:

-
IP encapsulation (i.e. IP PDU Session type) or Unstructured PDU Session type is used.

-
The UE determines which method between IP encapsulation and Unstructured PDU Session type is used for non-IP based V2X messages based on the UE configuration as described in clause 5.1.3. If no such configuration is available, UE can use the method based on the UE implementation.
-
when IP PDU Session type is used for transport of IP based or non-IP based V2X messages, V2X messages are transported;

-
regarding UDP or TCP,

-
for non-IP based V2X messages from the application, UE may learn from V2X Application Server or UE may be configured explicitly about a transport layer protocol needs to be used or no restriction imposed by configuration.

-
for IP based V2X messages from the application, UE uses the transport layer protocol set by the upper layer.
-
the UE sends a V2X message to a V2X Application Server address. The destined V2X Application Server address is derived from the PSID or the ITS-AID and the UE configuration as described in clause 5.1.3, and the V2X Application Server receives the V2X message in a UDP/IP packet or a TCP/IP packet on a V2X Application Server address.

-
when Unstructured PDU Session type is used for transport of non-IP based V2X messages:

-
V2X messages are transported to the V2X Application Server as defined in clause 5.6.10.3 of TS 23.501 [6].

Latency reduction for V2X message transfer via unicast may be achieved by using various mechanisms, including via e.g., edge computing defined in TS 23.501 [6], in clause 5.6.7 "Application Function influence on traffic routing" and clause 5.13 "Support for Edge Computing", where the V2X Application Server acts as an Application Function.

5.3
V2X Application Server discovery

5.3.1
General

A UE needs to discover the V2X Application Server(s), when V2X communication over Uu operation mode is used. The V2X Application Server address information may be configured on the UE or provisioned over N1 reference point, as specified in clause 5.1.3.

When the configuration contains the FQDN(s), the UE shall perform DNS to resolve the address(es) of the V2X Application Server. The UE may use the configured V2X Application Server information only in the designated geographical area. When the UE changes serving PLMN or crosses configured geographic areas, it should perform address resolution again.

5.3.2
Multiple V2X Application Server and Localized V2X Application Server discovery and routing

Multiple V2X Application Servers may be involved in the V2X communication, each providing particular V2X services and/or serving a particular geographical region. Therefore, the V2X Application Server address information as specified in clause 5.1.3 can contain multiple servers' information. When multiple V2X Application Servers are configured, the application layer will choose the proper V2X Application Server to use.

When localized V2X Application Servers are deployed, Anycast may be used to conceal the server change from the UE. In this case, a FQDN is configured for a large region, e.g. the entire PLMN, and the UE only needs to resolve it once to an Anycast address. The UPF is responsible for routing the traffic to the appropriate local V2X Application Servers based on Anycast address.
****NEXT CHANGE****

6.3.3.1
Layer-2 link establishment over PC5 reference point
To perform unicast mode of V2X communication over PC5 reference point, the UE is configured with the related information as described in clause 5.1.2.1.
Figure 6.3.3.1-1 shows the layer-2 link establishment procedure for unicast mode of V2X communication over PC5 reference point.
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Figure 6.3.3.1-1: Layer-2 link establishment procedure

1.
The UE(s) determine the destination Layer-2 ID for signalling reception for PC5 unicast link establishment as specified in clause 5.6.1.4. The destination Layer-2 ID is configured with the UE(s) as specified in clause 5.1.2.1.

2.
The V2X application layer in UE-1 provides application information for PC5 unicast communication. The application information includes the service type(s) (e.g. PSID or ITS-AID) of the V2X application and the initiating UE's Application Layer ID. The target UE's Application Layer ID may be included in the application information.


The V2X application layer in UE-1 may provide V2X Application Requirements for this unicast communication. UE-1 determines the PC5 QoS parameters and PFI as specified in clause 5.4.1.4.

If UE-1 decides to reuse the existing PC5 unicast link as specified in clause 5.2.1.4, the UE triggers Layer-2 link modification procedure as specified in clause 6.3.3.4.
3.
UE-1 sends a Direct Communication Request message to initiate the unicast layer-2 link establishment procedure. The Direct Communication Request message includes:

-
Source User Info: the initiating UE's Application Layer ID (i.e. UE-1's Application Layer ID).
-
If the V2X application layer provided the target UE's Application Layer ID in step 2, the following information is included:

-
Target User Info: the target UE's Application Layer ID (i.e. UE-2's Application Layer ID).
-
V2X Service Info: the information about V2X Service(s) requesting Layer-2 link establishment (e.g. PSID(s) or ITS-AID(s)).
-
Indication whether IP or non-IP communication is used.

-
IP Address Configuration: For IP communication, IP address configuration is required for this link and indicates one of the following values:

-
"IPv6 Router" if IPv6 address allocation mechanism is supported by the initiating UE, i.e., acting as an IPv6 Router; or

-
"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the initiating UE.

-
Link Local IPv6 Address: a link-local IPv6 address formed locally based on RFC 4862 [21] if UE-1 does not support the IPv6 IP address allocation mechanism, i.e. the IP Address Configuration indicates "IPv6 address allocation not supported".
-
QoS Info: the information about PC5 QoS Flow(s). For each PC5 QoS Flow, the PFI and the corresponding PC5 QoS parameters (i.e. PQI and conditionally other parameters such as MFBR/GFBR, etc).

The source Layer-2 ID and destination Layer-2 ID used to send the Direct Communication Request message are determined as specified in clauses 5.6.1.1 and 5.6.1.4.


UE-1 sends the Direct Communication Request message via PC5 broadcast using the source Layer-2 ID and the destination Layer-2 ID.

4.
A Direct Communication Accept message is sent to UE-1 as below:
4a.
(UE oriented Layer-2 link establishment) If the Target User Info is included in the Direct Communication Request message, the target UE, i.e. UE-2 responds with a Direct Communication Accept message.

4b.
(V2X Service oriented Layer-2 link establishment) If the Target User Info is not included in the Direct Communication Request message, the UEs that are interested in using the announced V2X Service(s), so decide to establish Layer-2 link with UE-1 respond to the request by sending a Direct Communication Accept message (UE-2 and UE-4 in Figure 6.3.3.1-1).

The Direct Communication Accept message includes:

-
Source User Info: Application Layer ID of the UE sending the Direct Communication Accept message.

-
QoS Info: the information about PC5 QoS Flow(s). For each PC5 QoS Flow, the PFI and the corresponding PC5 QoS parameters requested by UE-1 (i.e. PQI and conditionally other parameters such as MFBR/GFBR, etc).

-
IP Address Configuration: For IP communication, IP address configuration is required for this link and indicates one of the following values:

-
"IPv6 Router" if IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 Router; or

-
"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE.

-
Link Local IPv6 Address: a link-local IPv6 address formed locally based on RFC 4862 [21] if the target UE does not support the IPv6 IP address allocation mechanism, i.e. the IP Address Configuration indicates "IPv6 address allocation not supported", and UE-1 included a link-local IPv6 address in the Direct Communication Request message. The target UE shall include a non-conflicting link-local IPv6 address.

If both UEs (i.e. the initiating UE and the target UE) selected to use link-local IPv6 address, they shall disable the duplicate address detection defined in RFC 4862 [21].

NOTE 1:
When either the initiating UE or the target UE indicates the support of IPv6 router, corresponding address configuration procedure would be carried out after the establishment of the layer 2 link, and the link-local IPv6 addresses are ignored.


The source Layer-2 ID used to send the Direct Communication Accept message is determined as specified in clauses 5.6.1.1 and 5.6.1.4. The destination Layer-2 ID is set to the source Layer-2 ID of the received Direct Communication Request message.


Upon receiving the Direct Communication Accept message from peer UE, UE-1 obtains the peer UE's Layer-2 ID for future communication, for signalling and data traffic for this unicast link.


The V2X layer of the UE that established PC5 unicast link passes the PC5 Link Identifier assigned for the unicast link and PC5 unicast link related information down to the AS layer. The PC5 unicast link related information includes Layer-2 ID information (i.e. source Layer-2 ID and destination Layer-2 ID). This enables the AS layer to maintain the PC5 Link Identifier together with the PC5 unicast link related information.
Editor's note:
Steps for mutual authentication and security association establishment will be determined based on feedback from SA WG3.
5.
V2X service data is transmitted over the established unicast link as below:

The PC5 Link Identifier and PFI are provided to the AS layer, together with the V2X service data.


UE-1 sends the V2X service data using the source Layer-2 ID (i.e. UE-1's Layer-2 ID for this unicast link) and the destination Layer-2 ID (i.e. the peer UE's Layer-2 ID for this unicast link).
NOTE 2:
PC5 unicast link is bi-directional, therefore the peer UE of UE-1 can send the V2X service data to UE-1 over the unicast link with UE-1.
Editor's note:
The parameters included in the Direct Communication Request/Accept messages can be updated depending on RAN WGs' decision on how the Direct Communication Request/Accept messages are sent by the AS layer (e.g. by using PC5-RRC signalling).

Editor's note:
Additional parameters included in the Direct Communication Request/Accept messages (e.g. security related) are FFS.

Editor's note:
Whether the unicast communication requires security protection at link layer will be determined based on feedback from SA WG3.
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