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Abstract of the contribution: a solution for Key Issue #1: Discovery of Edge Application Server.
1. Discussion
In order to avoid DNS hijacking/or DNS cache pollution DNS cache poisoning, DDoS attack, for security sensitive services (e.g. financial services), more and more DNS inquiry request/response have signature authentication and only the authoritative DNS server is used. A complete signature authentication should include two parts: signature recognition and signature verification. 
· If the inquiry request for server address is signed, then any change to request by any entity is not allowed, otherwise, the DNS server will determine the request from a fake DNS client.

· If the inquiry response is signed, then 
· If the server address in the inquiry response is changed by any entity on the forwarding route for the inquiry response, the DNS client will treat the responded server address as an untrusted address.
· If the inquiry response is replied by some proxy DNS server directly rather than the destination DNS server, the signature verification won't success.

If the DNS server is out of the MNO, e.g. the authoritative DNS server provided by ISP, it doesn’t know the exact UE location, but only the IP address. IP address can work as a clue for UE location range, but it hints a big location range, e.g. a city. City level edge server doesn't attract OTT since they have already deployed their edge services at city granularity. 
Since DNS request is sent via MNO network, some solutions requires 1) MNO network to provide more precise UE location other than IP address, 2) MNO network to replace the server address responded by the outside DNS server with the local edge server address, or 3) MNO DNS work as proxy DNS and in recursive inquiry. However, those methods are treated as untrusted and cannot work when signature authentication is applied.
Hence, the local area based DNS is proposed, which is authoritative DNS server deployed by MNO. For applications using Edge Computing, the application client applies the MNO DNS server as the target DNS server. 
2.  Text Proposal
It is proposed to add the following solution into TR 23.748.
*******************************************Start the changes**************************************

6.X
Solution #X: Local DNS based edge server address discovery 
6.X.1
Introduction
This solution addresses the Key Issue #1: Discovery of Edge Application Server
This solution is based on assumption:
· Application Clients in the UE to use Edge Computing without any specific edge computing logic in the Application Client.
· 



6.X.2
Functional Description
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Figure 6.X.2-1 Example for architecture

Note: UPF-1 and UPF-3 in the Figure 6.X.1-1 can be ULCL/BP or PSA. The local DNS can be deployed in EC environment or out of EC environment.
As shown in Figure 6.X.2-1, the serving area of the Edge Computing Service includes a list of local serving area (e.g. local Serving Area_1 and Local Serving Area_2). The Edge Computing Service is provided by different Edge Server in different local serving area. DNS is deployed locally and authoritatively to provide the Address Inquiry Service for Edge Server in the local serving area. The local DNS is provisioned to the UE during PDU Session related procedure via ePCO.
Editor's note:   If the DNS address is provisioned by DHCP server, how to support local DNS provisioning to the UE is FFS.
Editor's note:   How the SMF knows the local DNS address for the local serving area of EC services is FFS.
Editor's note:   It is FFS how to support the scenario that the EC service is deployed without connectivity. 


6.X.3
Procedures
6.x.3.1
Procedure for Edge Server discovery when service start-up
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Figure 6.x.3.1-1 Procedure for Edge Server discover when service start-up 
During existing registration procedure or UCU procedure, a dedicated DNN is configured for the applications which can use Edge Computing service via UE policy
Step1. When there is pending service requirement for applications which can use Edge Computing and the UE is located at a local serving area of EC service, UE initiates a PDU session setup procedure. 
In this step, based on the UE location, the SMF performs as follow:

· Setup the PDU session which is able to access the Edge Server, which may apply ULCL, Multi-homing or not.
· Configures a local DNS address for the UE. The local DNS address is provided to the UE via the ePCO in the PDU Session Establishment Accept.

Step3. If there is no store IP address for the requested FQDN, the Application Client invokes the UE kernel to trigger a DNS request with the FQDN to the DNS address acquired from the network in step2. 

Step4. The Local DNS sends the DNS responses including the Edge Server’s address corresponding to the requested FQDN. The UE stores the DNS query record, e.g. including FQDN and corresponding IP address.


6.x.3.2
Procedure for provisioning local DNS Server Address in case of ULCL/BP
Figure 6.X.3.1-1 illustrates the procedure for configuring the DNS server address for EDN to the UE, in case of ULCL /BP is used for the PDU session.
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Figure 6.X.3.1-1: Procedure for Local DNS address provisioning to UE in case of ULCL or BP
1. During UE mobility, the UE performs Service Request or Registration procedure if CM-IDLE. If UE is CM-Connected and mobility occurs, Handover procedure is performed.

2. The SMF invokes Nsmf_PDUSession_UpdateSMContext as specified in TS 23.502 [3]. 

3. Based on the UE location information received from the step 2, the SMF performs Addition of additional PDU Session Anchor and Branching Point or ULCL procedure, or performs Change of additional PDU Session Anchor for IPv6 multi-homing or ULCL, or Simultaneous change of ULCL or Branching Point and additional PSA. Above procedures follows as specified in secion 4.3.5 in TS 23.502 [3]

In this step, SMF determines to update the local DNS server address based on the UE location for Edge Computing service. 
4. The local DNS address is provided to the UE via the ePCO in the PDU Session Modification Command. The UE updates the DNS server address accordingly.
Note:    The local DNS work as the authoritative DNS for the applications using EC service. The local DNS has connection with the authoritative DNS for applications non-using EC service.
6.X.2.3
Procedure for provisioning local DNS Server Address in case of SSC mode 2/3
Figure 6.X.2.2-1 illustrates the procedure for configuring the DNS server address for EDN to the UE, in case of SSC mode 2/3.
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Figure 6.X.3.2-1: Procedure for DNS address provisioning in case of SSC mode 2/3
1. During UE mobility, the UE performs Service Request or Registration procedure if CM-IDLE. If UE is CM-Connected and mobility occurs, Handover procedure is performed.

2. The AMF invokes Nsmf_PDUSession_UpdateSMContext as specified in TS 23.502 [3]. 

3. Based on the UE location information received from the step 2, the SMF determines Change of SSC mode 2 PDU Session Anchor or Change of SSC mode 3 PDU Session Anchor procedure as specified in secion 4.3.5 in TS 23.502 [3].
In this step, SMF determines to update the local DNS server address based on the UE location. 

4. In case of SSC mode 2, SMF performs step 2 to step 3 as specified in section 4.3.5.1 of TS 23.502 [3]. The local DNS address is provided to the UE via the ePCO in the PDU Session Establishment Accept. The UE updates the DNS server address accordingly.
5. In case of SSC mode 3, SMF performs step 2 as specified in section 4.3.5.2 and section 4.3.5.3 of TS 23.502 [3]. The local DNS address is provided to the UE via the ePCO in the PDU Session Establishment Accept. The UE updates the DNS server address accordingly.








6.X.4
Impacts on existing entities and interfaces


· 
SMF

· Configure the local DNS address for the UE based on UE location.
6.X.5
Evaluation

Editor's note:
This clause describes impacts to existing entities and interfaces.

*****************************************End of changes***************************************
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