SA WG2 Temporary Document

Page 4

SA WG2 Meeting #136AH
S2-2000412
Incheon, South Korea, January 13 - 17, 2020
(revision of S2-200xxxx)
Source:
Huawei, HiSilicon
Title:
Correction of PC5 Link Identifier usage
Document for:
Approval

Agenda Item:
7.1
Work Item / Release:
eV2XARC/Rel-16
Abstract: This discussion paper describes the issues related to the usage of the PC5 Link Identifier and proposes a set of ways forward.
1. Introduction
The PC5 Link Identifier has been introduced in TS 23.287 to uniquely identify PC5 unicast links at V2X layer stage 3 support. There are now proposals to exchange it between V2X layer and AS layer to, e.g., solve situations related to Radio Link Failure (see R2-1915514[1] approved in Nov. 2019). As shown in the remainder of this paper, the PC5 Link Identifier is not needed as alternative.
2. Discussion
2.1 LS exchange between SA2 and RAN2
In the LS RAN2 (S2-1811618 [3]) sent to SA2, in order to support unicast, groupcast and broadcast, the following agreements on what can be provided to the AS by upper layers were indicated:
· RAN2 assumes that the upper layers will provide the information on whether a certain V2X packet should be transmitted by unicast, groupcast or broadcast;

· Destination ID for a specific group in groupcast and destination ID for the target UE in unicast need to be visible in Layer 2. Source UE ID also needs to be visible in Layer 2. RAN2 assumes that these IDs will be provided by the upper layers;

In this LS, RAN2 did not ask for any information about PC5 Link Identifier.
In the reply LS from SA2 to RAN2 (S2-1812895[4]), SA2 answered as follows:
SA2 answer: SA2 would like to confirm the following to RAN2:
- Yes. Information on whether a V2X packet should be transmitted by unicast, groupcast, or broadcast will be indicated by upper layer to AS layer;
- Destination ID for a specific group for groupcast will be provided by upper layer to AS layer;
- Destination ID for the target UE for unicast will be provided by upper layer to AS layer;
- the source UE ID will be provided by upper layer to AS layer. 
In the response LS, for the unicast, the V2X layer is not providing the PC5 Link Identifier to the AS layer.
Observation 1: RAN2 did not ask for the PC5 Link Identifier to be provided to the AS layer and SA2 did not agree to have the V2X layer provide the PC5 Link Identifier to AS layer.
2.2 Destination L2 ID clash 
Proponents of the PC5 Link Identifier argued that the Source L2 ID and Destination L2 ID pair cannot be used because it is not guaranteed that different UEs self-allocate different Source L2 ID, as shown below:
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Figure 2.2-1: Potential clash of self-allocated Source L2 IDs

According to the probability theory, we can use the Birthday Paradox [2] to estimate the likelihood that any two UEs self-allocate the same Source L2 ID. Assuming a total of d values (Source L2 ID values) and a population of n UEs, the probability that any two of the n UEs have the same identifier can be approximated as 
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Since the Source L2 ID is 24-bit long, in this case we have d = 224 ≈ 16.8M. By applying the formula above we can see that, e.g., if a given UE was concurrently communicating via unicast links with 20 neighbour UEs we will then have n = 20 and p(20, 224) = 0,00192% that any two UEs would self-allocate the same Source L2 ID. Similarly, if the same UE was concurrently communicating with 50 neighbour UEs, then p(50, 224) = 0,00745% that any two UEs would self-allocate the same Source L2 ID.

It is reasonable to assume that most of the communication via PC5 will be via broadcast/groupcast and that unicast would only be a minor part of it. It is unreasonable to assume more than 50 concurrent unicast link per UE. 

Observation 2: It is highly unlikely that two UEs self-allocate the same Source L2 ID.

Finally, the overlapping issue for destination Layer-2 ID is not new and has been resolved by CT1 in the ProSe discussion. The following text is quoted from TS 23.334 [5].
10.4.2.5
Direct link setup procedure not accepted by the target UE
If the direct link setup request cannot be accepted, the target UE shall send a DIRECT_COMMUNICATION_REJECT message. The DIRECT_COMMUNICATION_REJECT message contains a PC5 Signalling Protocol cause value set to one of the following cause values: 

#1
Direct communication to target UE not allowed;
#2
Authentication failure;
#3
Conflict of Layer 2 ID for unicast communication is detected;
#4
Lack of resources for proposed link;
#5
IP version mismatch; or.
#6
Link setup failure due to other errors.
When the UE detects the conflict of the destination Layer 2 ID, the UE is able to refuse the setup of the unicast link and indicate the cause value. Then, target UE changes the Layer 2 ID, which avoid the overlapping of the L2 address. It is easy to enhance similar mechanism cover the case of link identifier changes. 

Observation 3: Stage 3 can resolve the issue of Layer 2 ID overlapping and guarantee uniqueness of destination Layer 2 ID.
2.3 PC5 Link Identifier usage in user plane 
The user plane handling for data is as follows,
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Figure 2.3-1: User plane handling between V2X and SDAP layer with PC5 Link Identifier
For unicast, the V2X layer has to differentiate the traffic out of broadcast or multicast traffic, so that the V2X layer can provide the PC5 Link identifier. Similarly, the SDAP layer also has to differentiate the unicast traffic from broadcast or multicast traffic. The SDAP layer then uses the PC5 Link identifier to select the DRB.
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Figure 2.3-2: User plane handling between V2X and SDAP layer WITHOUT PC5 Link Identifier
However, as shown the Figure 2.3-2, for any cast type, the V2X layer always provide the Source L2 ID, Destination L2 and cast type along with the V2X data packet. Based on above parameters, the SDAP layer is able to select the DRB for data transmission.
Observation 4: For any cast type, the V2X layer can always provide Source L2 ID, Destination L2 and cast type along with the V2X data packet. Consequently using the PC5 Link identifier is redundant and adds complexity in the UE implementation.
2.4 PC5 Link Identifier usage in control plane 
Some companies argue that PC5 Link identifier can be used in the control plane. The PC5 Link identifier is used to identifier the unicast link when the source or destination layer ID changes, as shown in Figure 2.4-1.  
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Figure 2.4-1: Control plane handling with PC5 Link Identifier 
However, this is another unnecessary optimization since the SDAP layer can also rely on the Source L2 ID and Destination L2 ID to identifier the PC5 unicast link.
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Figure 2.4-2: Control plane handling WITHOUT PC5 Link Identifier
Observation 4: It is sufficient to use Source L2 ID and Destination L2 ID to identifier the PC5 unicast link during the change of L2 IDs.
Note that, groupcast also requires periodic change of Destination L2 ID and Source L2 ID to protect the privacy. The related key issue is quoted from TR 33.836 as follows:

5.3
Key Issue #3: Privacy protection for groupcast messages over PC5

 …
5.3.3
Potential security requirements

The 5G System shall provide means for mitigating linkability attacks on L2 identities during eV2X groupcast communications.
The 5G System shall provide means for mitigating trackability attacks on L2 identities during eV2X groupcast communications.
This means the V2X layer has to support the change of the Destination L2 ID and Source L2 ID without the PC5 Link Identifier. In groupcast, there is no identifier similar to PC5 Link Identifier. The V2X layer can only provide old Destination L2 ID and Source L2 ID along with new Destination L2 ID and Source L2 ID to handle the change of L2 IDs.   .
Observation 5: In any case, a UE has to support using Source L2 ID and Destination L2 ID to handle the changing of L2 IDs, i.e. for groupcast. The PC5 Link Identifier is redundant on the change of destination L2 ID and source L2 ID. 
2.5 PC5 Link Identifier usage in radio link failure 
In the RAN2#108 meeting, it is agreed in R2-1915514 to use PC5 Link identifier to indicate the Radio Link Failure(RLF) from the UE.
Agreements on SL RLF reporting: 

1: 
Upon PC5 RLF declaration, UE's AS layer should send a PC5 RLF indication including PC5 Link Identifier to upper layer (i.e., V2X layer) to indicate the PC5 unicast link whose RLF declaration was made and PC5-RRC connection was released.

This impacts the V2X layer, which means SA2 should evaluate the solution. As discussed in clause 2.2, destination L2 ID and source L2 ID is able to uniquely identifier a PC5 Link identifier. 

Observation 8: Source L2 ID and Destination L2 ID can uniquely identify the PC5 Link. Using PC5 Link Identifier for RLF adds complexity to UE implementation.
3. Conclusion and proposal(s)
While the usage of PC5 Link Identifier is a viable option to solve the issue of uniquely identifying the Unicast PC5 Links at V2X and AS layers, it is not the only one. Therefore, it should not be described in our specifications.
Proposal 1: completely remove the description of PC5 Link Identifier from TS 23.287 (both in V2X layer and AS layer) and leave up to implementation the identification of the unicast links.
Other alternatives are:
Proposal 2: indicate the usage of PC5 Link Identifier and the method described in Clause 2.3 as examples of solutions to guarantee the uniqueness of unicast links.

or:

Proposal 3: leave the description of PC5 Link Identifier in TS 23.287 for the V2X layer but do not describing its forwarding to the AS layer.
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