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	Reason for change:
	For groupcast mode V2X communication that requires privacy support, it is not clear how destination Layer-2 ID is to be changed over time. This topic has already raised discussion in SA3, as captured from TR 33.836:
5.4.3	 Potential security requirements
5G system shall ensure that the group IDs conversion to L2 IDs are protected from linkability and traceability attacks for eV2X groupcast communications.
In order to protect L2 IDs from traceability attacks as mentioned above, the destination L2 ID shall be changed over time, as a destination Layer-2 ID used by a group of UEs (e.g. vehicles), might also expose the group and group members to be tracked or identified by any other UEs. 
Meanwhile, if only one ID of Source Layer 2 ID and Destination Layer ID pair is changed, the other, unchanged ID might also expose the group or the member to be tracked, and the attacker might easily find the newly changed ID. Hence the source Layer-2 ID and destination Layer-2 ID shall be changed all at once.

	 
	

	Summary of change:
	[bookmark: _GoBack]Add a clause clarify the details of the Layer-2 IDs update for groupcast mode V2X communication.
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	Groupcast mode V2X communication cannot meet the SA3 requirements and provide privacy support. 
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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc19199119]5.6.1.3	Identifiers for groupcast mode V2X communication over PC5 reference point
For groupcast mode of V2X communication over PC5 reference point, the V2X application layer may provide group identifier information. When the group identifier information is provided by the V2X application layer, the UE converts the provided group identifier into a destination Layer-2 ID. When the group identifier information is not provided by the V2X application layer, the UE determines the destination Layer-2 ID based on configuration of the mapping between service type (e.g. PSID/ITS-AID) and Layer-2 ID, as specified in clause 5.1.2.1.
NOTE 1:	The mechanism for converting the V2X application layer provided group identifier to the destination Layer-2 ID is defined in Stage 3.
The UE self-selects a source Layer-2 ID.
For groupcast mode V2X communication that requires privacy support in the current Geographical Area, in order to ensure that any UE of the groupcast cannot be tracked or identified by any other UEs beyond a certain short time-period required by the application, the source Layer-2 ID and destination Layer-2 ID shall be changed all at once over time. 
NOTE 2:	The mechanism for updating source Layer-2 ID and destination Layer-2 ID for groupcast mode V2X communication is defined in Stage 3.
Editor's note:	Further updates of the identifiers description may be required based on RAN WG feedback.
* * * * End of changes * * * *

