SA WG2 Meeting #136 AH 
S2-2000309
13-17 January, 2020, Incheon, Korea                                     
Source:
OPPO
Title:
Updating of solution#1 in TR23.761
Document for:
Discussion / Approval

Agenda Item:
8.4
Work Item / Release:
FS_MUSIM / Rel-17
Abstract of the contribution: This pCR is to address a part of ENs in solution#1 and add a new EN.
1
Discussion
This pCR is to address the ENs below in solution#1 in TR 23.761 and also enhance the solution to make the use of Paging Cause more useful (i.e. UE can ask to indicate specific service in Paging Cause as it wants).
 “Editor’s Note: It is FFS how to support per service DSCP and whether the use of DSCP for determination of the Paging Cause by NG-RAN can provide sufficient granularity for all Paging Cause values.”

“ Editor's note:
The use of PLMN-specific Paging Cause values is FFS.”
Based on the mechanim described in solution#1, there should be three things are used to indicate the certain services for MUSIM UE.
Service Id: this is to indicate the certain kind of services, e.g. IMS voice, SMS, Caller ID of a voice call, etc.

Paging Cause value: this value is delivered in the Paging message, and the UE can realize by which kind of service the pagiing is triggered;

DSCP value:  this is delivered in DL Data from AF to CoreNetwork. The AMF can derive the paging cause value from the DSCP value.

	Service ID
	Paging Cause value
	DSCP value

	IMS voice – caller 1
	101
	201

	IMS voice –caller 2
	102
	202

	IMS voice –others
	103
	203

	SMS service
	104
	204

	Other service
	105
	205


The mapping or a part of mapping illustrated in the table above should be kept in AF, 3GPP network and the UE.
To resolve the EN mentioned, there are two issues to consider:

1. Whether the available services indicated by Paging can be different per UE?

If the answer is Yes, then it is possible to indicate in the Paging the more sepcific service  information (e.g. the caller ID) per UE. For example, the enduser can define their own white list/black list e.g. distinguishing different callers then the P-CSCF can add the DSCP value accordingly for DL data and UE in CM-IDLE selects which Paging needs to be answered. 

If the answer is No, then a very limited kinds of services can be defined. For example, the UE cannot realize which person is calling and the significance of the voice call from advertisement and enduser’s boss/family are totally different. The benefit of introducing Paging cause will be greatly reduced.
Observation: to better validate the advantage of Paging Cause, the available services indicated by Paging shall be able to be different per UE. Therefore, the UE can send a white service list to corenetwork in registration request, and the corenetwork responds if it is accepted and corresponding Paging Cause value.
2. Whether the Paging Cause value used for the same service is different per UE?
The unchanged relation between Paging cause value and the service will be easily used by attacker to get people’s privacy information, in other words, an attacker can easily know which service the UE is performing since the paging cause is a cleartext in paging. Besides, the possible paging cause value may also be different per PLMN, so the corenetwork needs to tell UE the available Paging Cause values.
Observation: it helps to make the network flexible to assign different Paging Cause values corresponding to different service ids to UE. Moreover, it helps to deal wth the security concern, since the attacker cannot realise which service the paging cause value stands for per UE.

Proposal-1: the available services indicated by Paging  Cause shall be able to be different per UE 
Proposal 2: the mapping between Paging Cause value and Service Id shall be able to be different per UE, in other words, the Paging Cause value can be different per UE even for indicating the same service;
Proposal 3: enhance solution#1 as follow:
· Opition-1: the UE may sends the Assistance Information including requested Service Id and DSCP value in Registration Request, the AMF can determine the Paging Cause based on the Assistance Information.
· Option-2: based on subscription information, AMF responds to UE the available service ids and corresponding Paging Cause values in Registration Accept.
Besides, since the UE needs to check the paging cause and decide if it will answer the paging, a possible scenario will be that the enduer has not decided whether to answer the paging for a certain time,  some problems may occurs, such as:

· the network wrongly think the UE is unreachable;

· the network may wrongly stop the service (e.g. voice call). 
· the AMF may increase the paging area or repeat the paging which incurs unecessary signaling load;

· For RRC-Inacitve, the RAN will notify AMF to make the UE’s state fallback to CM-IDLE state.

Therefore, it is unclear how to deal with this scenario. 

Proposal 4: add a new EN addressing the issue above.
* * * * Start of Change* * * * 
6.1
Solution #1: Handling of MT service with Paging Cause

6.1.1
Introduction
The solution applies to Key Issue #1 "Handling of MT service".

The solution applies to both 5GS (UE in either CM_IDLE or RRC_Inactive state) and EPS (UE in CM_IDLE state only).

6.1.2
Functional Description

The solution is based on a Paging Cause that is delivered to the UE as part of the [Uu] Paging message.

NOTE 1: The granularity of the paging information in the Paging Cause will be co-ordinated with SA1 input.

NOTE 2:
Based on the Paging Cause and the service preferences configured by the user or a pre-configured logic specific to the Multi-USIM device, the Multi-USIM device that is actively engaged in communication associated with another USIM can decide whether to present the mobile terminated service that triggered the paging to the user. Alternatively, the Multi-USIM device can systematically present the mobile terminated service that triggered the paging to the user, in which case it is up to the user to decide whether to respond to the paging request.

Editor’s Note: It is FFS how to handle the scenario that the UE has not responds to the paging from network in a certain long time, e.g. due to the enduser does not confirm whether to answer the paging caused by a certain kind of service. 
For a UE in CM_IDLE state:

-
For MT user plane traffic as part of the Network Triggered Service Request procedure, and if Paging Policy Differentiation (PPD) applies, the SMF determines Paging Policy Indicator (PPI) and optionally determines a Paging Cause value based on the DSCP received from the UPF and possibly some other information (see first Editor's note below). The SMF includes the Paging Cause, along with the PPI, the ARP and the 5QI of the corresponding QoS Flow, in the N11 message sent to the AMF. The AMF uses this information to derive a paging strategy and sends paging messages to NG-RAN over N2. The AMF shall forward the Paging Cause in the PAGING message to NG-RAN if it was received from the SMF.

Editor's note:
It is FFS whether the SMF takes into account additional information (e.g the source IP address in the IP packet) to determine the Paging Cause.

Editor's note:
It needs to be confirmed with SA3 whether exposing the Paging Cause in clear poses a security issue.

-
For MT control plane traffic (e.g. MT SMS) the AMF derives the paging strategy and Paging Cause based on the type of MT control plane traffic and forwards the Paging Cause in the PAGING message to NG-RAN.

For a UE in RRC_Inactive state:

-
For MT user plane traffic the SMF instructs the UPF to detect the DSCP in the TOS (IPv4) / TC (IPv6) value in the IP header of the DL PDU and to transfer the corresponding PPI and optionally the Paging Cause in the CN tunnel header (by using a FAR with the PPI and Paging Cause value). The NG-RAN can then utilize the PPI received in the CN tunnel header of an incoming DL PDU in order to apply the corresponding paging policy for the case the UE needs to be paged when in RRC Inactive state. If the Paging Cause was included in the CN tunnel header of an incoming DL PDU the NG-RAN forwards the Paging Cause to the UE for the case the UE needs to be paged when in RRC Inactive state. 

NOTE 3: For the alternative where the Paging Cause is determined by 5GC, the Paging Cause is included in the CN tunnel header in all data packets.

-
Alternatively, NG-RAN determines the Paging Cause based on DSCP in TOS (IPv4)/TC (IPv6) value from the IP header of the downlink data packet.
NOTE 4: For the alternative where the Paging Cause is determined by NG-RAN, the NG-RAN needs to be configured appropriately so that it can derive the same Paging Cause values for UE in RRC_Inactive as those derived by the CN for UE in Idle state.


The AMF may respond to UE the available Service Ids and corresponding Paging Cause values in Registration Accept. Moreover, as a more dynamic way, the UE may send an Assistance Information including requested Service Id and DSCP value in Registration Request, the AMF can respond the accepted service ids and corresponding Paging Cause values based on the Assistance Information.
Editor's note:
It is FFS whether there is a need to support the Paging Cause for UE in RRC_Inactive. There is a dependency with the key issue on "coordinated leaving".

-
For MT control plane traffic (e.g MT SMS) the AMF derives the Paging Cause based on the type of MT control plane traffic and forwards the Paging Cause in the DOWNLINK NAS TRANSPORT message to NG-RAN.

The solution can also be used in EPS with the following changes:

-
It applies to UE in CM_IDLE only.

-
AMF, SMF and UPF in the description above are replaced with MME, SGW-C and SGW-U, respectively.

In this solution the network sends the Paging Cause systematically i.e. regardless whether the paged UE is a Multi-USIM device.

6.1.3
Procedures

6.1.3.1
Handling of MT service with Paging Cause for UE in CM_Idle in 5GS

The solution has impact on the Network Triggered Service Request procedure in TS 23.502 [6] clause 4.2.3.3. The changes relative to the existing procedure are indicated in bold underlined text. Only the impacted steps are shown.
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Figure 6.1.3.1-1: Network Triggered Service Request (based on TS 23.502 [6] Figure 4.2.3.3-1)

2c.
The UPF forwards the downlink data packets towards the SMF if the SMF instructed the UPF to do so (i.e. the SMF will buffer the data packets).

-
If the Paging Policy Differentiation feature is supported by the SMF and if the PDU Session type is IP, the SMF determines the Paging Policy Indicator and optionally a Paging Cause based on the DSCP in TOS (IPv4) / TC (IPv6) value from the IP header of the received downlink data packet and identifies the corresponding QoS Flow from the QFI of the received DL data packet.

3a.
[Conditional] SMF to AMF: Namf_Communication_N1N2MessageTransfer (SUPI, PDU Session ID, N1 SM container (SM message), N2 SM information (QFI(s), QoS profile(s), CN N3 Tunnel Info, S-NSSAI), Area of validity for N2 SM information, ARP, Paging Policy Indicator, Paging Cause, 5QI, N1N2TransferFailure Notification Target Address, Extended Buffering support), or NF to AMF: Namf_Communication_N1N2MessageTransfer (SUPI, N1 message).


[…]


When supporting Paging Policy Differentiation, the SMF determines the Paging Policy Indicator and may also determine a Paging Cause related to the downlink data that has been received from the UPF or triggered the Data Notification message, based on the DSCP as described in TS 23.501 [4] clause 5.4.3, and indicates the Paging Policy Indicator and the Paging Cause in the Namf_Communication_N1N2MessageTransfer.

4b.
[Conditional] If the UE is in CM-IDLE state in 3GPP access and the PDU Session ID received from the SMF in step 3a has been associated with 3GPP access and based on local policy the AMF decides to notify the UE through 3GPP access even when UE is in CM-CONNECTED state for non-3GPP access, the AMF may send a Paging message to NG-RAN node(s) via 3GPP access including the Paging Cause.

4c.
If the UE is simultaneously registered over 3GPP and non-3GPP accesses in the same PLMN, and the UE is in CM-CONNECTED state for non-3GPP access and in CM-IDLE for 3GPP access, the AMF may decide to send the NAS Notification message containing the 3GPP Access Type to the UE over non-3GPP access including the Paging Cause.

4d.
If the UE is simultaneously registered over 3GPP and non-3GPP accesses in the same PLMN, and the UE is in CM-CONNECTED state for non-3GPP access and in CM-IDLE for 3GPP access and if the UE decides to not accept the incoming service the UE shall respond with NAS Notification response message over the non-3GPP access to indicate the same to the network. 
6.
The UE may choose to respond to paging or NAS notification message based on paging cause value by executing service request procedure.
6.1.3.2
Handling of MT service with Paging Cause in RRC_Inactive mode

Figure 6.1.3.2-1is the call flow of handling of MT service with Paging Cause in RRC_Inactive mode.
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Figure 6.1.3.2-1 Handling of MT service with Paging Cause in RRC_Inactive mode

1.
NG-RAN receives the DL data (control plane data and/or user plane data) in RRC_Inactive mode. If handling of MT service with Paging Cause is supported by NG-RAN, NG-RAN determines the Paging Cause based on DSCP in TOS (IPv4)/TC (IPv6) value from the IP header of the downlink data packet or based on the Paging Cause field included in the CN tunnel header of an incoming DL PDU.

NG-RAN sends the paging message with the Paging Cause.

6.1.3.3
Handling of MT service with Paging Cause in EPS

Figure 6.1.3.3-1 is handling of MT service with Paging Cause in EPS.
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Figure 6.1.3.3-1: Handling of MT service with Paging Cause in EPS

1.
If the handling of MT service with Paging Cause is supported by Serving GW, Serving GW determines the Paging Cause based on DSCP in TOS (IPv4)/TC (IPv6) value from the IP header of the downlink data packet.

2.
SGW includes the Paging Cause in the DDN message sent from SGW to MME.

3.
MME sends S1 paging message by including the Paging Cause information.

4.
RAN sends the paging message with Paging Cause.
6.1.3.4
Provisioning of Paging Cause

[image: image4.emf]UE RAN AMF SMF UDM/HSS

3. Nsmf_PDUSession_UpdateSMContext

3. Nsmf_PDUSession_UpdateSMContext Ack

1. Registration Request (opt. assistance information)

2.Detemines the 

Paging Cause values 

4. Registration Accept  (accepted service id and corresponding paging cause )

Figure 6.1.3.4: UE acquires the Service Id and corresponding Paging  cause value during  Registration
1. In Registration Request, UE may send an Assistance Information, which includes the Service Id and DSCP value. 
Before step-1, UE may interact with AF (IMS P-CSCF) to determine which service (incl. specific caller of incoming voice call) needs to be indicated in Paging message, and get the corresponding DSCP value which is used by P-CSCF to add into the TOS (IPv4) / TC (IPv6) in DL packet.
2. If UE sends the Assistance Information in step-1, AMF determines the corresponding Paging Cause values corresponding to each Service Id in the Assistance Information. 
Otherwise, AMF uses the service ids  in subscription data from UDM and determines the Paging Cause value for each of the service id.  
3. AMF may send the mapping between Service id, Paging Cause value and DSCP value to SMF.  SMF will use it to determine Paging Cause.
4. AMF responds the Service Id and its corresponding Paging Cause value(s) to UE. Then UE knows the mapping between Paging Cause value and the Service Id when receiving Paging.
NOTE: the mapping between Service Id and Paging Cause value can be changed and updated to UE in following Registrations.
6.1.4
Impacts on existing entities and interfaces

For 5G:

AF:

-
P-CSCF sets the DSCP value in the IP header to indicate the traffic type.
-   P-CSCF may interact with UE via user-plane to determine the DSCP value corresponding to the service requested by UE.
SMF:

-
determines Paging Cause based on DSCP value from IP header.
-
includes the Paging Cause to AMF in N11 signalling.

AMF:

-
In Registration procedure, generates the Paging Cause values and send to SMF.
-
sends the N2 paging signalling with Paging Cause.

NG-RAN:

-
sends the paging message with Paging Cause.

-
in RRC_Inactive mode, NG-RAN determines the Paging Cause based on the DSCP value in the IP header.

UE:

-
In registration procedure, request the service which needs to be indicated in Paging.
-
receives paging message with the Paging Cause information.
UDM:
· Store the Service Id as subscription data and provide it to AMF  
For EPS:

SGW

-
determines Paging Cause based on DSCP value from IP header.

-
includes the Paging Cause to MME in DDN.

MME

-
sends the S1 paging signalling with Paging Cause.

eNB

-
sends the paging message with Paging Cause.

UE

-
receives paging message with the Paging Cause information.
HSS:
· Store the Service Id as subscription data and provide it to AMF  
* * * * End of Change * * * *
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4d. NAS Notification  Response
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