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Abstract: New Key Issue on UE data as an input for attacks detection.
Proposal
[bookmark: _Toc519004414][bookmark: _Toc14708150][bookmark: _Toc20224663]It is proposed to add the below text into the TR 23.700-91.
[bookmark: _Toc26861887][bookmark: _Toc25740462][bookmark: _Toc25417795][bookmark: _Toc25417328][bookmark: _Toc25416973]*** Start of changes (all new text) ***
5.2.x	Key Issue #x: UE data as an input for attacks detection
[bookmark: _Toc26861888][bookmark: _Toc25740463][bookmark: _Toc25417796][bookmark: _Toc25417329][bookmark: _Toc25416974][bookmark: _Toc11149796]5.2.x.1	Description
This key issue aims a providing security improvements based on UE information provided to NWDAF. The following issues will be studied:
-	What information from UE could be collected by NWDAF as input for attacks detection?
-	What information could be provided by NWDAF to other NWDAFs to leverage the information provided by the UE?
-	How the UE and NWDAF cooperate between each other to accurately detect the attacks?
[bookmark: _Toc11149797]-	How to ensure the trust of information provided by UE ?
[bookmark: _Toc26861889][bookmark: _Toc25740464][bookmark: _Toc25417797][bookmark: _Toc25417330][bookmark: _Toc25416975]5.2.x.2	Requirements
The NWDAF is able to provide prediction information to other NWDAFs to leverage the alerts messages provided by the UE. 
The detection technique that is used by the UE should take into account the resource and service requirements of UE. For example:
-	for IoT and smartphones, the detection technique should not require a high energy consumption;
-	for V2X, the detection technique should not sgnificantly increase the latency.
*** End of changes ***
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