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Abstract: Proposes a new Use Case on NWDAF supporting the detection of cyber-attacks. 
1. Discussion
2. Proposal
[bookmark: _Toc519004414][bookmark: _Toc14708150][bookmark: _Toc20224663]It is proposed to add the below text into the TR 23.700-91.
*** Start of changes (all new text) ***
5.1.x	Use case #x: NWDAF supporting the detection of cyber-attacks
[bookmark: _Toc26861860][bookmark: _Toc25740435][bookmark: _Toc25417768][bookmark: _Toc25417301][bookmark: _Toc25416946]5.1.x.1	Description
Cyber-attacks can be efficiently detected by monitoring events and data packets in the UE and in the network with the support of NWDAF and machine-learning algorithms. 
[bookmark: _GoBack]The UE and NWDAF collaborate with each other to detect the attacks that may occur in UE, RAN or Core Network. 
Some examples of relevant information for cyber-attacks detection include:
-	protocol used (e.g, HTTP/2),
-	duration of communication,
-	authentication failure,
-	packet drop,
-	signal strength,
-	throughput,
-	temporal spacing between subsequent packets, 
-	response time, 
-	computation time, and
-	energy consumption.
Attack detection alerts could be provided to OAM and 5GC NFs that have subscribed to them so that they could take proper action.
*** End of changes ***
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