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1
Introduction

This paper proposes on how to handle the security issue raised by SA3 of registration with AMF reallocation via the indirect routing, i.e. the NAS message is not directly forwarded from initial AMF to target AMF. 

2
Discussion

SA3 has spotted the registration failure issue with AMF reallocation, due to the inconsistency of security context between UE and Target AMF after the security association has been established between the UE and network. 

An incoming LS (S2-1908716/S3-193197) was sent by SA3 providing candidate Rel-15 solutions on this issue and inquiring SA2’s opinions. SA2 examined the candidate solutions from architecture perspective and reaching a conclusion on the solution for Rel-15, which is stated in Clause 4.2.2.2.2 of TS 23.502 that “If the security association has been established between the UE and initial AMF, to avoid a registration failure, the initial AMF shall forward the NAS message to the target AMF by executing step 7(A)”.
The incoming LS also states that “For Rel-16, the issue caused by option (B) will be revisited in SA3. SA3 will keep SA2 updated on progress if any”. So the SA3 will work on that issue for Rel-16. And SA3 is now actively working on the solutions for Rel-16. 

At the S2#135 meeting there are contributions submitted to SA2 on how to solve this issue at Rel-16. There are also parallel discussion in SA3 for the same issue as mentioned in the incoming LS. It is not suitable for the same issue to be discussed in two different WGs. SA WG2 should wait the conclusion from the SA3. The reason is that: 

· The root cause of the issue is tightly security related. SA2 obviously is not the suitable WG to discuss the issue related to security, and is not the best decision maker on the security related issue. 

· There are several security related mechanisms proposed at the SA WG3. For example, One viable Rel-16 option suggests that the initial AMF direct the UE to change the way it deals with unprotected authentication request message. Another viable Rel-16 option suggests that the initial AMF direct the UE to resume old security context. Those solutions are security related and not possible to be evaluated by SA2. If we put the discussion at the SA2, how to evaluate those security solution?
Considering above it is proposed that SA3 first discuss and agree with one possible conclusion for Rel-16. If required, SA3 can send that their conclusion to SA2 for further checking. 
3
Proposal

It is proposed that for the Rel-16 registration with AMF reallocation via the indirect routing, SA2 shall wait the SA3 discussion and reach conclusion first. If this proposal is agreed, it is proposed to endorse the above the proposal and avoid parallel discussion in two different WGs. 
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