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1
Background
The solution proposes a mechanism for providing UAV identities and related security credentials to be used for UAV remote identification and tracking. The solution is meant to build on the ProSe functionality (assuming that 5GS will adopt a similar functionality as in EPS), but using a subset of such functionality, with the differences highlighted in the description.
2. Proposal

It is proposed to include the following key issue in TR 23.754. All the text is new.
* * * * First Change * * * *
6.X
Solution #X: UAV Identities Allocation and Usage for Remote Identification
6.X.1
Introduction

The solution defines a set of mechanisms to enable a UAV to obtain an identity from the 3GPP system to be used for identification of the UAV towards the UTM and the TPAEs. The solution builds on the ProSe functionality for EPS, and assumes similar functionality will be defined for 5GS. The solution uses a subset of the ProSe functionality.
Editor's note:
The security aspects of this solution need to be studied and completed by SA3.

6.X.1.1 Remote ID Identities

Based on the aviation industry requirements described in Annex X, the following types of data related to the UAV are made available for remote ID and tracking of UAS: 

- 
Unique identifier of the UAV: This should be specific to the UAV, continuously available in nearreal time, electronically and physically readable, tamper resistant, and easily accessible. 

-
Identifying information of the UAS owner and remote pilot: This information would not be broadcast or published, but would be available from system. 

6.X.2
Functional Description
The following sections describe the building blocks of the solution.

6.X.2.1 UFMS

In this solution, the UAV Flight Management subsystem interfaces the 3GPP System with the USS and performs UAV identity allocation for Remote Identification on behalf of the USS. 

NOTE 1: in some 3GPP network deployments, the UFMS may actually act as the USS, for 3GPP operators that choose to provide USS services for UAVs. In such cases, UFMS and USS are a single entity in the 3GPP MNO network.
The UFMS performs the following functions:

-
an AF interfacing with external USS/UTM for registration of the UAV hardware with FAA, associating the UAV operator, UAV pilot, etc. with the UAV hardware identity
-
allocates UAV identities to be used for Remote Identification
-
allocates UAV security credentials to be used for Remote Identification
-
creates and distributes policies to UAV (e.g. for communications, flight operations, location, etc.) based on policies received from the USS and UTM, defined by FAA, and based on local policies
-
provides information to monitoring TPAEs, upon request from the TPAEs.
6.X.2.2 Basic Concepts
The solution considers the allocation to the UAV of a UAV Unique Identity (UAVID). The 3GPP system provides a UAVID to the UAV components for operations over the MNO and identification and tracking with the USS/UTM and toward TPAEs. The UAVID is used for Remote Identification, and communications between the MNO and the USS. 

The UAVID allows the identification by a TPAE of the network function where UAV registration information with the civil aviation authority (e.g. FAA) is kept.
When first put in operation in a specific country, the UAV performs a registration with the civil aviation authority (e.g. FAA) by performing an Online UAV Identifiers and Credentials Bootstrapping (UICB) procedure described in clause 6.X.3.2 via the 3GPP system:

-
the procedure registers the UAV Hardware Identity, the UAV pilor, the UAV operator, etc. with the civil aviation authority, the USS, and the UFMS

-
Online UICB takes place over Uu connectivity via the MNO the UAV has a subscription with

Editor’s Note: whether out-of-band UICB (e.g. over the Internet) is also possible is FFS.
-
UICB is performed between the UAV and the UFMS
It is assumed that a network UAVc, and a non-networked UAVc in the internet, perform a similar UICB procedure to obtain an UAVID. The UAV must be made aware of the UAVID and credentials of the UAVc to report to the UFMS and USS/UTM the association between the UAV and UAVc.

Editor’s Note: how the UAV is provisioned with the UAVID and credentials of the UAVc is FFS.
6.X.2.3 UAV ID 
The UAVID contains two parts:

-
the unique UAV temporary identity: this identifies uniquely the UAV with the entity that allocates the UAVID: 

Editor’s Note: whether privacy or confidentiality requirements will apply to the unique UAV temporary identity is FFS and depends on regulations in various regions and SA3 determination.
-
the UAVID Routing Information, used by an entity attempting to retrieve the UAV data to identify and address the appropriate UFCF.
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Figure 6.X.2.3-1: UAVID Logical Format.

Editor’s Note: how the UAVID is protected against spoofing and for potential confidentiality is FFS.
6.X.2.4
Re-use of ProSe Mechanisms
One alternative to implement the concepts of this solution is to re-use functionality already defined in the 3GPP system (at least for EPS) for ProSe.

Specifically:

1.
the UE performs UAV Identities and Credentials Bootstrapping as described above. 

3.
UE obtains ProSe identities as described below from a ProSe Function implemented in the UFMS, and uses these for RID message broadcasting (in case of broadcasting to other UAVs or TPAEs, the transport in this release is considered to be outside the scope of 3GPP)
5.
Monitoring entities (e.g. TPAE) also support the functionality defined in this document (e.g. they are ProSe-capable or have access to ProSe servers to obtains the ProSe information and identify the UAVs using ProSe). 

The following describes the correlation (and differences) between ProSe identities and what is proposed in this solution: 
-
ProSe Application ID
-
this is the aviation-level identification and information (e.g. UAV Hardware ID, UAV Operator identity, UAV pilot identity, etc.) that needs to be retrievable by a TPAE, exposed to the USS and FAA, but needs to remain confidential. Specific content is defined by FAA.
-
for UAVs, the Public ProSe Application ID needs to be country-specific or global, and not associated to any specific PLMN since it must be used/understood by a “generic” public within a country and not belonging to a specific PLMN. TPAE may in fact be connected via a different PLMN or connected directly via the Internet.
-
ProSe Application Code is used in the UAV Identification Data: this is the UAV ID in this solution 
-
Differently from ProSe, it is no longer allocated by the HPLMN of the UAV but by the visited country of operation in order to support identification and tracking in the VPLMN 
-
It is transmitted over U2U and U7 to "monitoring" entities (other UAVs or TPAEs)

-
in ProSe, the "monitoring" UE receives Discovery Filter(s) to monitor the ProSe Application Code(s) over the radio interface (on PC5) from the HPLMN ProSe Function. 
However, monitoring UAVs and TPAEs have no relationship with HPLMN of announcing UAV, thus the applicability of fliters is unclear and may not be needed.
-
Contains a temporary identity that corresponds to the ProSe Application ID Name, and the PLMN ID of the ProSe Function that assigned the ProSe Application Code (UAVID), i.e. Mobile Country Code (MCC) and Mobile Network Code (MNC).
-
The temporary identity may cycle between values with a specific timer assigned when the ProSe Application Code is assigned to the UAV
-
No ProSe UE ID is used in this release, since U2U and U7 are based on non-3GPP transport not under control of 3GPP. 

NOTE:
ProSe group identities are not considered so far for UAVs since no related use cases have been raised. 
-
A ProSe Application Code is allocated per "announcing" UE and per application, and has an associated validity timer that runs both in the ProSe Function (UFMS) and in the UE
-
the procedure for obtaining the UAVID and related credentials (UICB procedure) corresponds to the Open ProSe Discovery:

-
when the "announcing" UE wants to announce something (i.e. broadcasdting of Remote Identification), it shall send a Discovery Request (i.e. the Registration Request from UAV to UFMS in section 6.X.3.2) containing the ProSe Application ID (including at least the UAV Hardware ID, UAV operator, UAV pilot, etc.) to the ProSe Function (UFMS), and the ProSe Function assigns a ProSe Application Code (UAVID).

-
the ProSe mechanism for a "monitoring" UE, wanting to monitor something, to send a discovery request containing the full or a subset of the Public ProSe Application ID, is not used.
6.X.3
Procedures

6.X.3.1 Use of UAVID and Credentials for Remote Identification
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Figure 6.X.3.1-1: Use of UAV identity and credentials.

1. The UAV generates the following for RID broadcasting:

-
UAV Identification: this is the UAVID protected against spoofing (i.e. to avoid impersonation) and for confidentiality (i.e. protected between the UAV and the UFMS), and verifiable by the TPAE by querying the UFMS/USS to retrieve the UAV information (e.g. UAV Hardware ID, UAV Pilot, UAV Operator, etc.) 

-
UAV Flight Information: this corresponds to dynamic flight information (e.g. height, direction, speed, etc.), protected for spoofing and verifiable by the received party (e.g. a TPAE or another UAV).

Editor’s Note: how the information in the RID broadcasting is protected is FFS and shall be defined by SA3.
NOTE: the RID broadcasting information is sent by the UAV using one of the technologies identified in the ARC study and identified by FAA (see appendix X). 
2-3. Upon receiving the UAV RID broadcasting information, a receiving UAV verifies the validity of the Flight Information, and uses such information for e.g. collision avoidance.

4-5. Upon receiving the UAV RID broadcasting information from an UAV, the TPAE identifies the relevant UFMS USS using the USS Routing Information of the UAVID.

6.
The TPAE discovers the UFMS address (e.g. via DNS if the USS Routing Information is an FQDN), and requests information verification from the UFMS by providing the received UAVID. The UFMS interacts with the USS, as needed, and retrieves the UAV information (UAV Hardware ID, UAV pilot, UAV operator, etc.) and returns it to the TPAE. 

6.X.3.2
UAVID and credential provisioning
The procedure highlights the delivery of the UAVID and credentials by the UFMS.
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Figure 6.X.3.2-1: UAV Identity registration and allocation based on UAV bootstrapping

In this solution, the role of the manufacturer in the registration process is minimal, compared to the role expected for current secure registration procedures of a UAV with FAA. The manufacturer is required to register its credentials (e.g. certificate) to FAA and issue a UAV Hardware ID.
1.
The operator that wishes to put the UAV in operation provisions an MNO subscription and triggers the UAV registration with the civil aviation authority (e.g. FAA) via the Online UICB procedure.

2.
It is assumed that the UAV registers to the MNO network for connectivity for UAV provisioning

Editor’s Note: whether this connectivity is limited to connectivity with just the UFMS or not is FFS.
3.
The UAV sends a UAV Registration Request to the UFMS, providing Registration Information including the UAV Hardware ID (e.g. protected and verifiable with the Manufacture certificate) and the information obtained from the UAV operator. 

Editor’s Note: solutions to protect this message, if any, between the UAV and the UFMS are FFS, and could be based on a solution similar to PC3 (e.g. bootstrapped using MNO credentials via GBA or AKMA). 

The UAV may be preconfigured with information for UFMS discovery in the current PLMN, e.g. to perform discovery via DNS.

4.
The UFMS assings a UAVID to the UAV
5.
The UFMS selects the USS based on local information or, e.g. for specific USS handling the UAV, information provided by the UAV (e.g. a combination of UAV Hardware ID, UAV operator, etc.). Alternatively, the USS address may be preconfigured in the UAV MNO subscription and provided to the UAV, for USS operated by the MNO, and provided by the UAV to the UFMS in the request. The UFMS forwards the request to the USS and provides the assigned UAVID.

6.
The USS forward the request to the FAA. 
7.
The FAA verifies the UAV Hardware ID (e.g. using the manufacturer certificate), the UAV operator, and UAV pilot information.

8.
If the verification succeeds, the FAA stores the correlation between the UAV Hardware ID, the UAVID, the UAV operator, the UAV pilot, etc. 

9.
The FAA confirms the registration to the USS, optionally providing any required FAA configuration information for the UAV (e.g. regarding further operations like location reporting, re-registration requirements, etc.)
10.
The USS stores the correlation between the UAV Hardware ID, the UAVID, the UAV operator, the UAV pilot, etc. The USS creates the USS Configuration Policy from the FAA configuration information and local USS policies. The USS confirms the registration to the UFMS by sending a Registration Response with the USS Configuration Policy
11.
The UFMS assigns UAV security credentials associated to the UAVID

12.
The UFMS confirms the registration to the UAV providing the UAVID, the security credentials assigned to the UAV, the USS credentials (e.g. to be used by the UAV to protect messages to the UFMS), and UAV Configuration Information including USS configuration Policy. 

13. The UAV confirms registration to the UAV operator.

Future communications between the UAV and the UFCF can be protected using the credentials generated by the UFMS and delivered to the UAV. 
6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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