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Abstract of the contribution: Proposes a solution on detecting misbehaving UEs using data analytics.
1
Discussion
KI#5 studies new types of outputs provided by NWDAF, and one of the related use case is use case #2 “NWDAF supporting detection of anomaly events and helping in analysing its cause”.
Regarding the failure of MM NAS/SM NAS related procedures (e.g. UE registration and PDU session setup), there are different causes for rejection and different back-off timers for re-transmission as specified in TS24.501[X]. Some causes of rejection or back-off timers for re-transmission are correlated to certain types of problems in misbehaving UE(s). For example, a UE disregards a back-off timer specified by the network, or a UE disregards an Event reporting requested by the AMF.
Currently, how to identify this type of misbehaving UEs is treated case-by-case, which not only results in a significant amount of work in troubleshooting, but also has no connection among these cases.

Data analytics can be used to systematically identify misbehaving UEs and provides recommendation to the network in order to reduce the workload on troubleshooting and improve the network automation. 

2
Proposal
It is proposed to capture the following solution into TR 23.700-91[Y].
* * * * Start of Change * * * *
6
Solutions
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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6.X
Solution for Key Issue #X: <Solution Title>
6.X.1
Description
Editor's note:
This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub-) clause(s) may be added to capture details.
6.X.1.1
General

This clause defines how to identify misbehaving UEs based on MM or SM NAS related errors, with the help of NWDAF.

The consumer of this analytics could be a 5GC NF including PCF, UDM, EIR, OAM, or AF.
The NWDAF performs data analytics on misbehaving UE related MM or SM NAS errors if there is a related subscription. 

The consumer of this analytics shall indicate in the request:

-
Analytics ID set to "Abnormal behaviour";

-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;

-
Optionally an Application ID, DNN, S-NSSAI;

-
An Analytics target period indicates the time period over which the statistics or predictions or recommendation are requested;

-
Analytics Filter Information: misbehaving UE related MM or SM NAS errors;
6.X.1.2
Input Data

For the purpose of abnormal behaviour analytics, the NWDAF may collect the information as listed in Table 6.X.1.2-1.

Table 6.X.1.2-1: abnormal behaving information collected from 5GC 
	Information
	Source
	Description

	UE ID
	AMF/SMF
	SUPI, GPSI

	UE Terminal ID

	AMF/SMF
	PEI or IMSI-SV to indicate the terminal model and vendor information of the UE

	UE locations (1..max)
	AMF/SMF
	UE positions, (e.g. Cell ID)

	misbehaving UE related MM NAS error ID
	AMF
	To indicate the misbehaving UE related MM NAS error.

	MM NAS message
	AMF
	To indicate the MM NAS message for analysis.

	misbehaving UE related SM NAS error ID
	SMF
	To indicate misbehaving UE related SM NAS error.

	Application ID, DNN, S-NSSAI
	SMF
	To indicate an associated session related information with SM NAS error.

	SM NAS message
	SMF
	To indicate the SM NAS message for analysis.


6.X.1.3
Output Analytics

The NWDAF services as defined in TS23.288 [XX] and are used to expose the analytics. Corresponding to the Analytics ID "Abnormal behaviour", the analytics result provided by the NWDAF is defined in Table 6.X.1.3-1. 
Table 6.X.1.3-1: Abnormal behaviour Analytics
	Information
	Description

	  UE IDs 
	Could be a list of SUPI, GPSI, Internal-Group-Identifier, external UE ID

	misbehaving UEs’ pattern
	Could be a mobile equipment pattern, a UE subscription pattern or a location distribution pattern

	Exceptions (1..max)
	

	  >Exception ID
	The risk detected by NWDAF

	  >Exception Scale
	The scale of the detected risk

	>Exception trend
	Measured trend (up/down/unknown/stable)

	>Additional measurement
	Specific information for each risk

	Recommendation
	It is the action that the NWDAF recommends its service consumer to take.


Based on anormal behaviour Analytics information from the NWDF, each consucers can take an appropriate action. For exmples,
-
If UDM is notified "Abnormal behaviour" from the NWDAF, the UDM may activate service suspension to the UEs using the Operator Determined Barring (ODB) as specified in 3GPP TS 23.015 [YY] or subscriber withdrawal usng the Network-initiated Deregistration procedure as defined in TS 23.502 clause 4.2.2.3.3.

-
If EIR is notified "Abnormal behaviour" from the NWDAF, the EIR analyses UE misbehavior. If the EIR detects errors in a software in the UE, then the EIR may issue new software version and distribute new software to all misbehaving UEs.
-
If PCF is notified "Abnormal behaviour" from the NWDAF, the PCF may updates the AM/SM policies. 
-
If AF is notified "Abnormal behaviour" from the NWDAF, the AF may, by interworking with the AMF,  activate Unified Access Control using PLMN-specific Operator-defined access category.
-
If OAM is notified "Abnormal behaviour" from the NWDAF, the OAM may, by interworking with the AMF, activate Unified Access Control using PLMN-specific Operator-defined access category.
6.X.2
Procedures
Editor's note:
This clause describes services and related procedures for the solution.
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Figure 6.X.2-1: Procedure for Detecting Misbehaving UEs using Data Analytics
1.
A consumer, which is a 5GC NF or the AF or the OAM, subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", analytics filter set to “misbehaving UE related MM and SM NAS errors”).


A consumer NF may subscribe to abnormal behaviour notification from NWDAF for any UE, a group of UEs or a specific UE. 

2.
NWDAF to AMF: Namf_EventExposure_Subscribe (Event ID set to “the event that misbehaving UE related MM NAS errors occur”). 
The AMF(s) can be all the serving AMFs in a PLMN.

The AMF detects misbehaving UEs based on MM NAS related errors.

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
3.
NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID set to “the event that misbehaving UE related SM NAS errors occur”).
The SMF(s) can be all the serving SMFs in a PLMN.

The SMF detects misbehaving UEs based on SM NAS related errors.

The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
4.
The NWDAF performs data analysis on misbehaving UE related MM and SM NAS error data, and decides misbehaving UE(s) and their pattern(s). Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF or the OAM.
5.
NWDAF to the consumer, which is a 5GC NF or the AF or the OAM depending on the subscription: Nnwdaf_AnalyticsSubscription_Notify (analytics report (exception ID, exception scale, misbehaving UEs’ pattern, recommendation)).


If the NWDAF determines to send a notification to the subscribed 5GC NFs or the AF or the OAM, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the recommendation in the notification, the 5G NFs or the AF or the OAM adopt configured actions to resolve/mitigate/avoid the risks.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.
NWDAF
· Retrieves MM and SM NAS related errors from the AMF and SMF and performs data analysis on misbehaving UE information and provides recommendation to its service consumer(s).
AMF
· Performs and reports misbehaving UE related MM NAS errors based on the subscription from the NWDAF.
SMF
· Performs and reports misbehaving UE related SM NAS errors based on the subscription from the NWDAF.
UDM
· Subscribes NWDAF’s services and takes actions based on the NWDAF’s recommedation.
EIR
· Subscribes NWDAF’s services and takes actions based on the NWDAF’s recommedation.
AF
· Subscribes NWDAF’s services and takes actions based on the NWDAF’s recommedation.
OAM
· Subscribes NWDAF’s services and takes actions based on the NWDAF’s recommedation.
* * * * End of Change * * * *
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