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Abstract of the contribution: This paper discusses the NPN open issue #1"Whether CAG ID is needed in AS or NAS signalling or in neither of the two" and proposes a way forward. 
1.
Discussion
From TS 23.501:

"As network slicing does not enable the possibility to prevent UEs from trying to access the network in areas which the UE is not allowed to use the Network Slice allocated for the NPN, Closed Access Groups may optionally be used to apply access control.

A Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG.

CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).

NOTE 2:
CAG is used for authorization at network/cell selection and configured in the subscription as part of the Mobility Restrictions i.e. independent from any S-NSSAI. CAG is not used as input to AMF selection nor Network Slice selection."
OBSERVATION 1: A CAG is used to create an area from which only authorized UEs are allowed to access the network.

OBSERVATION 2: CAG ID is not used for AMF selection and network slice selection as already stated in TS 23.501 clause 5.30.3.1.
The Allowed CAG list is included as part of Mobility Restrictions, and these are authorized by the AMF during the transition from Idle to Connected mode, and by NG-RAN during connected mode mobility.

OBSERVATION 3: Authorization of CAG follows the principles for Mobility Restrictions.

It has been argued that the CAG ID needs to be provided by the UE as to allow the AMF to authorize the request, but that is not true as CAG ID does not need to be signaled from UE to network for CAG authorization (neither in AS nor NAS) since the AMF can verify whether the UE is allowed to access a CAG cell based on the CAG IDs supported by that CAG cell (reported by NG-RAN to AMF) and the Allowed CAG list in the UE's subscription as described in Figure 1.
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Figure 1: High level procedure showing Authorization of CAG without the need for the UE to provide it in AS nor in NAS

OBSERVATION 4: There is no need for the UE to provide the CAG ID for the network to be able to authorize a UE to access the network.
It has been argued that there is a need for the UE to provide a Selected CAG ID if the UE performs manual selection, but that is not true as, the AMF can verify whether the UE is allowed to access a CAG cell based on the CAG IDs supported by that CAG cell (reported by NG-RAN to AMF) and the Allowed CAG list in the UE's subscription.
OBSERVATION 5: The network can authorize a UE performing manual selection of CAG cells even if the UE does not provide any CAG ID.
It has been argued, in S2-1911754, that the UE needs to send the CAG ID for the following reasons:
"1. The UE could clearly inform the specific CAG ID which it would like to access by sending the request CAG ID to the network not only for access control, but also for other purposes (e.g., charging/policy differentiation, resources isolation) in some deployments (e.g., network sharing).
2. The AMF could authorize whether the CAG ID that the UE would like to access, is allowed based on its subscription, or not. In case, the authorization fails, the AMF can reject the NAS request timely.

3. The NG-RAN can directly block access attempts to the CAG cell with unsupported CAG ID, e.g., from misbehaved UEs, in an efficient manner, i.e., without interacting with AMF."

For item 1:

-
Regarding "Charging/policy differentiation", it has already been concluded that CAG ID is not used for charging purposes, as communicated to other WGs in LS reply in S2-1910803 i.e.:
"Q4: Is there any requirement (or preference) that during mobility the current CAG ID is maintained?

SA2 Answer: CAG Identifiers are used for access control, and once the UE is allowed to access the network the Allowed CAG list is enough to decide whether to be allowed to target cells. There is therefore no need to maintain the CAG ID that was used for the initial access.

Q5: Does AMF need to know at any time the serving CAG ID i.e. ongoing CAG ID? E.g. for charging reasons?

SA2 Answer: At IDLE to CONNECTED the AMF performs authorization and then RAN authorizes the UE during connected mode mobility. The CAG identifier is not used for charging purposes."
-
For resource isolation, it has been agreed to use Network Slicing concept for NPN isolation as agreed by CR in S2-1912730 i.e. "If NPN isolation is desired, operator can better support NPN isolation by deploying network slicing for PNI-NPN, configuring dedicated S-NSSAI(s) for the given NPN as specified in Annex D.2 and restricting NPN’s UE subscriptions to these dedicated S-NSSAI(s)."

For item 2:

-
This is already discussed above and explained how it is done with UE sending CAG ID in Figure 1.

For item 3:

-
RRC design will be to allow the UE to select a certain cell by indicating an index i.e. there is no means for the UE to select something that does not exist in the NG-RAN, and also at IDLE the NG-RAN is not aware of the UE's Allowed CAG list.

Further, SA2 has not yet answered the SA3 "LS on Sending CAG ID in NAS layer" (see S3-191342/S2-1910866) in which SA3 explains that SA3 are working on CAG ID privacy.

OBSERVATION 6: If there is no need to send the CAG ID from the UE there is no privacy issue for SA3 to look into.
Based on clause 5.30.3.4, TS 23.501, the procedure of the RRC Connection Resume from RRC Inactive applies also to the case the UE sends the RRC Resume Request to a gNB that is different from the last serving gNB (See TS 23.502, 4.8.2.2 and TS 38.300, 9.2.2.4.1). In addition, the accessed gNB is supposed to authorize the UE’s access based on the potential intersection of CAG IDs of its cell and CAG IDs in the UE’s allowed CAG list that the gNB gets from the last serving gNB via context retrieval and that the last serving gNB got from AMF.
With the same logic, for the RRC connection establishment, the AMF is supposed to authorize the UE’s access based on potential intersection of CAG IDs of the cell that AMF gets from gNB and CAG IDs in the UE’s allowed CAG list that AMF gets in subscription data. 
OBSERVATION 7:  Would lead to an inconsistent network behaviour, if it does not follow the same logic as RRC resume procedure.
The following observation been made:

OBSERVATION 1: A CAG is used to create an area from which authorized UEs are allowed to access the network.

OBSERVATION 2: CAG ID is not used for AMF selection and network slice selection as already stated in TS 23.501 clause 5.30.3.1.
OBSERVATION 3: Authorization of CAG follows the principles for Mobility Restrictions.

OBSERVATION 4: There is no need for the UE to provide the CAG ID for the network to be able to authorize a UE to access the network.

OBSERVATION 5: The network can authorize a UE performing manual selection of CAG cells even if the UE does not provide any CAG ID.

OBSERVATION 6: If there is no need to send the CAG ID from the UE there is no privacy issue for SA3 to look into.
OBSERVATION 7:  Would lead to an inconsistent network behaviour, if it does not follow the same logic as RRC resume procedure.

As a conclusion, it is proposed that there is no need for the UE to provide a CAG ID in AS nor in NAS to enable access authorization.

PROPOSAL 1: It is proposed to remove the stage 2 statements that the UE sends CAG ID to the NG-RAN in RRC, and instead let NG-RAN provide the CAG IDs of the accessed cell to the AMF.
It has been argued that the UE needs to send the CAG ID to the network for the network to learn whether the Allowed CAG list in the UE is up to date, but such aspects should be discussed separately as having the UE providing a single CAG ID does not help the network to know whether rest of the Allowed CAG list in the UE is up to date.
PROPOSAL 2: The issue of ensuring that the Allowed CAG list in the UE and the network are aligned is a separate issue and needs to be evaluated separately including whether it is a FASMO issue.
2
Proposal
It is proposed to agree the following proposal:
PROPOSAL 1: It is proposed to remove the stage 2 statements that the UE sends CAG ID to the NG-RAN in RRC, and instead let NG-RAN provide the CAG IDs of the accessed cell to the AMF.
The TS 23.501 CR in S2-2000181 and TS 23.502 CR in S2-20-2000183 implements the proposal above.

It is proposed to send an LS reply to SA3, explaining that SA2 does not see the need to send the CAG ID by the UE.

Further it is proposed that:
PROPOSAL 2: The issue of ensuring that the Allowed CAG list in the UE and the network are aligned is a separate issue and needs to be evaluated separately including whether it is a FASMO issue.
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