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Abstract of the contribution: This paper proposes a solution to provide IMS services to SNPN subscribers reusing access level identifiers and credentials. 
1
Proposal

It is proposed to include the following into TR 23.700-07.
*** Start of changes ***
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6.X
Solution #<X>: Solution for providing IMS voice and emergency services for SNPN subscribers reusing access level identifiers and credentials
6.X.1
Introduction

This solution addresses Key Issue #3 ("Support of IMS voice and emergency services for SNPN"). The solution enables SNPN UEs to receive IMS and emergency services reusing access level identifiers and credentials to provide SNPN system. 

This solution has no impact on the configuration of SNPN UEs. The requirements for the SNPN 5GC and the subscription profile of SNPN UEs in the 5GC and the IMS system are also described.

6.X.2
Functional Description

6.X.2.1
Solution Principles

Figure 6.X.2.1-1 shows the reference architecture to provide IMS services to SNPN users used in this solution. 


[image: image1.emf]SNPN

DN (IMS Core) SNPN 5GC

UE

AMF SMF

UPF

NPN

3GPP Access

HSS-IMS

P-CSCF I/S-CSCF

N11

N4

N6

UDM

PCF

Rx/N5

Nxx

Gm

Cx/N70


Figure 6.X.2.1-1: Access to IMS services via Stand-alone Non-Public Network

This solution proposes that the IMS Core system is accessed over N6 reference point as a Data Network offered by the SNPN. Gm reference point between the UE ad the P-CSCF is managed as user plane traffic via UPF. 

This solution requires interconnectivity between P-CSCF and HSS-IMS in the IMS Core system with the PCF and the UDM at the SNPN 5GC.  

The solution requires that the SNPN 5GC enables relevant functionality to support IMS services as defined in section 5.16.3.1 of TS 23.501 [7]. This includes support for: 

-
Indication toward the UE if IMS voice over PS session is supported.

-
Capability to transport the P-CSCF address(es) to UE. The P-CSCF IP address(es) may be locally configured in the SNPN SMF or dynamically discovered by SMF via NRF.  
-
Support of P-CSCF restoration procedure.
 Not all the capabilities listed in in section 5.16.3.1 of TS 23.501 [7] are required in this case. For example, support for TADS is not required as IMS voice calls to/from SNPN users are expected to always be managed via NR. Similarly, domain selection for UE originating sessions shall be set in SNPN UEs to always generate voice calls over IMS.
In order to enable the use of IMS voice and emergency services to SNPN users, the only subscription information in the SNPN 5GC that needs to be considered is the setting of the IMS DNN as subscribed DNN in UDM. This can be leveraged through the onboarding procedure of SNPN users covered in different solutions of this TR. 

NOTE: 
This solution assumes that no additional requirements exist for the subscription of SNPN users in order to support SRVCC (all calls will be delivered via NR; i.e. no possibility to HO ongoing sessions to CS) and/or Multimedia Priority Services (no need for prioritization of calls amongst SNPN users). 

This solution proposes that SNPN UEs reuse the user identifiers and credentials used for accessing the SNPN 5GC for accessing the SNPN IMS system as follows: 

· SNPN UEs generates an IMPI (in NAI format) and an IMPU based on the SUPI used by the SNPN UE to access the SNPN 5GC. This SUPI based IMPI/IMPU pair is used during IMS registration (including emergency registration). The SUPI based IMPU is barred for call session establishment. 

· The SNPN UE credentials used for primary authentication in the SNPN 5GC are reused for IMS level authentication. 

In case the SNPN UE is provided with a USIM including AKA credentials, the HSS-IMS can requests AKA AVs to the UDM/ARPF over the Nxx reference point as already defined in TS 23.632 [8]. In this case, the UDM/ARPF rather behaves as an AuC and provides IMS AKA AVs to the HSS-IMS. 

Alternatively, in case that SNPN UEs use SUPIs in NAI format (i.e. not IMSI based) and authentication credentials other than AKA, this solution proposes the use of GIBA, as defined in TS 23.228 [5], and TS 24.229 [6] adapted for 5GS to authenticate every SNPN UE accessing to IMS services. 

The GIBA security solution works by creating a secure binding in the HSS between the public/private user identity (SIP-level identity) and the IP address currently allocated to the user at the access level after authentication in the access network. Therefore, IMS level signalling, and especially the IMS identities claimed by a user, can be bound together securely to the PS domain bearer level security context. 
The adaptation of the GIBA concept to 5GS (i.e. 5G IMS Bundled Authentication, 5GIBA) enables an authentication mechanism for allowing access to the IMS domain to SNPN UEs based on the primary authentication of SNPN UEs in 5GC and without the need to provision IMS level credentials in SNPN UEs. See section 6.x.3 for further details. 

Additionally, the IMS subscription for SNPN UEs needs to include at least one additional IMPU used for call session establishment. 

· For call session establishment amongst SNPN users, the IMPUs defined in IMS subscriptions for SNPN users can be assigned by the SNPN. 

· For call session establishment to/from SNPN users with PLMN or PSTN numbers the SNPN operator needs to have the means to be allocated E.164 routable numbers and be able to establish NNI connectivity with other PLMN and PSTN networks. How this is done is out of the scope of this solution.   

Finally, the IMS subscription for SNPN UEs needs to include a subscription profile for multimedia telephony service. Subscription profile for additional IMS related services (e.g. messaging, presence, …) can be provisioned on a per need basis. The provisioning of the IMS subscriptions for SNPN UEs in the IMS system may be also realized during onboarding of the SNPN UE in the SNPN 5GC or via auto-activation mechanism during registration in the IMS system. The details of this process are though out of the scope of this solution. 
The rest of the IMS procedures are used as is today. The HSS-IMS and the UDM may interact over the Nxx reference point during e.g. User location requests, P-CSCF restoration procedures as defined in TS 23.632 [8]. 

6.X.3
Procedures

The procedure for the HSS-IMS to requests IMS-AKA AVs from UDM/ARPF is already described in TS 23.632 [8] (see section 5.2.3). 

The following figure depicts how the GIBA procedure can be adapted to 5G (i.e. 5GIBA procedure): 
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 Figure 6.X.3-1: 5GIBA procedure 

During the establishment of the PDU session for the IMS DNN, this solution proposes that the SMF provides the UDM with the binding information (i.e. IP address, SUPI/GPSI) over the existing Nudm_UEContextManagement_Registration service operation (step 4). The UDM may indicate for which DNNs the reporting of binding information is required (5GIBA indicator in step 3).  

Later on, the SNPN UE initiates a SIP registration using an IMPI/IMPU pair based on the SUPI used in 5GC. For the authentication of SNPN user in IMS, this solution proposes that the HSS-IMS retrieves 5G binding information from UDM using Nudm_SDM_Get service operation. This interaction between HSS-IMS and UDM can be defined in the context of UDICOM for Release 17 in TS 23.632 [8]. The address of the UDM at the SNPN 5GC may be locally configured in the HSS-IMS at IMS system or they could be dynamically discovered by HSS-IMS via NRF.  

The HSS-IMS may also retrieve binding information from EPC and provide the latest one to the S-CSCF based on the timestamps. 
5GIBA avoids the need to provision IMS level credentials for IMS access in SNPN UEs and HSS-IMS of the IMS system. 

NOTE: 
Security aspects of the 5GIBA procedure need to be checked by SA3. 

6.X.4
Impacts on existing entities and interfaces
5GIBA support in 5GS needs to be defined as depicted in clause 6.X.3. 

The rest of IMS procedures are used as currently defined.

6.X.5
Evaluation

Editor's Note: This clause provides an evaluation of the solution.

*** End of changes ***
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