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Abstract of the contribution: a solution for Key Issue #1: Discovery of Edge Application Server.
1. Discussion
In order to avoid DNS hijacking/or DNS cache pollution DNS cache poisoning, DDoS attack, for security sensitive services (e.g. financial services), more and more DNS inquiry request/response have signature authentication and only the authoritative DNS server is used. A complete signature authentication should include two parts: signature recognition and signature verification. 
· If the inquiry request for server address is signed, then any change to request by any entity is not allowed, otherwise, the DNS server will determine the request from a fake DNS client.

· If the inquiry response is signed, then 
· If the server address in the inquiry response is changed by any entity on the forwarding route for the inquiry response, the DNS client will treat the responded server address as an untrusted address.
· If the inquiry response is replied by some proxy DNS server directly rather than the destination DNS server, the signature verification won't success.

If the DNS server is out of the MNO, e.g. the authoritative DNS server provided by ISP, it doesn’t know the exact UE location, but only the IP address. IP address can work as a clue for UE location range, but it hints a big location range, e.g. a city. City level edge server doesn't attract OTT since they have already deployed their edge services at city granularity. 
Since DNS request is sent via MNO network, some solutions requires 1) MNO network to provide more precise UE location other than IP address, 2) MNO network to replace the server address responded by the outside DNS server with the local edge server address, or 3) MNO DNS work as proxy DNS and in recursive inquiry. However, those methods are treated as untrusted and cannot work when signature authentication is applied.
Hence, the local area based DNS is proposed, which is authoritative DNS server deployed by MNO. For applications using Edge Computing, the application client applies the MNO DNS server as the target DNS server. 
2.  Text Proposal
It is proposed to add the following solution into TR 23.748.
*******************************************Start the changes**************************************

6.X
Solution #X: Server discovery and rediscovery 
6.X.1
Introduction
This solution addresses the Key Issue #1: Discovery of Edge Application Server
This solution is based on assumption:
· Application Clients in the UE to use Edge Computing without any specific edge computing logic in the Application Client.
· DNS is deployed locally to provide the Address Inquiry Service for Edge Server in the local area, as shown in Figure 6.X.1-1
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Figure 6.X.1-1 Example for architecture
6.X.2
Functional Description
A LADN like mechanism can applied: The local service information include local serving area and local DNN. The local serving srea can be used to configure serving area of Edge server. When moving out of Local serving area, the route need by optimized e.g. by means SSC mode2/3 and the Edge Server need to be relocated as well.

An application with Edge Service can be configured with a RSD including a local DNN and a RSD of public DNN, the RSD with the public DNN is in the lowest priority. Based on this configuration, the local DNN is prioritized to be selected and only when the UE moves into the area without any local service coverage, the UE use the public DNN to connect to the network.
6.X.3
Procedures
6.x.3.1
Procedure for Edge Server discover when service start-up
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Figure 6.x.3.1-1 Procedure for Edge Server discover when service start-up 
Step1. During existing registration procedure or UCU procedure, the UE get the local configuration and UE policy. Applications which can use Edge Computing will be configured with local DNN in the UE policy. 
Step2. When there is pending service requirement for an applications which can use Edge Computing and the UE is located at a local serving area, UE initiates the PDU session setup be using the local DNN. And the SMF allocates a local DNS address to the UE based on the UE location during the PDU Session Setup procedure.
Step3. If there is no store IP address for the requested FQDN, the Application Client invokes the UE kernel to trigger a DNS request with the FQDN to the DNS address acquired from the network in step2. 
Step4. The Local DNS sends the DNS responses including the Edge Server’s address corresponding to the requested FQDN. The UE stores the DNS query record, e.g. including FQDN and corresponding IP address.
Step5-6. The Application Client initiate TCP connection request or Quic connection request to the selected Edge Server. 
6.x.3.2
Procedure for Edge Server refresh for ongoing service
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Figure 6.x.3.2-1 Procedure for Edge Server refresh for ongoing service
Step1. During UE mobility, if the UE moves from the old local Serving Area into the new local Serving Area. Under control of the network, as defined in clause 4.3.5 Session continuity, service continuity and UP path management in TS 23.502[X], the PSA is relocated or I-SMF is inserted. During this procedure, SMF allocates a new local DNS address corresponding to the new local service area to the UE based on the new UE location.

Step2-3. Based on the DNS address update, the UE refreshes the stored DNS query record by initiated DNS request to the new DNS address. Upon reception of response for DNS, the UE updates the DNS query record accordingly.
Step4-5. Conditionally, if the connection is TCP based, the UE initiates 2nd TCP connection request to the new Edge Server. 
6.X.4
Impacts on existing entities and interfaces

AMF

· Configure the local DNN for application using Edge Computing in the UE policy. The local DNN corresponding to local serving area.
SMF

· Configure the local DNS address for the UE based on UE location.
6.X.5
Evaluation

Editor's note:
This clause describes impacts to existing entities and interfaces.
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