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Abstract of the contribution: This paper discusses how to maintain security context synchronization between the UE and NG-RAN in fast RRC release case.
1. Discussion
In UP CIoT 5GS optimization, for the cases of “no further data transmission” and “single uplink transmission without a response”, the SA2 discussed whether to support the fast RRC release or not in last meeting. This is because the RRC connection needs to be released as soon as possible when there is no more data transmission between the UE and the NG-RAN. In this case, the UE is able to return to the RRC-IDLE with suspend, thus resulting in efficient management for the UE’s power. 
As shown in Figure 1, the RRC Release message with suspend indication is sent to the UE before the UE Context Resume procedure in order to support the fast RRC release. In addition, the fast RRC release indication is sent to the AMF by using the NGAP UE CONTEXT RESUME REQUEST message to inform that the UE immediately returns into the RRC-IDLE with suspend. Based on this indication, the AMF can restart the Periodic Registration Timer to avoid the state mismatch between the UE and AMF. 

Figure 1. Example for Connection Resume in RRC-IDLE with Suspend with EDT in [1]-[3].

However, in case a new NH derivation is needed in the AMF during the fast RRC release, when the NGAP UE CONTEXT RESUME REQUEST message is received, the AMF may need to derive the new NH value based on the security policy. In this case, the AMF computes a fresh NH from its stored data using the function described in TS 33.401 and TS 33.501, stores that fresh {NH, NCC} pair and sends it to the NG-RAN in the NGAP UE CONTEXT RESUME RESPONSE message. As mentioned before, however, the UE is already sent back to the RRC-IDLE with suspend before initiating the NG UE Context Resume procedure. Therefore, the NG-RAN is not able to deliver the new fresh {NH, NCC} pair to the UE immediately, thus resulting in different {NH, NCC} pair stored at the UE and the NG-RAN.
If the RRC Resume procedure for UP CIoT 5GS optimization is similar to the one for the UP CIoT EPS optimization, when the UE accesses to the NG-RAN to resume the RRC connection without the EDT, the NG-RAN can deliver the new fresh NCC value to the UE by using the RRC Resume message. However, when the UE requests to trigger the EDT for the UL data, there is a critical security problem between the UE and the NG-RAN since the UE uses the latest NCC value for EDT sent in the RRC Release message. While the UE ciphers the UL EDT data by using the UP key KUPenc based on existing unused {NHExisting, NCCExisting} pair provided in the last RRC Release message, the NG-RAN tries to decipher the UL EDT data by KUPenc from the new fresh {NHNew, NCCNew} pair received from the 5GC. Therefore, the NG-RAN fails to decipher the UL EDT data for the UE.
If the RRC Resume Request message in the UP CIoT 5GS optimization always contains the security key as in the RRC_INACTIVE state, this can lead to more critical security problem.
Observation 1: The fast RRC release may cause security key mismatch between the UE and NG-RAN.
In order to avoid security key mismatch between the UE and NG-RAN, the simple solution is that the AMF does not derive the new fresh {NH, NCC} pair for the fast RRC release case. When the Fast RRC Release Indication is included into the NGAP UE CONTEXT RESUME REQUEST message, the AMF stops the computation of the new fresh {NH, NCC} pair. Therefore, the UE and the NG-RAN are able to use the existing unused {NH, NCC} pair without additional signalling.
Proposal 1: For the fast RRC release case, the AMF stops the computation of the new fresh {NH, NCC} pair.

2. Proposal
Proposal 1: For the fast RRC release case, the AMF stops the computation of the new fresh {NH, NCC} pair.
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