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	Incoming BBF LS (BBF LIAISE-337 / S2-1908758) indicates that there are cases where for a FN RG the MAC address received by the W-AGF may not be unique or may correspond to an address allocated by the Wireline Access network.

SA3 LS in (S3-192278) states
SA3 is not aware of any specific regulatory difference between requirements for 3GPP and non-3GPP access to 3GPP core networks from a security perspective. Regulations require that the UE PEI is non-changeable but the format of the PEI is not mandated, with the exception that it needs to be in a globally standardised format (e.g. IMEI or IMEISV).
SA3 also confirm that all existing requirements relating to non-changeability and trustworthiness shall apply equally to PEIs used for 3GPP and non-3GPP access, including possible use with the EIR to block non-3GPP only, stolen UEs.

	
	

	Summary of change:
	To support various kinds of FN RG deployments, the PEI may contain the FN MAC address as configured by the RG manufacturer or a 5GC Line Identifier.

Identity Request is enforced by AMF even in FN RG case but EIR check may in some cases not be carried out
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	This CR's revision history:
	Rev2
· trusted removed in first bullet
· The MAC address received by the W-AGF
· indication that this address cannot be used as an Equipment identifier of the FN-RG
· When the PEI contains an indication that the MAC address cannot be used as an Equipment identifier of the FN-RG the FN-RG, the PEI cannot be trusted for regulatory purpose but it can be stored in CDR and used for troubleshooting
NOTE 2:	This is to support the case of legacy deployments for FN RG where either multiple FN RG can share the same MAC address or where the MAC address received by the W-AGF is not that of the FN RG but the MAC address of an intermediate entity between the FN RG and the W-AGF. 
· 
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FIRST CHANGE
[bookmark: _Toc19107103]4.7.7	PEI
If the 5G-RG (i.e. 5G-BRG and 5G-CRG) supports at least one 3GPP access technology (i.e. NG-RAN, E-UTRAN), the 5G-RG must be allocated a Permanent Equipment Identifier (PEI) in the IMEI or IMEISV format, as described in TS 23.501 [2]. The 5G-RG shall present this PEI to the network independent of access technology used by the 5G-RG (3GPP access technology or W-5GAN access technology).
If the 5G-BRG supports only W-5GAN access, the PEI shall contain the 5G-BRG MAC address.
If the 5G-CRG supports only W-5GAN access, the PEI shall contain the cable modem MAC address.
For FN-RG (i.e. FN-BRG and FN-CRG), the W-AGF shall provide a PEI containing the FN-RG MAC address to the networka PEI containing.:
· [bookmark: _Hlk20763396]The FN-RG MAC address: this shall be used by the W-AGF when it is known by configuration that the MAC address received by the W-AGF is unique (no other entity can use the same MAC address) and corresponds to the permanent MAC address configured on the RG by the manufacturer.
The MAC address provided in the PEI shall be the permanent MAC address configured on the RG by the manufacturer.
NOTE 1:	This assumes that the W-AGF will can see the actual permanent MAC address of the FN-RG and not the MAC address of any intermediate entity (e.g. DSLAM).
Editor's note:	The use of PEI based on MAC address as defined in this clause needs to be verified by BBF and Cablelabs.
· The MAC address received by the W-AGF together with an indication that this address cannot be used as an Equipment identifier of the FN-RG: this shall be used by the W-AGF when the conditions to provide a PEI containing the FN-RG MAC address are not met.

NOTE 2:	This is to support the case of legacy deployments for FN RG where either multiple FN RG can share the same MAC address or where the MAC address received by the W-AGF is not that of the FN RG but the MAC address of an intermediate entity between the FN RG and the W-AGF. 

NOTE 3:	When the PEI contains an indication that the MAC address cannot be used as an Equipment identifier of the FN-RG the FN-RG, the PEI cannot be trusted for regulatory purpose but it can be stored in CDR and used for troubleshooting. 


NEXT CHANGE (2)

[bookmark: _Toc19107137]7.2.1.3	FN-RG Registration via W-5GAN
The FN-RG registration management procedures are followed for both W-5GBAN and W-5GCAN. The FN-RG does not support N1 but instead the W-AGF handles the NAS signalling on behalf of the FN-RG.
Editor's note:	The procedure below may need to be updated based on outcome of BBF and SA WG3 discussions
When the connectivity is established between the FN-RG and the W-AGF in the W-5GAN, the W-AGF may authenticate the FN-RG; this is controlled by local policies and defined in BBF specifications. Then when the RM state of the FN-RG is "RM-DEREGISTERED" the W-AGF shall perform registration to 5GC as described in this clause, otherwise it performs Service Request as defined in clause 7.2.2.
Once the FN-RG is in RM-REGISTERED and CM-CONNECTED the W-AGF may setup PDU session(s) on behalf of the FN-RG (as described in clause 7.3.4).




Figure 7.2.1.3-1: FN-RG Registration via W-5GAN	Comment by LTHBM0: Step 12 perform steps 11-16 of 23.502
1.	The FN-RG connects to a W-AGF (W-5GAN) via a layer-2 (L2) connection, based on Wireline AN specific procedure.
	The FN-RG is authenticated by the W-5GAN based on Wireline AN specific mechanisms.
2.	W-AGF selects an AMF based on the AN parameters and local policy. W-AGF may use the Line ID / HFC identifier provided from the Wireline AN to determine the 5GC and AN parameters to be used for the FN-RG registration. How the W-AGF can determine the necessary 5GC and AN parameters is defined in BBF WT-456 [9] or CableLabs WR-TR-5WWC-ARCH [27].
3.	W-AGF performs initial registration on behalf of the FN-RG to the 5GC. The W-AGF sends a Registration Request to the selected AMF within an N2 initial UE message (NAS Registration Request, Line-ID/HFC-node-ID based ULI, Establishment cause, UE context request, Allowed NSSAI, Authenticated Indication).
	The NAS Registration Request contains the SUCI or 5G-GUTI of the FN-RG, security parameters/UE security capability, UE MM Core Network Capability, PDU Session Status, Follow-on request, the selected PLMN, Requested NSSAI and Establishment Cause. The 5G-GUTI, if available, has been received from the AMF during a previous registration and stored in W-AGF.
	The NSSAI parameters are provided based on W-AGF configuration. Based on W-AGF configuration of the 5GC NAS parameters, one or multiple Requested S-NSSAI may be used; e.g. when the W-AGF has been configured to use a specific slice for RG management purposes.
	The following differences exist, compared to 5G-RG case:
-	The W-AGF use SUCI as defined in clause 4.7.3 and clause 4.7.4.
-	The Authenticated Indication indicates to AMF and 5GC that the FN-RG has been authenticated by the access network.
	The SUCI is built by the W-AGF based on:
-	In the case of a BBF access: the Line ID together with an operator identifier of the operator administrating the Line ID.
-	In the case of a Cable access: the a HFC_Identifier together with an operator identifier of the operator administrating the HFC_Identifier.
NOTE 1:	Further description for how W-AGF obtain parameters required in AS and NAS message e.g. to build the SUCI is defined in BBF WT-456 [9] and CableLabs WR-TR-5WWC-ARCH [27].
4	If the AMF receives a SUCI, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 based on SUCI. If 5G-GUTI is provided, there is no need to map SUCI to SUPI and steps 5-9 can be skipped.
Editor's note:	Steps 5-9 can be later consolidated into a box in reference to the SA WG3 specification.
5.	AMF sends an authentication request to the AUSF in the form of, Nausf_UEAuthentication_Authenticate. It contains the SUCI of the FN-RG. It also contains an indication that the W-5GAN has authenticated the FN-RG.
6.	AUSF selects a UDM as described in TS 23.501 [2], clause 6.3.8 and sends a Nudm_UEAuthentication_Get Request to the UDM. It contains the SUCI of the FN-RG and indication that the W-5GAN has authenticated the FN-RG.
7.	UDM invokes the SIDF to map the SUCI to a SUPI.
8.	UDM sends a Nudm_UEAuthentication_Get Response to the AUSF. It contains the SUPI corresponding to the SUCI. It also contains an indication that authentication is not required for the FN-RG.
9.	AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF. This response from AUSF indicates that authentication is successful, but no Kseaf is included. The response contains the SUPI corresponding to the SUCI.
	The procedure described in TS 23.502 [3] clause 4.2.2.2.3 may apply (the AMF decides if the Registration Request needs to be rerouted, where the initial AMF refers to the AMF).
10a.	AMF initiates a NAS security mode command procedure upon successful authentication. This is like that of the scenario of unauthenticated emergency calls for setting the NAS security algorithms.
	The NAS security mode command is sent from the AMF to the W-AGF. The selected NAS security algorithms of integrity protection algorithm and of ciphering algorithm are set to NULL. This message is encapsulated in a N2 Downlink NAS message.
Editor's note:	The above selection of NULL security algorithms should be confirmed by SA WG3.
10b.	W-AGF responds to the AMF with a NAS Security Mode Complete message in a N2 Uplink NAS transport message. A NAS security context is created between W-AGF and AMF.
11a.	Upon receiving NAS Security Mode Complete, the AMF shall send an N2 Initial Context Setup Request message (Old AMF, UE Aggregate MBR, GUAMI, Allowed NSSAI, UE security capability, Trace Activation, Masked IMEISV) to the W-AGF.
11b.	W-AGF notifies the to the AMF that the FN-RG context was created by sending a N2 Initial Context Setup Response.
12.	The AMF performs step 113-16 in TS 23.502 [3] clause 4.2.2.2.2.
The AMF may be configured by local policies to issue EIR check:
· Only in case the PEI is an IMEI or 
· Only in case the PEI is an IMEI or a user device trusted MAC address
These local policies may be defined on a per RAT Type basis
At FN-RG registration to UDM, the Access Type non-3GPP access is used. The UDM, based on Access and Mobility Subscription information authorizes the FN-RG to access the 5GC. The AMF compares the list of serving areas it receives from the UDM against the ULI from the W-AGF to check if the location information is allowed for the FN-RG. The AMF may also interact with the PCF for obtaining the Access and Mobility policy for the FN-RG.
13.	The AMF sends the N2 Downlink NAS transport with NAS Registration Accept message (5GS registration result, 5G-GUTI, Equivalent PLMNs, Non-3GPP TAI, Allowed NSSAI, Rejected NSSAI, Configured NSSAI, 5GS network feature support, network slicing indication, Non-3GPP de-registration timer value, Emergency number lists, SOR transport container, NSSAI inclusion mode) to the W-AGF.
	The following parameters are ignored by the W-AGF if received from the AMF: Emergency number lists, SOR transport container, NSSAI inclusion mode.
NOTE 2:	Further description on how W-AGF handles the parameters received from 5GC is provided in BBF WT-456 [9] and CableLabs WR-TR-5WWC-ARCH [27].
14.	The W-AGF sends a N2 Uplink NAS Registration Complete message back to the AMF when the procedure is completed. The W-AGF shall store the 5G-GUTI to be able to send it in potential later NAS procedures.
15.	The AMF performs step 23-24 in TS 23.502 [3] clause 4.2.2.2.2.
The W-AGF may continue by establishing PDU session(s) on behalf of the FN-RG.


NEXT CHANGE (3) all text is new

[bookmark: _Toc19107108]4.x	Support for IMS services

When FN RG is used, support IMS Emergency sessions without a SUPI are not supported. 


NEXT CHANGE (4)



NEXT CHANGE (5)


END OF CHANGES
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