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FIRST CHANGE
6.2.2
Data Collection from NFs

6.2.2.1
General
The Data Collection from NFs is used by NWDAF to subscribe/unsubscribe at any NF to be notified for data on a set of events.

The Data Collection from NFs is based on the services of AMF, SMF, UDM, PCF, NRF and AF (possibly via NEF):

-
Event Exposure Service offered by each NF as defined in TS 23.502 [3] clause 4.15 and clause 5.2.

-
other NF services (e.g. Nnrf_NFDiscovery and Nnrf_NFManagement in NRF as defined in TS 23.502 [3] clause 4.17)

This data collection service is used directly in order to retrieve behaviour data for individual UEs or groups of UEs (e.g. UE reachability), and also to retrieve global UE information (e.g. Number of UEs present in a geographical area).
Table 6.2.2.1-1: Services consumed by NWDAF for data collection

	Service producer
	Service
	Reference in TS 23.502 [3]

	AMF
	Namf_EventExposure
	5.2.2.3

	SMF
	Nsmf_EventExposure
	5.2.8.3

	PCF
	Npcf_EventExposure (for a group of UEs or any UE)
Npcf_PolicyAuthorization_Subscribe (for a specific UE)
	5.2.5.7

	UDM
	Nudm_EventExposure
	5.2.3.5

	NEF
	Nnef_EventExposure
	5.2.6.2

	AF
	Naf_EventExposure
	5.2.19.2

	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	
	Nnrf_NFManagement
	5.2.7.2


NOTE:
How NWDAF collects data from UPF is not defined in this Release of the specification.

To retrieve data related to a specific UE, the NWDAF shall first determine which NF instances are serving this UE as stated in table 6.2.2.1-2 unless the NWDAF has already obtained this information due to recent operations related to this UE.

Table 6.2.2.1-2: NF Services consumed by NWDAF to determine which NF instances are serving a UE

	Type of NF instance (serving the UE) to determine
	NF to be contacted by NWDAF
	Service
	Reference in TS 23.502 [3]

	UDM
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	AMF
	UDM
	Nudm_UECM
	5.2.3.2

	SMF
	UDM
	Nudm_UECM
	5.2.3.2

	BSF
	NRF
	Nnrf_NFDiscovery
	5.2.7.3

	PCF
	BSF
	Nbsf_Management
	5.2.13.2

	NEF
	FFS
	
	

	AF
	FFS
	
	


Editor's note:
The question of determining which NEF and AF instances are serving a UE is left for further study.

The UDM instance should be determined using NRF thanks to optional request parameters as stated in clause 4.17.4 of TS 23.502 [3].
Editor's note:
The parameter(s) to include in the request to the NRF to determine the UDM holding the UE subscription are FFS.

The AMF, SMF instances should be determined using a request to UDM providing the SUPI or the group identity. To determine the SMF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple SMFs (e.g. one per PDU session).

The BSF instance should be discovered using NRF thanks to optional request parameters (e.g. DNN list, IP domain list, IPv4 address range, IPv6 prefix range) as stated in clause 4.17.4 of TS 23.502 [3], or based on local configuration at the NWDAF.

Editor's note:
The question of providing or provisioning these parameters to the NWDAF is left for further study.

The PCF instance serving UE PDU Session(s) should be determined using a request to BSF with the SUPI. To determine the PCF serving a PDU session, the NWDAF should in addition provide the DNN and S-NSSAI of this PDU Session; otherwise the NWDAF will obtain a list of possibly multiple PCFs (e.g. one per PDU session).
Editor's note:
Whether there is a need to determine the PCF that serves the AMF or provides policies to the UE, and how to do it, is FFS.

Editor's note:
The question of providing or provisioning these parameters to the NWDAF is left for further study.

Editor's note:
The question of discovery of groups of UEs is left for further study.
NEXT CHANGE
6.7.2.4
Procedures

The NWDAF can provide UE mobility related analytics, in the form of statistics or predictions or both, to another NF. If the NF is an AF, and when the AF is untrusted, the AF will request analytics via the NEF, and the NEF will then convey the request to NWDAF.
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Figure 6.7.2.4-1: UE mobility analytics provided to an NF

1.
The NF sends a request to the NWDAF for analytics on a specific UE or a group of UEs, using either the Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service. The NF can request statistics or predictions or both. The type of analytics is set to UE mobility information. The NF provides the UE id or Internal Group ID in the Target of Analytics Reporting.

2.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may subscribe to events with all the serving AMFs for notification of location changes. This step may be skipped when e.g. the NWDAF already has the requested analytics available.
NOTE:
The NWDAF determines the AMF serving the UE or the group of UEs as described in subclause 6.2.2.1.
Editor's note:
Details for NWDAF collecting data from other NFs, AFs and OAM are FFS.

3.
The NWDAF derives requested analytics.

4.
The NWDAF provide requested UE mobility analytics to the NF, using either the Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1. The details for UE mobility analytics provided by NWDAF are defined in clause 6.7.2.3.
5-6. If at step 1, the NF has subscribed to receive notifications for UE mobility analytics, the NWDAF may generate new analytics and provide them to the NF.
NEXT CHANGE
6.7.3.4
Procedures

The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.
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Figure 6.7.3.4-1: Procedure for UE communication analytics

1.
5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Target of Analytics Reporting=SUPI(s)).


5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The Target of Analytics Reporting is set to SUPI or a list of SUPI. 

2a-b.
NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID).


In order to provide the requested analytics, the NWDAF may subscribe per application communication information from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI.


This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.

2c-d.
NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI).

In order to provide the requested analytics, the NWDAF subscribes to UE session information from SMFs. 

NOTE:
The NWDAF determines the SMF serving the UE as described in subclause 6.2.2.1.
3.
The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify.


The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Request response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.

5-7.
If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

NEXT CHANGE
6.7.5.4
Procedure
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Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification

1a.
A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Target of Analytics Reporting = Internal-Group-Identifier or SUPI).


A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 

1b.
AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting = External-group identifier or External UE ID).

For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsExposure_Subscribe (Analytics ID, Target of Analytics Reporting = External-group-identifier or External UE ID).

An AF may also subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 

2.
NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related AMF to collect UE behavioural information if it has not subscribed such data.  
NOTE 1:
The NWDAF determines the AMF serving the UE as described in subclause 6.2.2.1.

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.


If requested by NWDAF via Event Filter(s), the AMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

3.
NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Event Filter(s), Internal-Group-Identifier or SUPI).


The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.  
NOTE 2:
The NWDAF determines the SMF serving the UE as described in subclause 6.2.2.1.

The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the SMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

4.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

5a.
NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)).


If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b.
NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, External UE ID)).


If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE ID of the identified UE into the notification message.

NOTE 3:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.
END OF CHANGES
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