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1
Introduction

Incoming LS (S3-192281 and the attachment S3-192454) from SA3 informs registration failures in the registration procedure with AMF reallocation via NG-RAN, when the Initial AMF have already exchanged secure NAS message with UE before AMF reallocation. 
Incoming LS S3-193197 from SA3 further provides two deployment options in Rel-15 to avoid the above registration failures. Considering the frozen specification of Rel-15, the two options have no impact to UE. SA2 is requested to evaluate the two options and provides feedbacks. For Rel-16, SA3 is still discussing solutions, i.e. open for the solution. 
This contribution analyses the two deployment options as listed in S3-193197, and provides inputs to the accompanying reply LS S2-198948.
2
Discussion

2.1
Description of Registration Failures
The registration failure issue is briefly described here.
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Figure 1. Registration failure in SUCI registration

With SUCI registration, the UE and the Initial AMF complete NAS SMC procedure following the primary authentication (as depicted in step 1-4 in Figure 1), which establishes a NAS security context and security association between the UE and the Initial AMF. After the AMF reallocation via NG-RAN is performed, the Target AMF receives the Registration Request, and initiates primary authentication again as UE context is not transferred to the target AMF. The Target AMF sends the unprotected Authentication Request message to the UE. The UE will discard it as the UE already has security association established and will discard any unprotected NAS message. 
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Figure 2. Registration failure in 5G-GUTI registration

With 5G-GUTI registration (Figure 2), there are scenarios that the UE and the initial AMF will exchange secure NAS message before AMF reallocation via NG-RAN:

1. The Initial AMF perform primary authentication followed by NAS SMC (step 3-4 of Figure 2), either because NAS security context transfer is unsuccessful or because local policy at the Initial AMF instructs to do it. In this case, the Initial AMF and UE have agreed on new AMF key and new NAS counters.

2. The Initial AMF may select new security algorithms different than the one retrieved from the Old AMF and the Initial AMF initiates NAS SMC (step 4 of Figure 2). In this case, the Initial AMF and UE have NAS counters updated.

3. In UE context transfer in step 2, the Old AMF may generate and return a new key for initial AMF. The Initial AMF may decide not to perform primary authentication, but rather use the received new key from step 2 and initiate NAS SMC. In this case, the Initial AMF and UE have agreed on new AMF key and new NAS counters.   

In the above scenarios, the UE and the Initial AMF have established and activated new NAS security context (new key and/or new NAS counters). After reallocation via NG-RAN, the Target AMF receives the Registration Request message (step 8b of Figure 2). The NAS message (step 11 of Figure 2) sent from the Target AMF to the UE, is either unprotected or protected using the old security context retrieved from the Old AMF (in step 9 of Figure 2). The UE will discard it as it can not be verified by the security context the UE has established with the initial AMF. The registration will fail. 

2.2
Solution proposed by SA3
2.2.1
Solution1 (Option (A)) and the Impact
One option suggested by SA3 is that in Rel-15 the Initial AMF is deployed in a way to be able to interact with the Target AMF directly. That is option (A) (i.e. direct NAS reroute) defined in clause 4.2.2.2.4 in 23.502. 

When the UE and the Initial AMF have exchanged secure NAS message before AMF reallocation, the Initial AMF always performs direct NAS reroute for AMF reallocation. The Security context is transferred to the target AMF as part of the UE context which can be used for the following NAS message interaction with UE. 
Observation 1: This solution does not have the registration failure issue, and affects neither UEs nor the defined core networks. No changes are needed in Rel-15 specification. It only requires the interface between the initial AMF and target AMF. 
2.2.2
Solution 2 and the Impact
Another option suggested by SA3 is that in Rel-15, a ‘well connected NF’ is deployed, which acts as an intermedia and interacts with both Initial and Target AMF. Security context can be passed from Initial AMF to Target AMF via the ‘well connected NF’. Figure 3 shows the registration procedure with a ‘well connected NF’.
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Figure 3. Deployment option of a ‘well connected NF’
Comparing to existing Rel-15 specification, the change is at step 7, 8, 9.
Step 7. After the Initial AMF decides NAS reroute via RAN is needed, the Initial AMF selects a ‘well connected NF’ and sends security context to the ‘well connected NF’, which include the final target AMF information.
Step 8. The ‘well connected NF’ forwards the security context to the Target AMF per the information received from the initial AMF. 
From the above procedure description, we see several impacts to the SA2 specification: 

1) It is unclear what NF the ‘well connected NF’ is? 

If the ‘well connected NF’ is not the AMF, New NF and its service operation need to be defined for the communications between the Initial AMF and the ‘well connected NF’, as depicted in step 7 in Figure 3. 

If the ‘well connected NF’ is AMF, step 7 and 8 plausibly could use existing service Namf_Communicaiton_N1messageNotify. However, the Service operation of Namf_Communicaiton_N1messageNotify requires changes. For example, the address of Target AMF is required to be included in step 7. 
So the introduction of the ‘well connected NF’ into the existing architecture inevitably requires changes to Rel-15 defined service operation. This will introduce the potential inter operation issue. 
2) The deployment of the ‘well connected NF’ also introduces time delay caused by security context reroute (as shown in step 7, 8 in Figure 3.) 
3) In implementation, the use of the ‘well connected NF’ also requires extra resource cost, and brings extra configuration, management, and operation loads. For example, to avoid the ‘well connected NF’ becoming the communication bottleneck or single point of communication failure, loading balancing or extra configuration must be taken care of.   
Observation 2: This solution does not have the registration failure issue, and affects no UEs. But changes to the Rel-15 defined service operation are required, extra time delay is expected, extra resource costs are needed, management and operation loads are foreseeable.
2.2.3
Summary 

Both proposed solution as indicated by SA3 solve the problem. Solution 1 (Option A) has no impact on either UE or network, while solution 2 has impacts on the network side. That will cause the inter operation issue considering that Rel-15 specification has been frozen. 
For Rel-15 deployment, Option A can fulfil most of operator’s requirement, as the slice strong separation, which is the motivation for NAS reroute via RAN (Option B), may be rare case. Also as mentioned in LS, a new security mechanism for option B is expected to be defined in Rel-16.  
Therefore, we think for REL-15, Option A is enough. There is no need to change current specification.
3
Proposal

Based on the above analysis, this contribution request SA2 to endorse the usage of option 1, i.e. if the security association has been established between the UE and initial AMF, the AMF reallocation is done by executing option (A) in 23.502, and have SA3 informed in a reply LS. 
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