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* * * * Start of 1st Change * * * * 

[bookmark: _Toc11173464]4.12a.4	N2 procedures via Trusted non-3GPP Access
Editor's note:	The contents of this clause are to be completed.
[bookmark: _Toc11173465]4.12a.4.1	Service Request procedures via Trusted non-3GPP Access
The Service Request procedure via trusted non-3GPP access shall be supported as specified in clause 4.12.4.1 for the untrusted non-3GPP access with the following modifications:
-	The untrusted non-3GPP access is substituted by a trusted non-3GPP access.
-	The N3IWF is substituted by the TNGF.
-	The user plane between the UE and TNGF is established with IKEv2 signalling, as specified in clause 4.12a.5 (i.e. by using an IKEv2 Create_Child_SA exchange). The IKEv2 Create Child SA Request shall include the Additional QoS Information to reserve non-3GPP specific QoS resources as defined in clause 4.12a.5.
[bookmark: _Toc11173466]4.12a.4.2	Procedure for the UE context release in the TNGF
This procedure for releasing the N2 signalling connection and the N3 user plane connection for a UE connected to 5GC via trusted non-3GPP access, shall be the same as the procedure specified in clause 4.12.4.2 for the untrusted non-3GPP access with the following modifications:
-	The untrusted non-3GPP access is substituted by a trusted non-3GPP access point (TNAP).
-	The N3IWF is substituted by the TNGF.
-	If the UE has reserved any non-3GPP specific QoS resources, the UE releases these resources when the IKEv2 Child SA is released.
[bookmark: _Toc11173467]4.12a.4.3	CN-initiated selective deactivation of UP connection of an existing PDU Session associated with Trusted non-3GPP Access
The procedure described in clause 4.3.7 (CN-initiated selective deactivation of UP connection of an existing PDU Session) is used for CN-initiated selective deactivation of UP connection for an established PDU Session associated with trusted non-3GPP Access for a UE in CM-CONNECTED state, with the following exceptions:
-	The NG-RAN corresponds to a TNAN including a TNGF.
-	The user plane between the UE and TNGF, i.e. Child SA(s) for the PDU Session, is released not with RRC signalling but with IKEv2 signalling, as specified in clause 4.12a.7.
-	If the UE has reserved any non-3GPP specific QoS resources, the UE releases these resources when the IKEv2 Child SA is released.

* * * * Start of 2nd Change * * * * 

[bookmark: _Toc11173468]4.12a.5	UE Requested PDU Session Establishment via Trusted non-3GPP Access
After the UE registers to 5GC via trusted non-3GPP access, the UE may request a PDU Session establishment by using the same procedure as the one specified in clause 4.12.5 for untrusted non-3GPP access, with the following modifications:
-	The N3IWF in Figure 4.12.5-1 should be substituted with a TNGF and the Untrusted non-3GPP access should be substituted with a Trusted non-3GPP Access Point (TNAP).
-	The IKEv2 Create Child SA Request message that is sent by the TNGF to UE (in steps 4a and 4c), in order to establish a child SA for one or more QoS flows, shall also include Additional QoS Information. The Additional QoS Information shall contain:
a)	If the IPsec child SA carries a GBR flow: QoS Characteristics and GBR QoS Flow Information:
-	The QoS Characteristics are associated with the 5QI of the GBR flow and are defined in TS 23.501 [2], clause 5.7.3. The TNGF either receives the QoS Characteristics via the N2 interface (in case of a dynamically assigned 5QI), or is pre-configured with the QoS Characteristics (in case of a standardized 5QI).
-	The GBR QoS Flow Information (defined in TS 38.413 [10]) is part of the QoS Profile received via the N2 interface and contains: MFBR, GFBR, optionally a Notification Control, and optionally Maximum Packet Loss Rate. The Notification Control is not used by the UE.
b)	If the IPsec child SA carries a non-GBR flow: QoS Characteristics:
-	The QoS Characteristics are defined in bullet a) above.
	The TNGF may aggregate multiple GBR flows or multiple non-GBR flows into the same IPsec child SA. In this case, the TNGF derives, in an implementation specific way, the QoS Characteristics of the aggregated flow by considering the QoS Characteristics of the individual flows. Similarly, the TNGF derives, in an implementation specific way, the GBR QoS Flow Information of an aggregated GBR flow by considering the GBR QoS Flow Information of the individual GBR flows.
NOTE:	The above behaviour of the TNGF does not create any impact on the N2 interface.
-	After receiving an IKEv2 Create Child SA Request message, the UE shall use the Additional QoS Information contained in this message to determine what QoS resources to reserve over the non-3GPP access, including e.g. guaranteed bit rates and delay bounds for UL/DL communication. How the UE determines what QoS resources to reserve over the non-3GPP access and how these QoS resources are reserved, is outside the scope of 3GPP specifications.
-	If the UE fails to reserve QoS resources over non-3GPP access for the QoS flows associated with the child SA (e.g. because the non-3GPP access network rejects the allocation of the requested bit rates), the UE shall reject the IKEv2 Child SA Request.
Editor's note:	What occurs when the QoS resources reserved over the non-3GPP access are released, after the establishment of the PDU Session, is FFS.

* * * * Start of 3rd Change * * * * 

[bookmark: _Toc11173469]4.12a.6	UE or network Requested PDU Session Modification via Trusted non-3GPP access
The UE or network requested PDU Session Modification procedure via trusted non-3GPP access is the same procedure as the one specified in clause 4.12.6 for untrusted non-3GPP access, with the following modifications:
-	The N3IWF in Figure 4.12.6-1 should be substituted with a TNGF and the Untrusted non-3GPP access should be substituted with a Trusted non-3GPP Access Point (TNAP).
-	The IKEv2 Create Child SA Request sent by the TNGF in step 4a, in order to create new QoS flow(s) for the PDU Session, shall include the Additional QoS Information defined in clause 4.12a.5. If the UE decides to reserve QoS resources over non-3GPP access for the QoS flows associated with the Child SA but fails to reserve these resources, the UE shall reject the IKEv2 Child SA Request.
-	The IKEv2 Informational Request sent by the TNGF in step 4b shall include the Additional QoS Information defined in clause 4.12a.5, when the IKEv2 Informational Request is sent to modify one or more existing QoS flows. If the UE decides to reserve QoS resources over non-3GPP access for the QoS flows associated with the Child SA but fails to reserve these resources, the UE shall indicate the failure in the IKEv2 Informational Response. The TNGF includes the list of QoS flows which are failed to setup in step 5.
-	The IKEv2 Informational Request sent by the TNGF in step 4c to release an existing IKEv2 Child SA shall trigger the UE to release the resources reserved over non-3GPP access for this IKEv2 Child SA.
-	If, after the PDU Session establishment, the UE determines that the QoS resources reserved over non-3GPP access for the QoS flows associated with a Child SA are released, then the UE shall initiate an INFORMATIONAL exchange, as specified in RFC 7296 [3], to delete the Child SA. After the Child SA is deleted, the TNGF initiates PDU Session Modification procedure as described in step 1e, in clause 4.3.3.2, including the list of QoS flows, which are released.

* * * * Start of 4th Change * * * * 

[bookmark: _Toc11173470]4.12a.7	UE or network Requested PDU Session Release via Trusted non-3GPP access
The UE or the network can release a PDU Session via a trusted non-3GPP access network as specified in clause 4.12.7 for the untrusted non-3GPP access with the following modifications:
-	The untrusted non-3GPP access is substituted by a trusted non-3GPP access point (TNAP).
-	The N3IWF is substituted by the TNGF.
-	If the UE reserved any non-3GPP specific QoS resources, the UE releases these resources when the IKEv2 Child SA is released.

* * * * Start of 5th Change * * * * 

[bookmark: _Toc11173472]4.12a.9	Support of EAP Re-Authentication
The EAP Re-authentication Protocol (ERP) may be used, as specified in RFC 6696 [59], in order enable the UE move from a source TNAP to a target TNAP within the area of the same TNGF without a need to perform a full authentication.
To support EAP Re-authentication, the 5GC registration procedure specified in Figure 4.12a.2.2-1 shall be able to support the ERP implicit bootstrapping specified in RFC 6696 [59]. In particular, to support EAP Re-authentication, the 5GC registration procedure specified in Figure 4.12a.2.2-1 shall be extended as follows:
-	The TNGF shall implement the functionality as a local EAP Re-authentication (ER) server.
-	In step 6b, the N2 message sent from TNGF to AMF containing a NAS Registration Request shall also contain an ERP Request, which indicates that an EAP re-authentication root key (rRK) is needed. If necessary, the ERP Request may also contain a domain name, in which case, a domain-specific rook key (DSRK) is requested (see RFC 6696 [59]). In step 8a, the ERP Request is sent to the AUSF.
-	After the successful authentication in step 8b, the AUSF creates an EAP re-authentication root key (rRK) from the Extended Master Session Key (EMSK) by applying the procedures in RFC 5295 [60]. If a domain name was received in step 8a, then a DSRK is created instead.
-	In step 8c, the AUSF sends an ERP Response, which contains the created EAP re-authentication root key (e.g. rRK or DSRK) along with other information, such as the root key lifetime and an EMSKname, as specified in RFC 6696 [59]. The ERP Response is forwarded to TNGF in step 9a.
-	The TNGF applies the received EAP re-authentication root key to derive other EAP re-authentication keys, such as a re-authentication integrity key (rIK). These keys are stored in the TNGF and are used later when an EAP re-authentication procedure is initiated.
NOTE:	It is expected that SA WG3 will confirm the above steps and will define how the re-authentication root key (rRK) is created.
After the 5GC registration with ERP implicit bootstrapping is completed, the EAP re-authentication can be applied during a mobility event as shown in the figure below.


Figure 4.12a.9-1: ERP Exchange when the UE moves to another TNAP
-	When the UE moves to a target TNAP, which belongs to the same ERP domain as the domain of the source TNAP, an EAP re-authentication procedure is initiated as specified in RFC 6696 [59]. In step 1, the UE informs the target TNAP that it supports ERP.
-	The UE derives the same EAP re-authentication keys (e.g. in step 3) as those derived by TNGF during the 5GC registration procedure.
-	The EAP-Initiate/Re-auth in step 4 and the EAP-Finish/Re-auth in step 5 are both integrity protected using the re-authentication integrity keys created independently in the UE and in the TNGF. If these integrity keys are the same, the EAP re-authentication procedure is successful and the re-authentication MSK (rMSK) key is used to establish a security context between the UE and the target TNAP.
-	The above figure assumes that the IP address allocated to UE does not change during the mobility event. Therefore, after steps 1-6, the UE can use the same IP address to resume communication with the TNGF over the existing NWt connection.
-	The UE may reserve non-3GPP specific QoS resources based on the Additional QoS Information received during the QoS Flow establishment or modification. If the UE decides to reserve QoS resources over non-3GPP access for the QoS flows associated with the Child SA but fails to reserve these resources, the UE shall release the associated IKEv2 Child SA. In this case, the TNGF initiates the PDU Session Modification procedure as described in step 1e, in clause 4.3.3.2.

* * * * End of Changes * * * *
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