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FIRST CHANGE

(Observed Service Experience Analytics)

6.4
Observed Service experience related network data analytics

6.4.1
General

NWDAF may subscribe to the network data from 5GC NF(s) as defined in Table 6.4.2-2 and to the service data from AF, or via NEF, as defined in Table 6.4.2-1 to train a Service MOS Model for the given application and then provides the observed service experience for the application to a consumer NF or to OAM.

NOTE:
OAM uses the Observed Service Experience as defined in SA WG5 TSs.
6.4.2
Input Data

To derive observed service experience analytics, the NWDAF may collect service data from the AF as defined in table 6.4.2-1, network data from 5GC NFs as defined in table 6.4.2-2 and network data from OAM as defined in table 6.4.2-3.

Table 6.4.2-1: Service Data from AF related to the observed service experience

	Information
	Source
	Description

	Application ID
	AF
	To identify the service and support analytics per type of service (the desired level of service)

	Locations of Application
	AF/NEF
	Locations of application represented by a list of DNAI(s). The NEF may map the AF-Service-Identifier information to a list of DNAI(s) when the DNAI(s) being used by the application are statically defined.

	Service Experience
	AF
	Refers to the QoE as established in the SLA and during on boarding. It can be either e.g. MOS or video MOS as specified in ITU-T P.1203.3 [11] or a customized MOS

	Timestamp
	AF
	A time stamp associated to the observed level of Service Experience provided by the AF, mandatory if the observed Service Experience is provided by the ASP.


NWDAF subscribes the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].

Table 6.4.2-2: QoS flow level Network Data from 5GC NF related to the QoS profile assigned for a particular service (identified by an Application Id or IP filter information)

	Information
	Source
	Description

	Timestamp
	5GC NF
	A time stamp associated with the collected information.

	Location Info
	AMF
	The UE location information when the service is delivered.

	DNN
	SMF
	To identify the DNN for the PDU Session which contains the QoS flow

	S-NSSAI
	SMF
	To identify the S-NSSAI for the PDU Session which contains the QoS flow

	Application ID
	PCF/SMF
	Provided by the AF, which is used by NWDAF to identify the application service provider and application for the QoS flow

	IP filter information
	
	Provided by the AF, which is used by NWDAF to identify the service data flow for policy control and/or differentiated charging for the QoS flow

	QFI
	AMF/PCF/SMF
	QoS Flow Identifier

	QoS flow Bit Rate
	UPF
	The observed bit rate for UL direction; and

The observed bit rate for DL direction

	QoS flow Packet Delay
	UPF
	The observed Packet delay for UL direction; and

The observed Packet delay for the DL direction

	Packet transmission
	UPF
	The observed number of packet transmission

	Packet retransmission


	UPF
	The observed number of packet retransmission


Table 6.4.2-3: UE level Network Data from OAM related to the QoS profile
	Information
	Source
	Description

	Reference Signal Received Power
	OAM
	The per UE measurement of the received power level in a network cell, including SS-RSRP, CSI-RSRP as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRP as specified in clause 5.5.5 of TS 36.331 [15]

	Reference Signal Received Quality
	OAM
	The per UE measurement of the received quality in a network cell, including SS-RSRQ, CSI-RSRQ as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRQ as specified in clause 5.5.5 of TS 36.331 [15]

	Signal-to-noise and interference ratio
	OAM
	The per UE measurement of the received signal to noise and interference ratio in a network cell, including SS-SINR, CSI-SINR, E-UTRA RS-SINR, as specified in clause 5.1 of TS 38.215 [12]


NWDAF subscribes the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.

The time stamp are provided by both the AF and each NF to allow correlation of QoS and traffic KPIs for training. The clock reference is able to know the accuracy of the time and correlate the time series of the data retrieved from AF and each NF.
NEXT CHANGE

(Observed Service Experience Analytics)

6.4.4
Procedures to request Service Experience for an Application
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Figure 6.4.4-1: Procedure to NWDAF assisted QoS profile provisioning and adjustment

This procedure allows the consumer to request Analytics ID "Service Experience" for a particular Application. The consumer includes both the Application ID for which the Service Experience is requested and indicates that the target group is "any UE".  At the same time, for an Application Id, a set of initial QoS parameter combinations per service experience window (e.g. one is for  QUOTE 90%≥h1≥85% 3<Service MOS<4 and another is for  QUOTE 90%≥h1≥85% 4<Service MOS<5) is defined in PCF (e.g. by configuration of operator policies) that may be updated based on the Service Experience reported by NWDAF.

1.
Consumer NF sends an Analytics request/subscribe (Analytics ID = Service Experience, Analytics Filter information = (Application ID, time window, S-NSSAI, DNN, Area of Interest)) to NWDAF by invoking a Nnwdaf_AnalyticsSubscription_Subscribe.
2a. NWDAF may subscribe the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].

2b.
NWDAF may subscribe the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.

2c. With the available data, the NWDAF offline trains a Service QoE Model for the given application, which will be used to determine/estimate the Service experience for the application later on.

NOTE 1:
The data collection call flow only shows a subscription-notification model for the simplicity instead of both request-response model and subscription-notification model.
Editor's notes:
The explicit list of input data from OAM (such as PM measurements) is not finalised and FFS.

NOTE 2:
QoE measurements from the applications are based on outcome of the ongoing SA5 Rel-16 WID  "Management of QoE measurement collection" which addresses how to collect the QoE measurements from the applications in the UE.

3.
The NWDAF provides the data analytics, i.e. the observed Service Experience (which can be a range of values) to the consumer NF by means of Nnwdaf_AnalyticsSubscription_Notify, indicating how well the used QoS Parameters satisfy the Service MoS agreed between the MNO and the end user or between the MNO and the external ASP:

a)
The observed Service Experience e.g. average observed Service MOS.

b)
Spatial validity condition, when the estimated Service Experience applies.

-
If Area of Interest is applied in step 1, spatial validity shall apply to the requested Area of Interest.
c)
Time validity condition, when the estimated Service Experience applies.

NOTE 3:
The call flow only shows a request-response model for the simplicity instead of both request-response model and subscription-notification model.

-
If the consumer NF is PCF and it determines that the application SLA is not satisfied, it may take into account the Observed Service Experience and the operator policies including SLA and required Service Experience (which can be a range of values) to determine the used QoS parameters to be applied for the service, as defined in clause 6.1.1.3 and clause 6.2.1.2, TS 23.503 [4].
NOTE 4:
The non-real time data information from AF includes the service experience data (see Table 6.4.2-1), which indicates the service quality during the service lifetime.
NEXT CHANGE

(Observed Service Experience Analytics)

6.4.5
Procedures to request Service Experience reported for a UE
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Figure 6.4.5-1: Procedure to report Service Experience within a slice

This procedure allows the consumer to request Analytics ID "Service Experience" within a slice either for all UE registered in that slice or for a group of UEs, the consumer can also indicate if the Service Experience is requested for a specific Application.

Editor's note:
The differences between procedure 6.4.4.-1 and 6.4.5-1 is FFS.

NOTE 1: OAM is the only known consumer of this Analytics ID in this release.
1.
A consumer NF sends an Analytics request/subscribe (Analytics ID = Service Experience, Analytics Filter information = (SUPI(s), time window, S-NSSAI)) to NWDAF by invoking a Nnwdaf_AnalyticsSubscription_Subscribe.
2a.
NWDAF may subscribe the service data from AF that are registered in NRF as serving the slice in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = SUPI(s), Application Id(s)) as defined TS 23.502 [3].

2b.
NWDAF may subscribe the network data from 5GC NF(s) within the slice in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.

2c.
With the available data, the NWDAF offline trains a Service QoE Model for each application in the slice. This will be used to determinate the Observed Service Experience for each UE, Application or both.

NOTE 2:
The data collection call flow only shows a subscription-notification model for the simplicity instead of both request-response model and subscription-notification model.
Editor's notes:
The explicit list of input data from OAM (such as PM measurements) is not finalised and FFS.

NOTE 3:
QoE measurements from the applications are based on outcome of the ongoing SA5 Rel-16 WID  "Management of QoE measurement collection" which addresses how to collect the QoE measurements from the applications in the UE.

3.
The NWDAF provides the data analytics, i.e. the observed Service Experience (which can be a range of values) to the consumer NF by means of Nnwdaf_AnalyticsSubscription_Notify, indicating how well the used QoS Parameters satisfy the Service MoS agreed between the MNO and the end user or between the MNO and the external ASP:

a)
The observed Service Experience e.g. average observed Service MOS.

b)
Spatial validity condition, when the estimated Service Experience applies.

c)
Time validity condition, when the estimated Service Experience applies.

d) S-NNSAI to indicate the slice for which Analytics information is provided

e) List of SUPIs for which Analytics information is provided

f) List of Applications that are served by the slice, identified by a S-NSSAI. 

NOTE 4:
The call flow only shows a request-response model for the simplicity instead of both request-response model and subscription-notification model.
NEXT CHANGE

(NF load analytics)

6.5.4
Procedures
The procedure depicted in Figure 6.5.4-1 allows a consumer NF to request analytics to NWDAF for NF load of various NF instances as defined in 6.5.1.
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Figure 6.5.4-1: NF load analytics provided by NWDAF

1.
The NF sends a request to the NWDAF for analytics for NF load for a specific NF, using either the Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription service. The Analytics ID is set to NF load information, the target for analytics is set to NF id. The NF can request statistics or predictions or both and can provide a time window.

2-5.
If the request is authorized, and in order to provide the requested analytics, the NWDAF may need for each NF targeted instance to subscribe to OAM services to retrieve the target NF resource usage following steps captured in clause 6.2.3.2 for data collection from OAM. Steps 2-5 may be skipped when e.g. the NWDAF already has the requested analytics.

Editor's note:
The exact SA WG5 service used is FFS.

NOTE:
The call flow only shows a subscription/notification model for the simplicity, however both request-response and subscription-notification models should be supported.

6.
The NWDAF may retrieve the NF load and NF status information from NRF using Nnrf_NFManagement_NFStatusSubscribe service operation for each NF instance.

7.
The NWDAF derives requested analytics.

8.
The NWDAF provide requested NF load analytics to the NF, using either the Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Subscribe response, depending on the service used in step 1.

9-11. If at step 1 the NF has subscribed to receive continuous reporting of NF load analytics, the NWDAF may generate new analytics and provide them to the NF upon reception of notification of new NF load information from OAM.

NEXT CHANGE

(Network Performance Analytics)

6.6.2
Input Data
The NWDAF may collect Load and Performance information in an Area of Interest from the sources listed in Table 6.6.2-1 and number of UEs within Area of Interest from the sources listed in Table 6.6.2-2.

NOTE:
The tables below shows the information provided to the NWDAF, in other words the information provided by NWDAF is not shown here but in the procedures in clause 6.6.4.

Table 6.6.2-1:  Load and Performance information collected by NWDAF
	Load information
	Source
	Description

	 Load and performance information
	OAM
	Statistics on RAN load and performance per Cell Id in the Area of Interest.

	Load information
	NRF
	Load per NF


Table 6.6.2-2:  Number of UEs in Area of Interest information collected by NWDAF
	Number of UEs information
	Source
	Description

	Number of UEs
	AMF
	Number of UEs in an Area of Interest


NEXT CHANGE

(Network Performance Analytics)

6.6.4
Procedures
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Figure 6.6.4-1: Procedure for subscription to network performance analytics

1.
The NF sends Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID="Network Performance", Analytics Filter="Area of interest" or "Area of interest" and "Internal Group Identifier", Observation Period(s)) to the NWDAF.

2a-2d.
The NWDAF may discover from NRF the AMF(s) belonging to the AMF Region(s) that include(s) the Area of Interest and subscribes to NF load information from NRF about these AMF(s).

3a-3b.
The NWDAF may subscribe to OAM services to get the load information on the Area of Interest, following the procedure captured in Clause 6.2.3.2.

Editor's note:
The exact SA WG5 service, granularity (NF, eNB) and measurement or KPI that are used for load.

4a-4b.
The NWDAF may collect the number of UEs located in the Area of Interest from AMF using Namf_EventExposure_Subscribe service, including the Target Event Reporting provided as an input parameter (i.e. any UE or Internal Group Identifier).
Editor's note:
An Event ID such as "Number of UEs present in a geographical area" needs to be added to TS 23.502 [3] clause 5.2.2.3.1, as currently this Event ID is only specified for NEF.
5.
The NWDAF derives the requested analytics.

6.
The NWDAF sends Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Request response (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion).

7-8. A change of network performance information, i.e. change in the load in the area of interest at the observed period, is detected by OAM, or a change in the NF load information is reported by NRF, and is notified to NWDAF.

9.
The NWDAF derives new analytics based on the most recent data collected.

10.
The NWDAF provides a notification using Nnwdaf_AnalyticsSubscription_Notify (one or more instances of the n-tuple (Load in Area of Interest and number of UEs, timestamp) SubscriptionCorrelationId, Probability of assertion.
NEXT CHANGE

(UE Mobility Analytics)

6.7.2.2
Input Data

The NWDAF supporting data analytics on UE mobility may collect UE mobility information from OAM, 5GC and AFs:
-
UE mobility information from OAM is UE location carried in MDT data;

-
Network data related to UE mobility that NWDAF may collect from 5GC is defined in the Table 6.7.2.2-1;
-
Service data related to UE mobility that NWDAF may collect from AFs is defined in the Table 6.7.2.2-2;
Table 6.7.2.2-1: UE Mobility information collected from 5GC 
	Information
	Source
	Description

	UE ID
	AMF
	SUPI

	UE locations (1..max)
	AMF
	UE positions

	   >UE location
	
	TA or cells that the UE enters

	   >Timestamp 
	
	A time stamp when the AMF detects the UE enters this location

	Type Allocation code (TAC)
	AMF
	To indicate the terminal model and vendor information of the UE. The UEs with the same TAC may have similar mobility behavior. The UE whose mobility behavior is unlike other UEs with the same TAC may be an abnormal one.

	Frequent mobility re-registration
	AMF
	A stationary UE may re-select between neighbour cells due to radio coverage fluctuations. This may lead to multiple re-registrations if the cells belong to different registration areas. The number of re-registrations may be an indication for abnormal behaviour.



Table 6.7.2.2-2: Service Data from AF related to UE mobility
	Information
	Description

	UE ID
	Could be GPSI or external UE ID

	Application ID
	Identifying the application providing this information

	UE trajectory (1..max)
	Timestamped UE positions

	   >UE location
	Geographical area that the UE enters

	   >Timestamp 
	A time stamp when UE enters this area


Depending on the requested level of accuracy, data collection may be provided on samples (e.g. spatial subsets of UEs or UE group, temporal subsets of UE location information).
NEXT CHANGE

(UE Communication Analytics)

6.7.3.2
Input Data

The NWDAF supporting data analytic on UE communication may collect communication information for the UE from 5GC. The detailed information collected by the NWDAF includes service data related to UE communication as defined in the Table 6.7.3.2-1.
Table 6.7.3.2-1: Service Data from 5GC related to UE communication
	Information
	Source
	Description

	UE ID
	AF
	Could be GPSI or external UE ID

	Internal Group ID
	
	To identify UE group if available

	Correlation information
	AF
	Identifying the application generating the traffic

	Application ID
	AF
	Identifying the application providing this information

	Communication pattern parameters
	AF
	Same as communication pattern specified in TS 23.502 [3]

	UE communication (1..max)
	AF
	Communication description per application

	   >Communication start
	
	The time stamp that this communication starts

	   >Communication stop 
	
	The time stamp that this communication stops

	   >UL data rate 
	
	UL data rate of this communication expected by the application

	   >DL data rate 
	
	DL data rate of this communication expected by the application

	Type Allocation code (TAC)
	AMF
	To indicate the terminal model and vendor information of the UE. The UEs with the same TAC may have similar communication behavior. The UE whose communication behavior is unlike other UEs with the same TAC may be an abnormal one.


The correlation information may be used to correlate the communication information collected from an AF with the communication information collected from SMF(s). Other correlations can be made within the NWDAF using UE communication time pattern.
Depending on the requested level of accuracy, data collection may be provided on samples (e.g. spatial subsets of UEs or UE group, temporal subsets of UE communication information).
 NEXT CHANGE

(UE Communication Analytics)

6.7.3.4
Procedures

The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.
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Figure 6.7.3.4-1: Procedure for UE communication analytics

1.
5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Analytics Filter=SUPI).


5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The analytics target indicated by Analytics Filter is set to SUPI or a list of SUPI. 

2a-b.
NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID).


In order to provide the requested analytics, the NWDAF may subscribe per application communication information from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI.


This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.

2c-d.
NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI).

In order to provide the requested analytics, the NWDAF may subscribe to UE session information from SMFs. 

3.
The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.


The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.

5-7.
If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

NEXT CHANGE

(Expected UE Behaviour Analytics)

6.7.4.2
Input Data

In order to produce "UE Mobility" analytics, the NWDAF may collect UE mobility information as defined in clause 6.7.2.2.
In order to produce "UE Communication" analytics, the NWDAF may collect UE communication information as defined in clause 6.7.3.2.
NEXT CHANGE

(Expected UE Behaviour Analytics)

6.7.4.4
Procedures
6.7.4.4.1
NWDAF-assisted expected UE behavioural analytics
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Figure 6.7.4.4.1-1: NWDAF assisted expected UE behavioural analytics procedure

1.
5GC NF (e.g., AMF, SMF, AF and UDM) to NWDAF: Nnwdaf_AnalyticsInfo_Request (Analytics ID, Analytics Filter=SUPI) or Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting =SUPI).


The Analytics ID is set to "UE Mobility" or to "UE Communication"," and the consumer request predictions.

2a-b.
[Conditional] The NWDAF may request to AMF Namf_EventExposure_Subscribe (Event ID, SUPI), to request location report for the UE, if the Analytics ID is set to "UE Mobility", unless the information is available.

2c-d.
[Conditional] The NWDAF may request to SMF Nmf_EventExposure_Subscribe (Event ID, SUPI), to request communication report for the UE, if the Analytics ID is set to "UE Communication", unless the information is available.

3.
The NWDAF derives requested analytics, i.e. predictions.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.


The NWDAF provides requested Expected UE behaviour to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.

5-6.
If the NF subscribed to at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.
NEXT CHANGE

(Abnormal Behaviour Analytics)

6.7.5.2
Input Data

The Exceptions information from AF is as specified in Table 6.7.5.2-1.

On request of the service consumer, the NWDAF may collect and analyse UE behavioural information and/or expected UE behavioural parameters from the 5GC NFs (SMF, AMF, AF).

The UE behavioural information which NWDAF may collect from 5GC NFs is as specified in clauses 6.7.2.2 and 6.7.3.2.

The expected UE behavioural parameters provided to the NWDAF are defined in clause 4.15.6.3, TS 23.502 [3].
Table 6.7.5.2-1: Exceptions information from AF 

	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.7.5.3-2) of the data flow.

	  >Exception Level
	Measured level, compared to the threshold

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE:
The Exceptions information could help NWDAF to train an Abnormal classifier to classify the UE behaviour data into Normal behaviour or Exception.


NEXT CHANGE

(User Data Congestion Analytics)

6.8.2
Input data

The detailed information which NWDAF may collect for user data congestion analytics is defined in Table 6.8.2-1.

Table 6.8.2-1: Service Data from the NF related to User Data Congestion Analytics

	Information
	Source
	Description

	UE Location
	AMF
	UE location information that maybe provided to the NWDAF when the NWDAF is used derive the Area of Interest.

	AMF ID
	UDM
	The AMF ID to be used for obtaining the UE's location.

	Performance Measurements
	OAM
	Performance Measurements that will be used by the NWDAF to determine congestion levels. Performance Measurements are related to information transfer over the user plane and/or the control plane (e.g. UE Throughput, DRB Setup Management, RRC Connection Number, PDU Session Management, and Radio Resource Utilization as defined in TS 28.552 [8]).


Editor's note:
The exact performance measurements (or KPIs) that are collected from the OAM need to be coordinated with SA5.
NEXT CHANGE

(Potential QoS Change Analytics)

6.9.2
Input data
The detailed information which NWDAF may collect for potential QoS change analytics is defined in Table 6.9.2-1.
Table 6.9.2-1: Data collection for Potential QoS Change analytics

	Information
	Source
	Description

	UE non-GBR average bitrate
	OAM TS 28.552 [8]
	Average UE bitrate in the cell per timeslot, per cell, per 5QI and per S-NSSAI.

	GBR average failure rate
	OAM TS 28.552 [8]
	Average failure rate in the cell per timeslot, per cell, per 5QI and per S-NSSAI.


NOTE 1:
The timeslot is the time interval split according to the time unit of the OAM statistics defined by operator.

NOTE 2:
Parameter "GBR average failure rate" is to be defined in TS 28.552 [8].
END OF CHANGES
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