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* * * Start of 1st Change * * * *
[bookmark: _Toc11154626][bookmark: _Toc501716763][bookmark: _Toc4578471][bookmark: _Toc462482546]6.7.3.4	Procedures
The NWDAF can provide UE communication related analytics, in the form of statistics or predictions or both, to a 5GC NF.


Figure 6.7.3.4-1: Procedure for UE communication analytics
1.	5GC NF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID=UE communication analytics, Target of Analytics ReportingAnalytics Filter=SUPI(s)).
	5GC NF sends a request to the NWDAF for analytics on a specific UE(s), using either Nnwdaf_AnalyticsInfo or Nnwdaf_AnalyticsSubscription_Subscribe service. The analytics type indicated by "Analytics ID" is set to "UE communication". The analytics target indicated by Analytics Filter is set to SUPI or a list of SUPI. 
2a-b.	NWDAF to AF (Optional): Naf_EventExposure_Subscribe (Event ID, external UE ID).
	In order to provide the requested analytics, the NWDAF may subscribe per application communication information from AFs for the UE. The Event ID indicates communication report for the UE which is requested by the 5GC NF in the step 1. The external UE ID is obtained by the NWDAF based on UE internal ID, i.e., SUPI.
	This step is skipped if the NWDAF already has the requested analytics available or has subscribed to the AF.
2c-d.	NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID, SUPI).
	In order to provide the requested analytics, the NWDAF subscribes to UE session information from SMFs. 
3.	The NWDAF derives requested analytics, in the form of UE communication statistics or predictions or both.
4.	NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.
	The NWDAF provides requested UE communication analytics to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.
5-6.	If the NF subscribed UE communication analytics at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

* * * Start of 2nd Change * * * *
[bookmark: _Toc11154632]6.7.4.4.1	NWDAF-assisted expected UE behavioural analytics


Figure 6.7.4.4.1-1: NWDAF assisted expected UE behavioural analytics procedure
1.	5GC NF (e.g., AMF, SMF, AF and UDM) to NWDAF: Nnwdaf_AnalyticsInfo_Request (Analytics ID, Target of AnalyticsAnalytics Filter=SUPI) or Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting =SUPI).
	The Analytics ID is set to "UE Mobility" or to "UE Communication"," and the consumer request predictions.
2a-b.	[Conditional] The NWDAF requests to AMF Namf_EventExposure_Subscribe (Event ID, SUPI), to request location report for the UE, if the Analytics ID is set to "UE Mobility", unless the information is available.
2c-d.	[Conditional] The NWDAF requests to SMF Nmf_EventExposure_Subscribe (Event ID, SUPI), to request communication report for the UE, if the Analytics ID is set to "UE Communication", unless the information is available.
3.	The NWDAF derives requested analytics, i.e. predictions.
4.	NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify.
	The NWDAF provides requested Expected UE behaviour to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_AnalyticsSubscription_Notify, depending on the service used in step 1.
5-6.	If the NF subscribed to at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

* * * Start of 3rd Change * * * *
[bookmark: _Toc11154637]6.7.5.4	Procedure


Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification
1a.	A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Target of Analytics ReportingAnalytics Filter(s) = Internal-Group-Identifier or SUPI).
	A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 
1b.	AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics ReportingAnalytics Filter(s) = External-group identifier or External UE ID).
	For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics ReportingAnalytics Filter(s) = External-group-identifier or External UE ID).
	An AF may also subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 
2.	NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).
	The NWDAF sends subscription requests to the related AMF to collect UE behavioural information if it has not subscribed such data.  
	The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
NOTE 1:	Based on operator's configuration, the NWDAF can request the AMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
Editor´s note:	Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.
3.	NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).
	The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.  
	The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.
NOTE 2:	Based on operator's configuration, the NWDAF can request the SMF to check whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
Editor´s note:	Whether new event ID(s) or Event Filters needs to be defined for reporting UE behaviour deviating from its expected UE behaviour is FFS.
4.	The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.
5a.	NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)).
	If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b.	NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, External UE ID)).
	If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE ID of the identified UE into the notification message.
NOTE 3:	Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.

* * * End of Changes * * * *
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