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Abstract of contribution: This paper discusses how to enforce the forwarding of broadcast or multicast packets inside a UPF for a 5G VN group.
Discussion

5G VN group communication includes one to many communication which supports routing of multicast traffic and broadcast traffic from one UE to many/all UEs within a 5G VN. This includes:
· forward the broadcast packets from UE to all N19 tunnels, all UEs (except the sender UE) and N6;
· forward the broadcast packets from N19/N6 to all UEs;
· forward the multicast packets from UE to selected N19 tunnels, selected UEs (except the sender UE) and N6;
· forward the multicast packets from N19/N6 to selected UEs;
As specified by TS29.244, on receipt of a user plane packet, the UPF shall find the first PDR matching the incoming packet among all the provisioned PDRs, starting with the PDRs with the highest precedence and continuing then with PDRs in decreasing order of precedence. This ensures that only the highest precedence PDR matching the packet shall be selected, i.e. the UP function shall stop the PDRs lookup once a matching PDR is found. The current packet processing flow in the UP function is illustrated in the figure below.
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Packet processing flow in the UP function
In order to forward one multicast/broadcast packet to many/all UEs in a 5G VN group, the UPF shall duplicate this packet into multiple copies, each is matched with a different PDR and forwarded by the associated FAR. To comply with the principles as specified by TS29.244, the CP function may provision more than one PDRs, each of which has the different value on at least one of the match fields of its PDI. In order to match one copy of multicast/broadcast packet to the PDR of a target N4 Session, the CP function shall set one “special value” for one of matches filed of the PDI in the PDR, and instruct the UPF to forward the copy together with this “special value”. This is illustrated in the figure below.
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The two-step detection and forwarding process for broadcast/multicast packet 

In the first step of the two-step detection and forwarding process, the SMF configures the PDR/FAR in the group-level N4 Session. When this PDR is matching with one multicast/broadcast packet, as instructed by the FAR, the UPF can duplicate the packet into N copies and forward these copies. When forwarding is performed via internal interface, the FAR instructs the UPF to forward the copy together with its specific value. In the second step of the two-step detection and forwarding process, the UPF finds the corresponding PDR/FAR using each copy’s specific value and forward the copy to the target PDU Session.
This is inefficient because the CP function shall update the FAR instructions (e.g., the number of copies, each copy’s special value) to make correct multicast/broadcast packet forwarding each time the 5G VN group member changes.

Alternatively, once a matching PDR that detects the multicast/broadcast packet is found, the UP function makes a copy of the multicast/broadcast packet and processes the copy instead of the original multicast/broadcast packet, at the same time the UP function shall continue looking up the PDRs matching with the original multicast/broadcast packet. This is illustrated in the figure below.
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The packet replication and successive detection process for broadcast/multicast packet 

Taking broadcast packets received from UE as example, the packet shall be routed to all N19 tunnels, all UEs (except the sender UE) and N6. In order to achieve this, the SMF provides each N4 Session within the 5G VN with a PDR that detects the broadcast packet. 

In the first step of the two-step detection and forwarding process, the broadcast packets are detected and forwarded to the UPF internal interface by the N4 Session of the source PDU Session. In the second step of the two-step detection and forwarding process, the UPF matches the broadcast packets against all PDRs installed at the “internal interface”. When a PDR that detects the broadcast packet is matched on a target N4 Session, the UPF processes the packets as followings:

· In the case that the PDR detects that sender of broadcast packet is exactly the UE that corresponds to the target N4 Session, the UPF treats the PDR as not matched and continues to match against the other PDRs with equal and lower precedence; or
· In the case that the PDR contains the match-all packet filter set, the UPF process the original broadcast packet using the associated FAR, QER and URR; or
· If it is not cases above, the UPF creates a copy of the broadcast packet, and apply the associated FAR, QER and URR to the copy instead of the original packet. The UPF continues to match the original broadcast packet against the other PDRs with equal and lower precedence.
For broadcast packets received from N19 or N6, the UPF uses the similar handling process. The difference is that the packets are forwarded to the UPF internal interface together with a N19/N6 indication in the first step. This is to prevent the UPF from sending it back to the N19/N6 in the second step.
For multicast packets, the UPF uses the similar handling process. The difference is that SMF shall determine the multicast address for the PDR, e.g., based on local configuration, and select the target N4 Sessions. The SMF only provides each selected N4 Session with a PDR that detects the multicast packet, not each N4 Session.
Proposal 1: The PDR that detects the broadcast/multicast packet shall detect whether a packet is sent back to the sender UE and whether a packet is sent back to source N19/N6.
Proposal 2: Matching successfully with a PDR that detects the broadcast/multicast packet shall not abort the subsequent process, i.e. continue matching against other PDRs with equal and lower precedence.
Proposal 3: The broadcast/multicast packets received from N19/N6 are forwarded to the UPF internal interface together with a N19/N6 indication.
Proposal
It is proposed to support the above proposals in SA2.
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