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Abstract of the contribution: This paper proposes to clarify and update the descriptions for the Link identifier update.
1. Discussion
1. Due to the privacy requirements, identifiers used for unicast mode of V2X communication over PC5 reference point (e.g. application layer identifier, Source Layer-2 ID and IP address/prefix) shall be changed over time as specified in clauses 5.6.1.1 and 5.6.1.4. This means one V2X application is associated with more than one Application Layer IDs, which needs to be clarified in the definition of Application Layer ID.
2. For getting the destination Layer-2 ID, in addition to being discovered during the establishment of the unicast link, it also can be obtained during the link identifier update procedure, this needs to be clarified in clause 5.6.1.4.
3. For the link ID update, according to the NOTE in the clause 6.3.3.2, the update timer is running on per Source Layer-2 ID. It means, upon expiry of the update timer for the Source Layer-2 ID, the UE shall trigger the Link identifier update procedure even the application layer ID doesn’t change, this needs clarification in clause 5.6.1.4. 

4. According to the agreements of last meeting, the Direct Communication Request message includes the Source User Info and is sent via broadcast. This means the Source User Info containing initiating UE's Application Layer ID is completely exposed to other UEs and the third-party. Take into account the privacy requirements, it proposes that, after a Layer-2 link establishment procedure, the initiating UE needs to change its identifiers and initiate the Link identifier update procedure. If not, initiating the UE may have the risk of being tracked and identified before the next Link identifier update procedure.
Besides, if the application layer of initiating UE provides the target UE’s application layer ID, the Direct Communication Request message also includes the target user info, so this risk also exists in the target UE. Based on the above proposal, the target UE also needs to change its identifiers. But whether target UE includes the new identifiers in the Link Identifier Update Response message or triggers another Link identifier update procedure which depends on the UE implementation.
5. As described in clause 6.2.5 Link identifier update for a unicast link, for the step2:

“2.
UE-2 responds with a Link Identifier Update Response message. Upon reception of the message, UE-1 and UE-2 start to use the new identifiers for the data traffic. UE-1 shall receive traffic on its old Layer-2 ID until it receives the Link Identifier Update Response message from UE-2.”

There is a question that how does UE-2 know when/whether UE-1 receives the Link Identifier Update Response message if there is no ACK. Further, the question becomes how to determine the time for UE-2 to use the new identifiers for the data traffic. 

For a simple way, it is proposed that UE-2 starts to use the new identifiers while responding with the Link Identifier Update Response message. For the UE-1, once UE-1 receives the response message, it starts to use the new identifiers for the data traffic.

2. Proposal
It is proposed to agree the following changes into TS 23.287.
* * * * Start of Changes * * * * 

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application Layer ID: An identifier identifying an entity, e.g. a vehicle, a pedestrian, an RSU within the context of a specific V2X application. The format of this identifier is outside the scope of 3GPP.

NOTE 1:
The Application Layer ID could be e.g. Station ID, Vehicle ID defined by ETSI, Society of Automotive Engineers (SAE).
NOTE 2:
The usage of Application Layer ID, e.g. one Application Layer ID is associated with one V2X application, one Application Layer ID is associated with more than one V2X applications, one Application Layer ID is associated with all V2X applications, or more than one Application Layer ID are associated with one V2X application in the UE, is up to application layer implementation.

Editor's Note: It is FFS regarding the term and definition of "Application Layer ID".
V2X communication: A communication to support Vehicle-to-Everything (V2X) services leveraging Uu and / or PC5 reference points. V2X services are realized by various types of V2X applications, i.e. Vehicle-to-Vehicle (V2V), Vehicle-to-Pedestrian (V2P), Vehicle-to-Infrastructure (V2I) and Vehicle-to-Network (V2N).

V2X message: A dedicated messaging type of V2X service, for example ITS messages.

V2X service: A service, offered by V2X applications and V2X Application Servers. It may include message or other data delivery, as defined in TS 22.185 [2] and TS 22.186 [3]. A V2X service can be associated with one or more V2X applications, and a V2X application can be associated with one or more V2X services.
For the purposes of the present document, the following terms and definitions given in ISO 17419:2018 [4] apply:
Intelligent Transport Systems
ITS Application Identifier
For the purposes of the present document, the following term and definition given in IEEE Std 1609.12-2016 [5] apply:
Provider Service Identifier
* * * * Second Change * * * * 

5.6.1.4
Identifiers for unicast mode V2X communication over PC5 reference point
For unicast mode of V2X communication over PC5 reference point, the destination Layer-2 ID used depends on the communication peer, which is discovered during the establishment of the unicast link or obtained during the link identifier update procedure. The initial signalling for the establishment of the unicast link may use a default destination Layer-2 ID associated with the service type (e.g. PSID/ITS-AID) configured for unicast link establishment, as specified in clause 5.1.2.1. During the unicast link establishment procedure, Layer-2 IDs are exchanged, and should be used for future communication between the two UEs, as specified in clause 6.3.3.1.
The Application Layer ID is associated with one or more V2X applications within the UE. If UE has more than one Application Layer IDs, each Application Layer ID of the same UE may be seen as different UE's Application Layer ID from the peer UE's perspective.

The UE needs to maintain a mapping between the Application Layer IDs and the source Layer-2 IDs used for the unicast links, as the V2X application layer does not use the Layer-2 IDs. This allows the change of source Layer-2 ID without interrupting the V2X applications.

When Application Layer IDs change or the update timer of the source Layer-2 ID expires, the source Layer-2 ID(s) of the unicast link(s) shall be changed if the link(s) was used for V2X communication with the changed Application Layer IDs or the changed source Layer-2 ID, as specified in clause 6.3.3.2.

A UE may establish multiple unicast links with a peer UE and use the same or different source Layer-2 IDs for these unicast links.
Editor's note: Further updates of the identifier description may be required based on RAN WG feedback..

* * * * Third Change * * * * 
6.3.3.2
Link identifier update for a unicast link
Figure 6.3.3.2-1 shows the link identifier update procedure for a unicast link. Due to the privacy requirements, identifiers used for unicast mode of V2X communication over PC5 reference point (e.g. application layer identifier, Source Layer-2 ID and IP address/prefix) shall be changed over time as specified in clauses 5.6.1.1 and 5.6.1.4. This procedure is used to update the peer UE for a unicast link of the impending change of the identifiers used for this link before the identifier changes happen, to prevent service interruptions.
Due to the privacy requirements, after a Layer-2 link establishment procedure, initiating UE needs to change it’s identifiers and initiate this procedure.
If a UE has multiple unicast links using the same application layer identifiers or Layer-2 IDs, the UE needs to perform the link identifier update procedure over each of the unicast link.
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Figure 6.3.3.2-1: Link identifier update procedure

0.
UE-1 and UE-2 have a unicast link established as described in clause 6.3.3.1.
1.
UE-1 decides the change of identifiers, e.g. due to the application layer identifier change, upon expiry of a timer or Layer-2 link establishment, and send a Link Identifier Update Request message to UE-2 before it changes the identifiers.


The Link Identifier Update Request message includes the new identifiers to use (including the new application layer identifier, new Layer-2 ID, new IP address/prefix if IP communication is used). The new identifiers should be cyphered to protect privacy.

NOTE:
The timer is running on per Source Layer-2 ID.

2.
UE-2 responds with a Link Identifier Update Response message and starts to use the new identifiers for the data traffic. UE-1 shall receive traffic on its old Layer-2 ID until it receives the Link Identifier Update Response message from UE-2. Upon reception of the message, UE-1 starts to use the new identifiers for the data traffic.

The V2X layer of each UE passes the PC5 Link Identifier for the unicast link and the updated Layer-2 ID (i.e. source Layer-2 ID for UE-1 while destination Layer-2 ID for UE-2) down to the AS layer. This enables the AS layer to update the provided Layer-2 ID for the unicast link.
NOTE:
If UE-2's Application Layer ID is included in the Direct Communication Request message during the Layer-2 link establishment procedure, whether UE-2 includes the new identifiers in the Link Identifier Update Response message or triggers another Link identifier update procedure which depends on the UE-2 implementation.
* * * * End of Changes * * * * 
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