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Abstract of contribution: This paper discusses a more appropriate way for access control for multicast IPTV service, which is also applicable to generic multicast.
Discussion
S2-1906286 tries to address the following two EN in the IPTV clause 7.7.1.1.1 in 23.316 V0.2.0 (2019-04):
Editor's note:	How to retrieve the Multicast Access Control list from IPTV network via NEF and how to store it into the UDR is FFS.
Editor's note:	The format of Multicast Access Control list and how to use the Multicast Access Control list is FFS.
It proposes to reuse the existing PDR/FAR as depicted in the figure as below:


This led to current clause 9.3, 4.6.3, 4.6.4 and 7.7.1 in 23.316 V16.0.0 (2019-06), with the following two ENs:
Editor's note:	PDR changes for IPTV Service may be reviewed and revised.
Editor's note:	FAR changes for IPTV Service may be reviewed and revised.
However, there are a few problems with this approach.
1. The processing of IGMP messages subject to access control should not be done in the forwarding path based on PDR/FAR. There need to be a separate IGMP module in the UPF to generate IGMP Query messages and process incoming IGMP Report/Leave messages to create and maintain corresponding IGMP control state, which in turn trigger PIM messages (over N6 interface) and update forwarding state in UPF to replicate incoming multicast traffic (on N6 interface) out of individual PDU sessions. More information for the IGMP protocol/module can be found in the Appendix section.
2. [bookmark: _GoBack]Even if the PDR/FAR is only used to decide if an IGMP message is to be passed onto the separate IGMP module after applying access control (and the IGMP module will be responsible for handling the protocol), there are three issues with that.
a. With the “preview” use case (a particular UE is allowed to view a particular channel for, say, 10 seconds), if the PDR/FAR is used to reach that decision, the IGMP message needs to be passed to the IGMP module with an additional piece of meta data (about the 10 seconds viewing time).
b. An IGMP Report/Leave message could include multiple multicast groups, each with potentially multiple sources (see Appendix). It could be that for the same Report message, some of the (source, group) combinations are permitted by the access control while some others rejected.
c. Since the IGMP module needs to parse the IGMP message anyway, it does not make sense for the PDR to pre-parse the IGMP message before the processing in IGMP module (notice that multicast (source, group) information is inside the incoming IGMP message, not in the outer IP header).
3. Even if an implementation can achieve the above in the forwarding path itself, there is another issue with that approach. Suppose at one time a UE is authorized to view a channel and then it is no longer authorized. The FAR for the corresponding PDR changes to “drop” so future matching incoming IGMP messages will be dropped, but before that matching IGMP message comes in, no action will be triggered, and traffic will continue to flow for a period of time. The remedy could be finding and updating the corresponding forwarding state upon receiving the PDR/FAR change (instead of waiting until the next IGMP message comes in), but that is changing the semantics of PDR/FAR (which are intended for traffic forwarding behaviour).
In summary, it is a cleaner architecture and implementation to have a separate IGMP module, and to apply the multicast access control inside the IGMP module. Instead of conveying the access control information via PDR/FAR, the SMF could directly pass the access control rules to the UPF, to be applied inside the IGMP module instead of in the forwarding path.
In addition, the multicast access control should be viewed and specified as generic function, independent of IPTV. Any multicast – IPTV or not – could have access control that is done generically.
Appendix: IGMP
IGMP protocol is used for a router to determine if any directly attached hosts are interested in receiving multicast traffic. It is specified in https://tools.ietf.org/html/rfc3376 and https://en.wikipedia.org/wiki/Internet_Group_Management_Protocol provides a high level overview.
In particular, this involves related configuration, generating query messages, processing report/leave messages that require non-trivial protocol state machine. All these should be done in a separate control plane module on an UPF. In many situations, strangent join/leave latency requirements make it necessary to run the IGMP module on “line cards” vs. a “routing engine/processor” of the UPF (let alone on a separate “controller”), but still it should not be done in the forwarding path itself via PDR/FAR.
One piece of protocol detail that the earlier text referred to:
4.2. Version 3 Membership Report Message
   Version 3 Membership Reports are sent by IP systems to report (to
   neighboring routers) the current multicast reception state, or
   changes in the multicast reception state, of their interfaces.
   Reports have the following format:
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Type = 0x22  |    Reserved   |           Checksum            |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |           Reserved            |  Number of Group Records (M)  |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                                                               |
      .                                                               .
      .                        Group Record [1]                       .
      .                                                               .
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                                                               |
      .                                                               .
      .                        Group Record [2]                       .
      .                                                               .
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                               .                               |
      .                               .                               .
      |                               .                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                                                               |
      .                                                               .
      .                        Group Record [M]                       .
      .                                                               .
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   where each Group Record has the following internal format:

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Record Type  |  Aux Data Len |     Number of Sources (N)     |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                       Multicast Address                       |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                       Source Address [1]                      |
      +-                                                             -+
      |                       Source Address [2]                      |
      +-                                                             -+
      .                               .                               .
      .                               .                               .
      .                               .                               .
      +-                                                             -+
      |                       Source Address [N]                      |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |                                                               |
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1. Provide the Multicast Access Control List(MACL) via existing mechanism in clause 6.3.7.2, TS 23.501.
2. Generate and send the PCC rule to SMF, considering the MACL, including how to handle IGMP message.
3. Generate and send the PDR and FAR to UPF based on the PCC rules, including how to handle IGMP message.
4. UPF identify the received IGMP message based on PDR and handle the IGMP message based FAR.
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