
SA WG2 Meeting #S2-133
S2-1905819

13 - 17 May, 2019, Reno, Nevada, USA

3GPP TSG-SA WG3 Meeting #95 
S3-191629
Reno (US), 6-10 May 2019

Title:
LS on Reply LS on Nudr Sensitive Data Protection
Response to:
LS (S3-191130) on Reply LS on Nudr Sensitive Data Protection from WG CT4
Release:
Rel-15
Work Item:
5GS_Ph1-CT
Source:
SA3
To:
CT4, SA2
Cc:
SA
Contact Person:


Name:
Tim Evans
Tel. Number:
07920871635
E-mail Address:
tim.evans1@vodafone.com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


1. Overall Description:

SA3 would like to thank CT4 for the reply LS on Nudr Sensitive Data Protection.
SA3 acknowledges that SA2 has introduced the concept of stateless network functions (such as UDM) (potentially) separate from function-less storage: UDR. With respect to the storing and handling of credential data this could lead to the storage in the UDR as described in 3GPP TS 29.505 and the handling in (a separate) UDM/ARPF as described in 3GPP TS 33.501. 
SA3 has defined ARPF as the entity to handle all cryptographic functions, cryptographic parameters and keys associated with the generation of authentication vectors. As deployment options, the ARPF may contain a secure environment such as an HSM (Hardware Security Module) which shall be dedicated for ARPF use only. There is no standardized interface between UDM and ARPF in Rel-15.  

The credentials used by the ARPF for authentication are critical to the security of the 5G system and must be kept secure.  TS 33.501 defines the subscriber credentials as being stored in the ARPF.  

This is due to:

· the sensitive nature of these credentials;
· the level of security needed to adequately protect these credentials in transit and at rest.

· the advances in quantum computing that would affect the algorithms being recommended over the life of 5G (3GPP TS 33.841).

SA3 advises CT4 that data described in table 5.4.2.2-1 in 3GPP TS 29.505 shall be stored in the ARPF only. 
SA3 expects that, once CT4 updates its specification by removing the credential storage from the UDR, the UDR will not need special additional security.
2. Actions:

To SA2 and CT4 groups.

ACTION: 
SA3 asks CT4 and SA2 to take this information into account. 
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