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Abstract of the contribution: This pCR propose to use a partial MO-LR procedure to distribute Assistance Data broadcast keys.
1. Discussion
In TS 23.271 a procedure for “Broadcasting Network Assistance Data” in LTE is defined in clause 9.3a.4 as well as a corresponding procedure for “Delivery of Ciphering Keys to UEs for Broadcast Assistance Data” in clause 9.3a.5. The latter procedure the keys are provided to the MME by the E-SMLC and stored in the MME. The retrieval by the UE is based on extension on the mobility management feature in EPS using Attach procedure or Tracking Area Update procedure to request and deliver keys (see figure below).


Using TAU procedure for key retrieval poses severe constraint e.g. as the UE always needs to keep track of T3412 before sending request for the ciphering keys. Further, the UE may have to obtain the new key depending upon the expiry of TAU timer rather than the expiry time of the old key. The constraint can be seen from below text in TS 24.301.
5.5.3.2.2	Normal and periodic tracking area updating procedure initiation
The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME
b)	when the periodic tracking area updating timer T3412 expires;
For all cases except cases b and zb, if the UE supports ciphered broadcast assistance data and the UE needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case b, if the UE supports ciphered broadcast assistance data and the remaining validity time for one or more ciphering keys stored at the UE is less than timer T3412, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message 
Further in NR, UE can be in RRC Inactive state, the UE may just send RNA update rather than TAU. This may further complicate the feature interaction. It may be more desired to configure the key scope for RRC_INACTIVE UE within the context of RNA area rather than the TA.
Using TA procedure for key delivery is complicated for key retrieval e.g. as UE needs to keep track of periodic TAU timer and depending upon that follow different instructions. The UE may have to obtain the new key depending upon the expiry of TAU timer rather than the expiry time of the old key. 
In TS 23.271 the CS-MO-LR and PS-MO-LR procedures in clauses 9.2.1 and 9.2.2 are used to deliver Ciphering Keys stored in RAN. However, also with assumption that the keys are stored in AMF, a MO-LR procedure can be used to deliver keys to the UE. This if the MO-LR terminates in AMF and don’t include UE to LMF interaction. 
By using a MO-LR procedure for ciphering key delivery to the UE in 5GS, unnecessary interact between mobility management and LCS feature is avoided
The MO-LR procedure can be used for key delivery to UE also with key stored in AMF and without UE to LMF interaction and this avoids unnecessary interaction between the Mobility Management feature and the LCS feature.
[bookmark: _Toc7041949][bookmark: _Toc7120350][bookmark: _Toc7122656][bookmark: _Toc7123595]It is proposed that the UE use the MO-LR procedure, with modification, to retrieve ciphering keys from the AMF. 
2.	Proposal
It is proposed to update TS 23.273 as follows.

***** BEGIN 1st CHANGE *****
[bookmark: _Toc7161340][bookmark: _Toc3530045]6.2	5GC-MO-LR Procedure



Figure 6.2-1: 5GC-MO-LR Procedure
1)	If the UE is in CM-IDLE state, UE instigates the UE triggered Service Request as defined in clause 4.2.3.2 of TS 23.502 [19] in order to establish a signalling connection with the AMF.
2)	The UE sends an MO-LR Request message included in a UL NAS TRANSPORT message. The MO-LR Request may optionally include an LPP positioning message. Different types of location services can be requested: location estimate of the UE, location estimate of the UE to be sent to an LCS client, or location assistance data or broadcast assistance data message ciphering keys. If the UE is requesting its own location or that its own location be sent to an LCS client, this message carries LCS requested QoS information (e.g. accuracy, response time, LCS QoS Class), the requested maximum age of location and the requested type of location (e.g. "current location", "current or last known location"). If the UE is requesting that its location be sent to an LCS client, the message shall include the identity of the LCS client and may include the address of the GMLC through which the LCS client should be accessed. In addition, a Service Identity indicates which MO-LR service of the LCS Client is requested by the UE may be included. The message also may include a pseudonym indicator to indicate a pseudonym should be assigned by the network and transferred to the LCS Client as the UE's identity. If the UE is instead requesting location assistance data, the embedded LPP message specifies the type of assistance data and the positioning method for which the assistance data applies.
	For an LCS 5GC-MO-LR requesting location transfer to an LCS Client, the AMF shall assign a GMLC address, i.e. V-GMLC address, which is stored in the AMF. If a V-GMLC address is not available, the AMF may reject the location request. The AMF verifies the subscription profile of the UE and decides if the requested service is allowed or not.
For an LCS 5GC-MO-LR requesting broadcast assistance data message ciphering keys, steps 3 to 12 are skipped.
3)	The AMF selects an LMF as described in clause 5.1.
4)	The AMF invokes the Nlmf_Location_DetermineLocation service operation towards the LMF. The service operation includes an LCS Correlation identifier, the serving cell identity, the client type, an indication whether a location estimate, or location assistance data is requested and any embedded LPP message in the MO-LR Request. If the UE's location is requested, the service request may include an indication if UE supports LPP,  the requested QoS and Supported GAD shapes. If location assistance data is requested, the embedded LPP message will convey the requested types of location assistance data. If any of the procedures in clause 6.11.1 or 6.11.2 are used the service operation includes the AMF identity. Once an AMF has selected an LMF it must continue to use that LMF for the duration of the session. 
5)	If the UE is requesting its own location, the actions described in clause 6.11 are performed. If the UE is instead requesting location assistance data, the LMF transfers this data to the UE as described in clause 6.11.1. The LMF determines the exact location assistance data to transfer according to the type of data specified by the UE, the UE location capabilities and the current cell.
6)	When a location estimate best satisfying the requested QoS has been obtained or when the requested location assistance data has been transferred to the UE, the LMF returns the Nlmf_Location_DetermineLocation Response towards the AMF. The service operation includes the LCS Correlation identifier, the location estimate, if this was obtained, its age and accuracy and may include information about the positioning method.
	If a location estimate was not successfully obtained, or if the requested location assistance data could not be transferred successfully to the UE, a failure cause is included in the service operation.
7)	If the location estimate was successfully obtained, the AMF invokes the Ngmlc_LocationUpdateNotify service operation towards to the V-GMLC assigned in the step 2. The service operation carries the identity of the UE, the event causing the location estimate (5GC-MO LR) and the location estimate, its age, obtained accuracy indication and the LCS QoS Class requested by the target UE. In addition, the service operation may include the pseudonym indicator, the identity of the LCS Client, the GMLC address and the Service Identity specified by the UE, if available.
8)	If the UE did not request transfer of its location to an LCS Client in step 2, steps 8 to 11 are skipped. If the V-GMLC is same NF instance as H-GMLC this step is skipped. Otherwise V-GMLC invokes the Ngmlc_LocationUpdateNotify service operation towards to the H-GMLC (the V-GMLC may query the HLR/HSS of the UE to obtain the address of the H-GMLC) including the information received from the V-GMLC. 
9)	If the pseudonym indicator is included in the MO-LR Location Information, the H-GMLC assigns a pseudonym to the UE. If the identified LCS Client is not accessible, this step and step 10 are skipped. Otherwise the GMLC transfers the location information to the LCS client, carrying the identity or the pseudonym of the UE, the event causing the location estimate (5GC-MO‑LR), the Service Identity, if available, and the location estimate and its age, in accordance with the LCS QoS Class requested by the target UE. If the UE requested LCS QoS class was Assured, GMLC sends the result to the LCS client only if the result has been indicated to fulfil the requested accuracy. If the UE requested LCS QoS class was Best Effort, GMLC sends whatever result it received to the LCS client with an appropriate indication if the requested accuracy was not met.
10)	If the LCS Client does not support MO-LR (for temporary or permanent reasons) or cannot handle the location estimate of the UE, e.g. the LCS Client does not know the Service Identity, or the UE does not register to the LCS Client, the LCS Client have no corresponding data of the UE, the LCS Client shall return the Location Information ack message to the H-GMLC with a suitable error cause. Otherwise, the LCS Client handles the location estimate according to the Service Identity, sends the GMLC or the H-GMLC the Location Information ack message signalling that the location estimate of the UE has been handled successfully.
11)	If the V-GMLC is same NF instance as H-GMLC this step is skipped. If the identified LCS Client is not accessible, the H-GMLC sends a Ngmlc_LocationUpdateNotify service response to V-GMLC with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 10. In addition, the H-GMLC may record charging information both for the UE and inter-working revenues charges.
12)	If the V-GMLC receives the MO-LR Location Information Acknowledgement from the H-GMLC, if the identified LCS Client is not accessible, the V-GMLC sends a Ngmlc_LocationUpdateNotify service response to AMF with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 9 or 10. In addition, the V-GMLC may record charging information both for the UE and inter-working revenue charges.
	If the V-GMLC receives LocationUpdateNotify Request from the AMF and it is not required to send to any LCS Client, the V-GMLC may record charging information for the UE and response the LocationUpdateNotify Request to the AMF.
13)	The AMF sends an MO-LR Response message included in a DL NAS TRANSPORT message. The response carries any location estimate requested by the UE including the indication received from E-SMLC whether the obtained location estimate satisfies the requested accuracy or not, or an indicator whether a location estimate was successfully transferred to the identified LCS client or broadcast assistance data message ciphering keys. If the location estimate was successfully transferred to the identified LCS Client, the MO-LR Response message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 13. In addition, AMF may record charging information. If MO-LR Response message includes broadcast assistance data message ciphering keys, the message includes one or more ciphering keys applicable to the UE. For each ciphering key it is included the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of broadcast assistance data.

***** NEXT CHANGE *****
[bookmark: _Toc6945183]
7.1	UDM


[bookmark: _GoBack]Table 7.1-x: Data stored in the UDM to support broadcast of ciphered assistance data for NG-RAN access
	Data in the UDM
	Status
	Description

	List of Assistance Data Types
	O
	A list of one or more types of location assistance data for which ciphering keys should be provided to the UE if requested by the UE when the assistance data is broadcast using ciphering.



[bookmark: _Hlk699177]
***** End of CHANGE *****
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