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Abstract of the contribution: This contribution proposes to align terminology with 23.501, then lists the AF as one of the 5GC NFs and define OAM only as consumer of Analytics ID on Observed Service Experience. The list of input and output parameters in the Nnwdaf services are also updated to indicate which ones are optional or required.
Discussion

The Nnwdaf service operations, including its input and output data is defined in clause 7, are now incomplete, since the list of parameters provides by the consumer and the analytics information provided by NWDAF have been extended. Therefore, the proposal is to align the content of clauses 7 and 6.1.3.3
In addition, the terminology used in 23.288 follows 23.501 and the definitions there, as such the AF is one of the 5G NFs, therefore no need to list it as a consumer other than 5G NF.
In order to align the normative work with the conclusion of the study phase, 
The following conclusions are agreed for normative work related to Key Issue 14:

-
NWDAF provides analytics for slice QoE.

-
The slice QoE analytics granularity when consumed by OAM will be per slice ID per user.

-
SLA fulfilment evaluation is performed by OAM as indicated in TR 28.805 [26].
Any slice admission control mechanism in 5GC, based on NWDAF analytics and OAM triggers, requires further SA2 investigation and will not be progressed in Rel-16.

No interaction between 5GC and NG-RAN on slice SLA or slice QoE will be progressed in Rel-16.
Proposal

It is proposed to update TS 23.288 as follows.

FIRST CHANGE
5
Network Data Analytics Functional Description

5.1
General

The NWDAF (Network Data Analytics Function) provides analytics to 5GC NFs, and OAM as defined in clause 7.
Analytics information are either statistical information of the past events, or predictive information..


Different NWDAF instances may be present in the 5GC, with possible specializations per categories of analytics. The capabilities of a NWDAF instance are described in the NWDAF profile stored in the NRF.

In order to support NFs that are consumers of analytics with the discovery of a NWDAF instance that is able to provide some specific type of analytics, each NWDAF instance should provide the list of Analytics ID(s) that it supports when registering to the NRF, in addition to other NRF registration elements of the NF profile. Other NFs requiring the discovery of an NWDAF instance that provides support for some specific type of analytics may query the NRF and include the Analytics ID(s) that identifies the desired type of analytics for that purpose.
The consumers i.e. 5GC NFs and OAM decide how to use the data analytics provided by NWDAF.


The interactions between 5GC NF(s) and the NWDAF take place within a PLMN.

The NWDAF has no knowledge about NF application logic. The NWDAF may use subscription data but only for statistical purpose.
Next CHANGE
6.1.3
Contents of Analytics Exposure

The consumers of the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7 may provide the following input parameters listed below.
-
A list of Analytics ID(s)

-
Analytics Filter Information. That indicates the conditions to be fulfilled for reporting Analytics Information. Each Analytics ID may be associated to multiple Analytics Filter Information .
-
Target of Analytics Reporting: indicates the object(s) for which Analytics information is requested, entities such as specific UEs,per UE, per group of UE(s) or for any UE (i.e. all UEs), or for a specific NF(s). 

-
A Notification Target Address (+ Notification Correlation ID) as defined in TS 23.502 [3] clause 4.15.1, allowing to correlate notifications received from NWDAF with this subscription.

-
Analytics Reporting Information with the following parameters:
-
Analytics Reporting Parameters defined in Table 4.15.1-1, TS 23.502 [3] for Event Exposure service applies.

-
Observation period: time interval [start..end], either in the past or in the future, expressed as positive or negative offsets to the present. An interval in the past is a request for statistics. An interval in the future is a request for predictions
-
Preferred level of accuracy of the analytics (e.g. Low/High).

-
Time when analytics information is  needed (if applicable). If the time is reached the consumer does not wait for the analytics information any longer, the NWDAF sends an error to the consumer,  applicable to Nnwdaf_AnalyticsInfo_Request service operation, 
NOTE 2:
The feasibility of the parameter "Time when analytics are needed" will be checked by stage 3.

The NWDAF provides the consumer the Nnwdaf_AnalyticsSubscription or Nnwdaf_AnalyticsInfo service operations described in clause 7  the output information listed below, 
-
The Notification Correlation Information provided in the subscription request.

-
For each  Analytics ID the analytics information in the requested observation period

-
In addition, the following additional information:

-
Timestamp of analytics generation, indicates to the consumer when the provided analytics information becomes not valid any longer. 
-
Validity period, which defines the time period for which the analytics information is valid. 
-
Probability assertion: level of certainty, degree of confidence in statistics/prediction. 
Next CHANGE
6.4
Observed Service experience related network data analytics

6.4.1
General

NWDAF subscribes the network data from 5GC NF(s) defined in Table 6.4.2-2 and the service data from AF, or via NEF, defined in Table 6.4.2-1 to train a Service MOS Model for the given application and then provides the observed service experience for the application to a consumer NF or to OAM.
NOTE: OAM uses the Observed Service Experience as defined in SA5 TSs. 
6.4.2
Input Data

The service data from the AF and the network data from 5GC NFs for observed service experience are defined in Table 6.4.2-1 and Table 6.4.2-2 here below.
Table 6.4.2-1: Service Data from AF related to the observed service experience

	Information
	Source
	Description

	Application ID
	AF
	To identify the service and support analytics per type of service (the desired level of service)

	Locations of Application
	AF/NEF
	Locations of application represented by a list of DNAI(s). The NEF may map the AF-Service-Identifier information to a list of DNAI(s) when the DNAI(s) being used by the application are statically defined.

	Service Experience
	AF
	Refers to the QoE as established in the SLA and during on boarding. It can be either e.g. MOS or video MOS as specified in ITU-T P.1203.3 [11] or a customized MOS

	Timestamp
	AF
	A time stamp associated to the observed level of Service Experience provided by the AF, mandatory if the observed Service Experience is provided by the ASP.


NWDAF subscribes the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].

Table 6.4.2-2: QoS flow level Network Data from 5GC NF related to the QoS profile assigned for a particular service (identified by an Application Id or IP filter information)

	Information
	Source
	Description

	Timestamp
	5GC NF
	A time stamp associated with the collected information.

	Location Info
	AMF
	The UE location information when the service is delivered.

	DNN
	SMF
	To identify the DNN for the PDU Session which contains the QoS flow

	S-NSSAI
	SMF
	To identify the S-NSSAI for the PDU Session which contains the QoS flow

	Application ID
	PCF/SMF
	Provided by the AF, which is used by NWDAF to identify the application service provider and application for the QoS flow

	IP filter information
	
	Provided by the AF, which is used by NWDAF to identify the service data flow for policy control and/or differentiated charging for the QoS flow

	QFI
	AMF/PCF/SMF
	QoS Flow Identifier

	QoS flow Bit Rate
	UPF
	The observed bit rate for UL direction; and

The observed bit rate for DL direction

	QoS flow Packet Delay
	UPF
	The observed Packet delay for UL direction; and
The observed Packet delay for the DL direction

	Packet retransmission


	UPF
	The observed number of packet retransmission


Table 6.4.2-3: UE level Network Data from OAM related to the QoS profile
	Information
	Source
	Description

	Reference Signal Received Power
	OAM
	The per UE measurement of the received power level in a network cell, including SS-RSRP, CSI-RSRP as specified in clause 5.5 of TS 38.331 [14] and E-UTRA RSRP as specified in clause 5.5.5 of TS 36.331 [15]

	Reference Signal Received Quality
	OAM
	The per UE measurement of the received quality in a network cell, including SS-RSRQ, CSI-RSRQ as specified in clause 5..5 of TS 38.215 [12] and E-UTRA RSRQ as specified in clause 5.5.5 of TS 36.331 [15]

	Signal-to-noise and interference ratio
	OAM
	The per UE measurement of the received signal to noise and interference ratio in a network cell, including SS-SINR, CSI-SINR, E-UTRA RS-SINR, as specified in clause 5.1 of TS 38.215 [12]


NWDAF subscribes the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.
The Correlation ID and the time stamp are provided by both the AF and each NF to allow correlation of QoS and traffic KPIs for training. The clock reference is able to know the accuracy of the time and correlate the time series of the data retrieved from AF and each NF
6.4.3
Output Analytics

The NWDAF services as defined in the clause 7.2 and 7.3 are used to expose the observed service experience (i.e. average observed Service MoS) from the NWDAF to the consumer 5GC NF (e.g. PCF) or to OAM, indicating e.g. how well the used QoS Parameters satisfy the Service MoS agreed between the MNO and the end user (identified by its SUPI) or between the MNO and the external ASP (identified by the Application ID). A new Analytics ID named "Service Experience" is defined with one or multiple combinations of the following Analytics Filters:
-
Application ID.

-
Network area.

-
Time window.

-
Media/application bandwidth.

-
S-NSSAI.

-
DNN.

-
DNAI.
-
List of SUPIs.
6.4.4
Procedures to request Service Experience for an Application
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Figure 6.4.4-1: Procedure to NWDAF assisted QoS profile provisioning and adjustment
This procedure allows the consumer to request Analytics ID “Service Experience” for a particular Application. The consumer includes both the Application ID for which the Service Experience is requested and indicates that the target group is all UEs..  At the same time, for an Application Id, a set of initial QoS parameter combinations per service experience window (e.g. one is for  QUOTE 90%≥h1≥85% 3<Service MOS<4 and another is for  QUOTE 90%≥h1≥85% 4<Service MOS<5) is defined in PCF (e.g. by configuration of operator policies) that may be updated based on the Service Experience reported by NWDAF..

1.
Consumer NF sends an Analytics request/subscribe (Analytics ID = Service Experience, Analytics Filter information = (Application ID, time window, S-NSSAI, DNN)) to NWDAF by invoking a Nnwdaf_AnalyticsSubscription_Subscribe.
2a. NWDAF subscribes the service data from AF in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = Application ID, Target of subscription = Any UE) as defined TS 23.502 [3].
2b.
NWDAF subscribes the network data from 5GC NF(s) in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.
2c. With these data, the NWDAF offline trains a Service QoE Model for the given application, which will be used to determine/estimate the Service experience for the application later on.
NOTE 1:
The data collection call flow only shows a subscription-notification model for the simplicity instead of both request-response model and subscription-notification model.
Editor's notes:
The explicit list of input data from OAM (such as PM measurements) is not finalised and FFS.
NOTE 2:
QoE measurements from the applications are based on outcome of the ongoing SA5 Rel-16 WID  "Management of QoE measurement collection" which addresses how to collect the QoE measurements from the applications in the UE.

3.
The NWDAF provides the data analytics, i.e. the observed Service Experience (which can be a range of values) to the consumer NF by means of Nnwdaf_AnalyticsSubscription_Notify, indicating how well the used QoS Parameters satisfy the Service MoS agreed between the MNO and the end user or between the MNO and the external ASP:

a)
The observed Service Experience e.g. average observed Service MOS.

b)
Spatial validity condition, when the estimated Service Experience applies.

c)
Time validity condition, when the estimated Service Experience applies.

NOTE 4:
The call flow only shows a request-response model for the simplicity instead of both request-response model and subscription-notification model.

-
If the consumer NF is PCF and it determines that the application SLA is not satisfied, it may take into account the Observed Service Experience and the operator policies including SLA and required Service Experience (which can be a range of values) to determine the used QoS parameters to be applied for the service, as defined in clause 6.1.1.3 and clause 6.2.1.2, TS 23.503 [4].
NOTE 5:
The non-real time data information from AF includes the service experience data (see Table 6.4.2-1), which indicates the service quality during the service lifetime.
6.4.5
Procedures to request Service Experience reported for a UE
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Figure 6.4.5-1: Procedure to report Service Experience within a slice
This procedure allows the consumer to request Analytics ID “Service Experience” within a slice either for all UE registered in that slice or for a group of UEs, the consumer can also indicate if the Service Experience is requested for a specific Application. 
Editor´s Note: The differences between procedure 6.4.4.-1 and 6.4.5-1 is FFS.
NOTE: OAM is the only known consumer of this Analytics ID in this release.
1.
A consumer NF sends an Analytics request/subscribe (Analytics ID = Service Experience, Analytics Filter information = (SUPI(s), time window, S-NSSAI)) to NWDAF by invoking a Nnwdaf_AnalyticsSubscription_Subscribe.
2a. NWDAF subscribes the service data from AF that are registered in NRF as serving the slice in the Table 6.4.2-1 by invoking Naf_EventExposure_Subscribe service (Event ID = Service Data, Event Filter information = SUPI(s), Application Id(s)) as defined TS 23.502 [3].
2b.
NWDAF subscribes the network data from 5GC NF(s) within the slice in the Table 6.4.2-2 by invoking Nnf_EventExposure_Subscribe service operation.
2c. With these data, the NWDAF offline trains a Service QoE Model for each application in the slice. This will be used to determinate the Observed Service Experience for each UE, Application or both.
NOTE 1:
The data collection call flow only shows a subscription-notification model for the simplicity instead of both request-response model and subscription-notification model.
Editor's notes:
The explicit list of input data from OAM (such as PM measurements) is not finalised and FFS.
NOTE 2:
QoE measurements from the applications are based on outcome of the ongoing SA5 Rel-16 WID  "Management of QoE measurement collection" which addresses how to collect the QoE measurements from the applications in the UE.
3.
The NWDAF provides the data analytics, i.e. the observed Service Experience (which can be a range of values) to the consumer NF by means of Nnwdaf_AnalyticsSubscription_Notify, indicating how well the used QoS Parameters satisfy the Service MoS agreed between the MNO and the end user or between the MNO and the external ASP:

a)
The observed Service Experience e.g. average observed Service MOS.

b)
Spatial validity condition, when the estimated Service Experience applies.

c)
Time validity condition, when the estimated Service Experience applies.
d) S-NNSAI to indicate the slice for which Analytics information is provided
e) List of SUPIs for which Analytics information is provided
f) List of Applications that are served by the slice, identified by a S-NSSAI. 
NOTE 3:
The call flow only shows a request-response model for the simplicity instead of both request-response model and subscription-notification model.

Next CHANGE
6.7.4
Procedures
6.7.4.1
NWDAF-assisted expected UE behavioural analytics




[image: image4.emf] 

   

Consumer   NF  

   

NWDAF  

   

1  -  Nnwdaf_AnalyticsInfo_Request   

   

/ Nnwdaf_AnalyticsInfo_Subs cribe   

   

AMF  

   

SMF  

   

2a  -  Namf_EventExposure_Subscribe   

   

2b  -  Namf_Ev  entExposure_Notify  

   

2c  -  Nsmf_EventExposure_Subscribe   

   

2d  -  Nsm_EventExposure_Notify  

   

3  -     NWDAF derives new analytics  

   

4  -  Nnwdaf_AnalyticsInfo_Resp onse  

   

/ Nnwdaf_AnalyticsInfo_Notify  

   

6  -  Nnwdaf_AnalyticsInfo_Response  

   

/ Nnwdaf_AnalyticsInfo_Notify  

   

5  -     NWDAF derive  s new analytics  

   


Figure 6.7.4.1-1: NWDAF assisted expected UE behavioural analytics procedure

1.
5GC NF (e.g., AMF, SMF, AF and UDM) to NWDAF: Nnwdaf_AnalyticsInfo_Request (Analytics ID, Analytics Filter=SUPI) or Nnwdaf_ AnalyticsSubscription_Subscribe (Analytics ID, Target of Analytics Reporting =SUPI).

The Analytics ID is set to "UE Mobility" or to "UE Communication"," and the consumer request predictions.

2a-b.
[Conditional] The NWDAF requests to AMF Namf_ EventExposure_Subscribe (Event ID, SUPI), to request location report for the UE, if the Analytics ID is set to "UE Mobility", unless the information is available.

2c-d.
[Conditional] The NWDAF requests to SMF Nmf_ EventExposure_Subscribe (Event ID, SUPI), to request communication report for the UE, if the Analytics ID is set to "UE Communication", unless the information is available.

3.
The NWDAF derives requested analytics, i.e. predictions.

4.
NWDAF to 5GC NF: Nnwdaf_AnalyticsInfo_Response or Nnwdaf_ AnalyticsSubscription_Notify.


The NWDAF provides requested Expected UE behaviour to the NF, using either Nnwdaf_AnalyticsInfo_Response or Nnwdaf_ AnalyticsSubscription _Notify, depending on the service used in step 1.

5-6.
If the NF subscribed to at step 1, when the NWDAF generates new analytics, it provides the new generated analytics to the NF.

Next CHANGE
6.8.1
General

This clause defines how NWDAF identifies a group of UEs or a specific UE being misused or hijacked based on the expected UE behavioural parameters as defined in clause 4.15.6.3, TS 23.502 [3] for a group of UEs or a specific UE.

The NWDAF performs data analytics on abnormal behaviour if there is a related subscription request from a 5GC NF (e.g. AMF, SMF, AF, PCF),
The consumer of this analytics shall indicate in the request:

-
AnalyticsId set to "Abnormal behaviour"
-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier.

-
Optionally an Application ID, DNN or S-NSSAI

-
An Observation period indicates the time when the statistics or predictions are requested.

-
Analytics Filter Information: optional expected behaviour, list of risk IDs to monitor with associated thresholds

-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the NWDAF detects those UEs that deviate from the expected UE behavioural information, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.8.3.
Next CHANGE
6.8.4
Procedure
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Figure 6.8.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification
1a.
A consumer NF subscribes to NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID set to "Abnormal behaviour", Analytics Filter(s) = Internal-Group-Identifier or SUPI).


A consumer NF may subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 

1b.
AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe (Analytics ID, Analytics Filter(s) = External-group identifier or External UE ID).

For untrusted AFs, the AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsSubscription_Subscribe (Analytics ID, Analytics Filter(s) = External-group-identifier or External UE ID).

An AF may also subscribe to abnormal behaviour notification from NWDAF for a group of UEs or a specific UE, where the subscription message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. 

2.
NWDAF to AMF (Conditional): Namf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).

The NWDAF sends subscription requests to the related AMF if it has not subscribed such data.  

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

Editor´s note:
Whether the AMF needs to check whether the UE's behaviour matches its expected UE behavioural information is FFS.
3.
NWDAF to SMF (Conditional): Nsmf_EventExposure_Subscribe (Event ID(s), Internal-Group-Identifier or SUPI).

The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.  

The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

Editor´s note:
Whether the SMF needs to check whether the UE's behaviour matches its expected UE behavioural information is FFS.
4.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

5a.
NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription) (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, Internal-Group-Identifier or SUPI, Exception level)).


If the NWDAF determines to send a notification to the subscribed 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify services. Based on the notification, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.8.3-1.
5b.
NWDAF to AF (Conditional): Nnwdaf_AnalyticsSubscription_Notify (Analytics ID, (Exception ID, External UE ID)).


If the NWDAF determines to send a notification to the subscribed AF, the NWDAF needs to include external UE ID of the identified UE into the notification message.
NOTE:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.
Next CHANGE
7.2
Nnwdaf_AnalyticsSubscription Service

7.2.1
General
Service Description: This service enables the consumer to subscribe/unsubscribe for network data analytics. 

7.2.2
Nnwdaf_AnalyticsSubscription_Subscribe service operation
Service operation name: Nnwdaf_AnalyticsSubscription_Subscribe.
Description: Subscribes to NWDAF analytics with specific parameters.

Inputs, Required: (Set of) Analytics ID(s) defined in Table 7.1-2, Target of Analytics Reporting, Notification Target Address (+ Notification Correlation ID), Analytics Reporting Information.

Inputs, Optional: Analytics Filter Information , Subscription Correlation ID (in case of modification of the analytics subscription), preferred level of accuracy, time when analytics information is needed.

Outputs Required: When the subscription is accepted: Subscription Correlation ID (required for management of this subscription).

Outputs, Optional: None.


7.2.3
Nnwdaf_AnalyticsSubscription_Unsubscribe service operation
Service operation name: Nnwdaf_AnalyticsSubscription_Unsubscribe.
Description: unsubscribe to NWDAF analytic.
Inputs, Required: Subscription Correlation ID.
Inputs, Optional: None.

Outputs, Required: Operation execution result indication..
Outputs, Optional: None.
7.2.4
Nnwdaf_AnalyticsSubscription_Notify service operation
Service operation name: Nnwdaf_AnalyticsSubscription_Notify.
Description: NWDAF notifies the consumer instance of the analytics that has subscribed to the specific NWDAF service. 
Inputs, Required: Set of the tuple (Analytics ID, Analytics specific parameters), Notification Target Address (+ Notification Correlation ID), Notification Correlation Information.
Inputs, Optional: Timestamp for the analytics information, probability assertion .
Outputs, Required: Operation execution result indication..
Outputs, Optional: None.
7.3
Nnwdaf_AnalyticsInfo service

7.3.1
General
Service description: this service enables the consumer to request and get from NWDAF network data analytics.

7.3.2
Nnwdaf_AnalyticsInfo_Request service operation

Service operation name: Nnwdaf_AnalyticsInfo_Request.
Description: the consumer requests NWDAF operator specific analytics.
Inputs, Required: (Set of) Analytics ID(s) defined in Table 7.1-2, Target of Analytics Reporting, Analytics Reporting Information.
Inputs, Optional: Analytics Filter Information, preferred level of accuracy, time when analytics information is needed.


Outputs, Required: Set of the tuple (Analytics ID, Analytics specific parameters)
Outputs, Optional: Timestamp for the analytics information, probability assertion.
END OF CHANGES
3GPP
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