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	This paper addresses the following editor's note:

· Editor’s note: the way to distinguish the traffic applying N6-based forwarding and traffic applying local switch/Nx-based forwarding in a PDU Session is FFS, 
· Editor’s note: whether N4 rules (URRs and FARs) for the group-level N4 session applicable to the traffic applying the local switch/N6-based routing is FFS

These ENs can be solved by the way discussed in S2-1905681.
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	Summary of change:
	Support for unicast traffic forwarding of a VN group in the following way:

In order to support unicast traffic forwarding of a VN group:
· Every UE’s N4 Session includes the following PDR and FAR:
· The PDR and FAR that detects the incoming traffic from the PDU Session and forwards the traffic to internal interface. The PDR contains N3/N9 tunnel header information and “core side”/“access side” source interface, the FAR contains the “5G LAN internal” destination interface.
· The PDR and FAR that detects the traffic local forwarded via internal interface and forwards the traffic to the corresponding PDU Session. The PDR contains UE address and “5G LAN internal” source interface, the FAR contains the N3/N9 tunnel header information and “core side”/“access side” destination interface.
· Every group-level N4 Session includes the following PDR and FAR:
· The PDR and FAR that detects the incoming traffic from N6/N19 and forwards the traffic to internal interface. 
· The PDR that detects the incoming traffic from N6 contains “N6-LAN” source interface.
· For each N19 tunnel, the PDR that detects the incoming traffic from the N19 tunnel contains N19 tunnel header information and “core side” source interface.
· The FAR contains the “5G LAN internal” destination interface
· For each N19 tunnel, the PDR and FAR that detect the traffic local forwarded via internal interface and forward the traffic to the N19 tunnel. The PDR contains the address of UE anchoring at the peer UPF and “5G LAN internal” source interface, the FAR contains the “core side” destination interface and the N19 tunnel information.
· The PDR and FAR that detect the traffic local forwarded via internal interface and forward the traffic to the N6. The PDR contains a match-all packet filter and “5G LAN internal” source interface, the FAR contains the “N6-LAN” destination interface.
In order to support traffic forwarding update of a VN group with service continuity:
· When a PDU Session changes the Anchor UPF, the UE address keeps unchanged.
· When a PDU Session is released, the SMF shall delete the PDR that detects the traffic towards the UE address of this PDU Session in the group-level N4 Session at other UPFs, in addition to deletion of N4 Session corresponding to the PDU Session.
· When a PDU Session is established, the SMF shall add the PDR that detects the traffic towards the UE address of this PDU Session in the group-level N4 Session at other UPFs, addition to creation of N4 Session corresponding to the PDU Session.
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**** First Change ****
[bookmark: _Toc5026252][bookmark: _Toc4683607]5.8.2.13	Support for 5G-LA VN group communication
In addition to N6-based forwarding of user plane traffic for 5G-LAN group communication, the SMF and UPF may support local switch and Nx-based forwarding:
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G LAN group;
-	Nx-based, where the UL/DL traffic for the 5G-LAN communication is forwarded between PSA UPFs of different PDU sessions via Nx. Nx is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G LAN group.
Editor's note:	The way to distinguish the traffic applying N6-based forwarding and traffic applying local switch/Nx-based forwarding in a PDU Session is FFS.
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G LAN VN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via N19x and other packet flows are forwarded to N6.
The UPF local switching, N6-based forwarding and NxN19-based forwarding methods require that a common SMF is controlling the PSA UPFs for the 5G-LA VN group.
Editor's note:	The above text may be updated based on eSBA outcome.
5G VN group communication includes one to one communication and one to many communication. One to one communication supports forwarding of unicast traffic between two UEs within a 5G VN, or between a UE and a device on the DN. One to many communication supports forwarding of multicast traffic and broadcast traffic from one UE (or device on the DN) to many/all UEs within a 5G VN and devices on the DN.
Traffic forwarding within the 5G VN group is realized by using a UPF internal interface ("5G VN internal") and a two-step detection and forwarding process. In the first step, the packets received from any 5G VN group member (via it’s PDU Session, via N6 or via N19) are forwarded to the UPF internal interface (i.e. Destination Interface set to "5G VN internal"). In the second step, PDRs installed at the UPF internal interface (i.e. Source Interface set to "5G VN internal") detect the packet and forward it to the respective 5G VN group member (via it’s PDU Session, via N6 or via N19). The details of the PDR and FAR configuration are described in the following clauses. 
For UEs belonging to the same 5G VN group and having PDU Sessions that correspond to N4 Sessions in the same PSA UPF, the following applies for traffic that is sent from one of these UEs to another one of these UEs: The incoming traffic for one PDU Session will match the corresponding N4 Session’s PDR(s) of the source PDU Session (based on GTP-U header information). The traffic is then sent back to classification in that UPF (via the internal interface) and will match another N4 Session corresponding to the destination PDU Session (based on destination address in the PDU). The PDU is then forwarded to the target UE.
If 5G VN group members are connected to more than one UPF and N19-based forwarding is applied, the SMF creates a group-level N4 Session with each involved UPF to enable N19-based forwarding and N6-based forwarding. When the traffic is then sent back to classification in that UPF (via the internal interface) it may match group-level N4 Session corresponding to the 5G VN group (based on destination address in the PDU or a default PDR rule with match-all packet filter). The PDU is then forwarded to N6 or to the UPF indicated in the group-level N4 Session via corresponding N19 tunnel. This enables the PDU to be sent to the target group member in the other UPF or to the device in the DN.
In case N19-based forwarding is not applied for a 5G VN group, group level N4 session is not required. 
If more than one 5G VN group has to be supported in the PLMN, the N4 rule attribute Network Instance is used in addition to the UPF internal interface and set to a value representing the 5G VN group. This keeps the traffic of different 5G VN groups separate frome each other and thus enables isolation of the 5G VN group communication during the packet detection and forwarding process. The SMF shall provide the PDRs and FARs related to the UPF internal interface as follows whenever more than one 5G VN group has to be supported in the PLMN:
-	The FAR with Destination Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group. 
-	The PDR with Source Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group. 
[bookmark: _Toc5026488]5.8.2.13.1	Support for unicast traffic forwarding of a 5G VN
To enable unicast traffic forwarding in a UPF, the following applies:
-	The SMF provides for each 5G VN group member' N4 Session (i.e. N4 Session corresponding to PDU Session) the following N4 rules that enable the processing of packets received from this UE. 
-	in order to detect the traffic, a PDR containing Source Interface set to "access side", and CN Tunnel Information set to PDU Session tunnel header (i.e., N3 or N9 GTP-U TEID); and 
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal". 
-	The SMF provides for each 5G VN group member' N4 Session (i.e. N4 session corresponding to PDU Session) the following N4 rules that enable the processing of packets towards this UE.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of this 5G VN group member; and 
-	in order to forward the traffic, a FAR containing Outer Header Creation indicating the PDU Session tunnel information, and Destination Interface set “access side”.
-	In case N19-based forwarding is applied, the SMF configures the group-level N4 Session for processing packets received from a N19 tunnel with the following N4 rules for each N19 tunnel. 
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and CN Tunnel Information set to N19 tunnel header (i.e., N19 GTP-U TEID) ; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
-	In case N19-based forwarding is applied, the SMF configures the group-level N4 Session for processing packets towards 5G VN group members anchored at other UPFs with the following N4 rules for each N19 tunnel. 
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of UEs anchored at the peer UPF of this N19 tunnel; and
-	in order to forward the traffic to a 5G VN group member anchored at another UPF via the N19 tunnel, a FAR containing Outer Header Creation indicating the N19 tunnel information, Destination Interface set to "core side".
-	The SMF configures the group-level N4 Session for processing packets received from a 5G VN group member connected via N6 with the following N4 rules.  
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and Source Address set to the IP/MAC address (es) of this 5G VN group member; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
-	The SMF configures the group-level N4 Session for processing packets towards a 5G VN group member connected via N6 or packets towards a device residing in DN with the following N4 rules.  
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of this 5G VN group member or a match-all packet filter for the unknown destination address; and
-	in order to forward the traffic to the 5G VN group member or device via N6, a FAR containing Destination Interface set to "core side". 
-	The SMF shall update N4 rules for group-level N4 Session to enable correct forwarding of packets towards UE who’s PSA UPF has been reallocated and address is unchanged.
To enable local switch in a UPF, the following applies:
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	The SMF also provides PDRs for 5G LAN group members' N4 Session (i.e. N4 session corresponding to PDU Session) with PDR(s) with Source Interface set to "5G LAN internal" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets that have been sent to classification via the local switch. This is done by configuring the PDRs in the target 5G LAN group members' N4 Session to includes the destination IP/MAC address(es) of these UEs.
To enable Nx-based forwarding in a UPF, the following applies:
-	The SMF provides FARs for 5G LAN group members' N4 Sessions (i.e. N4 Session corresponding to PDU Session) with FAR(s) with Destination Interface set to "5G LAN Nx" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to again perform classification of packets using the corresponding 5G LAN group relevant PDRs.
-	SMF creates a group-level N4 session to each involved UPF for forwarding packets to a Nx tunnel. The SMF optionally configures the group-level N4 session for processing packets received from a Nx tunnel. Such a N4 session is created per UPF and 5G-LAN group (i.e. a group-level N4 session not corresponding to a PDU Session).
-	The SMF provides relevant N4 rules (e.g. PDRs, QERs, URSs and FARs) for the group-level N4 session applicable for the Nx tunnel(s) in the UPF. The SMF may provides PDRs for the group-level N4 session with Source Interface set to "5G LAN Nx" and Network Instance set to represent the 5G LAN group in order to instruct the UPF to detect packets that are targeting the Nx-based forwarding. In case of multiple Nx tunnels between different PSA UPFs, the SMF may provide N4 rules corresponding to the different Nx tunnels in a single group-level N4 Session.
-	To match the traffic of the UE(s) whose traffic should be forwarded across the Nx tunnel, the PDRs of the group-level N4 Session includes the destination IP/MAC address(es) of these UEs.
-	The SMF may proactively update N4 rules for group level N4-Session to enable correct routing of packets towards UE whose PSA UPF has been reallocated.
-	The SMF may also configure a default PDR in the group-level N4 Session to capture the packets pertaining to 5G LAN group communication with an unknown destination address and a URR to trigger reporting of such events. This enables the SMF to reactively configure relevant PDR and FAR to forward the packets to another UPF via Nx, based on the reports from UPF.
Editor's note:	Whether N4 rules (URRs and FARs) for the group-level N4 session applicable to the traffic applying the local switch/N6-based routing is FFS.
Editor's note:	Handling of multicast traffic with local switch and Nx-based forwarding is FFS.
Editor's note:	Whether there is any impact on MAC address learning in SMF/UPF and the ARP/ND proxying features is FFS. Whether and how to support "local switch" without specific SMF involvement, similar to MAC address learning in UPF, is FFS.
5.8.2.13.2	Support for unicast traffic forwarding update due to UE mobility
To enable the service continuity when the UPF PSA serving the UE changed, the following applies: 
-	keep the UE address unchanged if N6-based forwarding is not used.
-	Delete the PDR that detects the traffic towards this UE in the group-level N4 Session at UPFs involved in the 5G VN group (except the source UPF PSA).
-	Add the PDR that detects the traffic towards this UE in the group-level N4 Session at UPFs involved in the 5G VN group (except the target UPF PSA) to apply N19-based forwarding
[bookmark: _GoBack]
**** Next Change *****
[bookmark: _Toc5026145][bookmark: _Toc4683500][bookmark: _Toc532891632]5.6.1	Overview
The 5GC supports a PDU Connectivity Service i.e. a service that provides exchange of PDUs between a UE and a data network identified by a DNN. The PDU Connectivity Service is supported via PDU Sessions that are established upon request from the UE.
The Subscription Information for each S-NSSAI may contain a Subscribed DNN list and one default DNN. When the UE does not provide a DNN in a NAS Message containing PDU Session Establishment Request for a given S-NSSAI, the serving AMF determines the DNN for the requested PDU Session by selecting the default DNN for this S-NSSAI if a default DNN is present in the UE's Subscription Information; otherwise the serving AMF selects a locally configured DNN for this S-NSSAI. If the DNN provided by the UE is not supported by the network and AMF can not select an SMF by querying NRF, the AMF shall reject the NAS Message containing PDU Session Establishment Request from the UE with a cause indicating that the DNN is not supported.
Each PDU Session supports a single PDU Session type i.e. supports the exchange of a single type of PDU requested by the UE at the establishment of the PDU Session. The following PDU Session types are defined: IPv4, IPv6, IPv4v6, Ethernet, Unstructured.
PDU Sessions are established (upon UE request), modified (upon UE and 5GC request) and released (upon UE and 5GC request) using NAS SM signalling exchanged over N1 between the UE and the SMF. Upon request from an Application Server, the 5GC is able to trigger a specific application in the UE. When receiving that trigger message, the UE shall pass it to the identified application in the UE. The identified application in the UE may establish a PDU Session to a specific DNN, see clause 4.4.5.
SMF may support PDU Sessions for LADN where the access to a DN is only available in a specific LADN service area. This is further defined in clause 5.6.5.
SMF may support PDU Sessions for a 5G VN group which offers a virtual data network capable of supporting 5G LAN-type service over the 5G system. This is further defined in clause 5.8.2.13.
The SMF is responsible of checking whether the UE requests are compliant with the user subscription. For this purpose, it retrieves and requests to receive update notifications on SMF level subscription data from the UDM. Such data may indicate per DNN and per S-NSSAI:
-	The allowed PDU Session Types and the default PDU Session Type.
-	The allowed SSC modes and the default SSC mode.
-	QoS Information (refer to clause 5.7):  the subscribed Session-AMBR, Default 5QI and Default ARP.
-	The static IP address/prefix.
-	The subscribed User Plane Security Policy.
-	the Charging Characteristics to be associated with the PDU Session. Whether this information is provided by the UDM to a SMF in another PLMN (for PDU Sessions in LBO mode) is defined by operator policies in the UDM/UDR.
NOTE 1:	The content of the Charging Characteristics as well as the usage of the Charging Characteristics by the SMF are defined in TS 32.240 [41].
A PDU Session may support:
(a)	a single-access PDU Connectivity Service, in which case the PDU Session is associated with a single access type at a given time, i.e. either 3GPP access or non-3GPP access; or
(b) a multi-access PDU Connectivity Service, in which case the PDU Session is simultaneously associated with both 3GPP access and non-3GPP access.
A PDU Session supporting a single-access PDU Connectivity Service is also referred to as single-access PDU Session, while a PDU Session supporting a multi-access PDU Connectivity Service is referred to as Multi-Access PDU (MA PDU) Session and it is used to support the ATSSS feature (see clause 5.32 for details).
A UE that is registered over multiple accesses chooses over which access to establish a PDU Session. As defined in TS 23.503 [45], the HPLMN may send policies to the UE to guide the UE selection of the access over which to establish a PDU Session.
NOTE 2:	In this Release of the specification, at any given time, a PDU Session is routed over only a single access network.
A UE may request to move a single-access PDU Session between 3GPP and Non 3GPP accesses. The decision to move single-access PDU Sessions between 3GPP access and Non 3GPP access is made on a per PDU Session basis, i.e. the UE may, at a given time, have some PDU Sessions using 3GPP access while other PDU Sessions are using Non 3GPP access.
In a PDU Session Establishment Request message sent to the network, the UE shall provide a PDU Session ID. The PDU Session ID is unique per UE and is the identifier used to uniquely identify one of a UE's PDU Sessions. The PDU Session ID shall be stored in the UDM to support handover between 3GPP and non-3GPP access when different PLMNs are used for the two accesses. The UE also provides as described in TS 24.501 [47]:
-	A PDU Session Type.
-	S-NSSAI.
-	The DNN (Data Network Name).
-	The SSC mode (Service and Session Continuity mode defined in clause 5.6.9.2).
Additionally, if the UE supports ATSSS and wants to activate a MA PDU Session, the UE shall provide a MA PDU Request indication and shall indicate the supported ATSSS capabilities (see clause 5.32 for details).
Table 5.6.1-1: Attributes of a PDU Session
	PDU Session attribute
	May be modified later during the lifetime of the PDU Session
	Notes

	S-NSSAI
	No
	(Note 1) (Note 2)

	DNN (Data Network Name)
	No
	(Note 1) (Note 2)

	PDU Session Type
	No
	(Note 1)

	SSC mode
	No
	(Note 2)
The semantics of Service and Session Continuity mode is defined in clause 5.6.9.2

	PDU Session Id
	No
	

	User Plane Security Enforcement information
	No
	(Note 3)

	Multi-access PDU Connectivity Service
	No
	Indicates if the PDU Session provides multi-access PDU Connectivity Service or not.

	NOTE 1:	If it is not provided by the UE, the network determines the parameter based on default information received in user subscription. Subscription to different DNN(s) and S-NSSAI(s) may correspond to different default SSC modes and different default PDU Session Types
NOTE 2:	S-NSSAI and DNN are used by AMF to select a SMF to handle a new session. Refer to clause 6.3.2.
NOTE 3:	User Plane Security Enforcement information is defined in clause 5.10.3.



Subscription Information may include a wildcard DNN per subscribed S-NSSAI: when a wildcard DNN is associated with a subscribed S-NSSAI, the subscription allows, for this S-NSSAI, the UE to establish a PDU Session using any DNN value.
NOTE 3:	The SMF is made aware whether the DNN of a PDU Session being established corresponds to an explicitly subscribed DNN or corresponds to a wildcard DNN. Thus, the SMF can reject a PDU Session establishment if the DNN of the PDU Session is not part of explicitly subscribed DNN(s) and local policies in the SMF require UE to have a subscription to this DNN.
A UE may establish multiple PDU Sessions, to the same data network or to different data networks, via 3GPP and via and Non-3GPP access networks at the same time.
A UE may establish multiple PDU Sessions to the same Data Network and served by different UPF terminating N6.
A UE with multiple established PDU Sessions may be served by different SMF.
The SMF shall be registered and deregistered on a per PDU Session granularity in the UDM.
The user plane paths of different PDU Sessions (to the same or to different DNN) belonging to the same UE may be completely disjoint between the AN and the UPF interfacing with the DN.
When the SMF cannot control the UPF terminating the N3 interface used by a PDU Session and SSC mode 2/3 procedures are not applied to the PDU Session, an I-SMF is inserted between the SMF and the AMF and handling of PDU Session(s) is described in the clause 5.27.
NOTE 4:	User Plane resources for PDU Sessions of a UE, except for regulatory prioritized service like Emergency Services and MPS, can be deactivated by the SMF if the UE is only reachable for regulatory prioritized services.
[bookmark: _Toc532891892]**** Next Change *****
[bookmark: _Toc5026513][bookmark: _Toc4683868]6.2.2	SMF
The Session Management function (SMF) includes the following functionality. Some or all of the SMF functionalities may be supported in a single instance of a SMF:
-	Session Management e.g. Session Establishment, modify and release, including tunnel maintain between UPF and AN node.
-	UE IP address allocation & management (including optional Authorization). The UE IP address may be received from a UPF or from an external data network.
-	DHCPv4 (server and client) and DHCPv6 (server and client) functions.
-	Functionality to respond to Address Resolution Protocol (ARP) requests and / or IPv6 Neighbour Solicitation requests based on local cache information for the Ethernet PDUs. The SMF responds to the ARP and / or the IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request.
-	Selection and control of UP function, including controlling the UPF to proxy ARP or IPv6 Neighbour Discovery, or to forward all ARP/IPv6 Neighbour Solicitation traffic to the SMF, for Ethernet PDU Sessions.
-	Configures traffic steering at UPF to route traffic to proper destination.
-	5G VN group management, e.g. maintain the topology of the involved PSA UPFs, establish and release the N19 tunnels between PSA UPFs, configure traffic forwarding at UPF to apply local switching, N6-based forwarding or N19-based forwarding.
-	Termination of interfaces towards Policy control functions.
-	Lawful intercept (for SM events and interface to LI System).
-	Charging data collection and support of charging interfaces.
-	Control and coordination of charging data collection at UPF.
-	Termination of SM parts of NAS messages.
-	Downlink Data Notification.
-	Initiator of AN specific SM information, sent via AMF over N2 to AN.
-	Determine SSC mode of a session.
-	Support for Control Plane CIoT 5GS Optimisation.
-	Support of header compression.
-	Act as I-SMF in deployments where I-SMF can be inserted, removed and relocated.
-	Provisioning of external parameters (Expected UE Behaviour parameters or Network Configuration parameters).
-	Roaming functionality:
-	Handle local enforcement to apply QoS SLAs (VPLMN).
-	Charging data collection and charging interface (VPLMN).
-	Lawful intercept (in VPLMN for SM events and interface to LI System).
-	Support for interaction with external DN for transport of signalling for PDU Session authentication/authorization by external DN.
-	Instructs UPF and NG-RAN to perform redundant transmission on N3/N9 interfaces.
NOTE:	Not all of the functionalities are required to be supported in an instance of a Network Slice.
In addition to the functionalities of the SMF described above, the SMF may include policy related functionalities as described in clause 6.2.2 in TS 23.503 [45].
[bookmark: _Toc532891893]**** Next Change *****
[bookmark: _Toc5026514][bookmark: _Toc4683869]6.2.3	UPF
The User plane function (UPF) includes the following functionality. Some or all of the UPF functionalities may be supported in a single instance of a UPF:
-	Anchor point for Intra-/Inter-RAT mobility (when applicable).
-	Allocation of UE IP address/prefix (if supported) in response to SMF request.
-	External PDU Session point of interconnect to Data Network.
-	Packet routing & forwarding (e.g. support of Uplink classifier to route traffic flows to an instance of a data network, support of Branching point to support multi-homed PDU Session, support of traffic forwarding within a 5G VN group (UPF local switching, via N6, via N19)).
-	Packet inspection (e.g. Application detection based on service data flow template and the optional PFDs received from the SMF in addition).
-	User Plane part of policy rule enforcement, e.g. Gating, Redirection, Traffic steering).
-	Lawful intercept (UP collection).
-	Traffic usage reporting.
-	QoS handling for user plane, e.g. UL/DL rate enforcement, Reflective QoS marking in DL.
-	Uplink Traffic verification (SDF to QoS Flow mapping).
-	Transport level packet marking in the uplink and downlink.
-	Downlink packet buffering and downlink data notification triggering.
-	Sending and forwarding of one or more "end marker" to the source NG-RAN node.
-	Functionality to respond to Address Resolution Protocol (ARP) requests and / or IPv6 Neighbour Solicitation requests based on local cache information for the Ethernet PDUs. The UPF responds to the ARP and / or the IPv6 Neighbour Solicitation Request by providing the MAC address corresponding to the IP address sent in the request.
-	Packet duplication in downlink direction and elimination in uplink direction in GTP-U layer.
-	TSN Translator functionality to hold and forward user plane packets for de-jittering when 5G System is integrated as a bridge with the TSN network.
NOTE:	Not all of the UPF functionalities are required to be supported in an instance of user plane function of a Network Slice.
**** End of Changes *****

