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Proposal
It is proposed to update 23.316 as follows: 
FIRST CHANGE
[bookmark: _Toc6501218]7.2.1.1	5G-RG Registration via W-5GAN
The 5G-RG registration management procedures are followed for both W-5GBAN and W-5GCAN.
Clause 7.2.1.1 specifies how a 5G-RG can register to 5GC via aW-5GAN access network. It is based on the Registration procedure specified in TS 23.502 [3] clause 4.2.2.2.2 and it uses the EAP method "EAP-5G" as specified in clause 4.12.2.1 in TS 23.502 [3]. If the 5G-RG needs to be authenticated, mutual authentication is executed between the 5G-RG and AUSF. The details of the authentication procedure are specified in TS 33.501 [11]. In Registration and subsequent Registration procedures via W-5GAN access, the NAS messages are always exchanged between the 5G-RG and the AMF. When possible, the 5G-RG can be authenticated by reusing the existing UE security context in AMF for the 5G-RG.
Editor's note:	EAP-5G is assumed to be used during authentication but need to be verified with BBF/CableLabs.




Figure 7.2.1.1-1: 5G-RG Registration via W-5GAN
Editor's note:	The procedure assuming that EAP-5G is used between the 5G-RG and the W-AGF. This assumption may be revised based on SA WG3, BBF and Cablelabs decision.
1.	The 5G-RG connects to a W-5GAN with procedures outside the scope of 3GPP and creates an initial not authenticated W-CP EAP signalling connection. This connection shall support EAP messages transfer between 5G-RG and W-AGF.
2.	The W-AGF sends an EAP-Request/5G-Start packet over the W-CP connection. The EAP-Request/5G-Start packet informs the 5G-RG to initiate an EAP-5G session, i.e. to start sending NAS messages encapsulated within EAP-5G packets.
3.	The 5G-RG sends an EAP-Response/5G-NAS packet that contains the Access Network parameters (SUCI or 5G-S-TMSI or GUAMI 5G-GUTI, the selected PLMN, Requested NSSAI and Establishment Cause) and a NAS Registration Request message (SUCI or 5G-GUTI, security parameters/UE security capability, NSSAI parameters, UE MM Core Network Capability, PDU session status, Follow-on request). The Establishment cause provides the reason for requesting a signalling connection with 5GC.
Editor's note:	The steps from 1 to 3 depend on BBF/CableLabs decision for what protocols to use for NAS transport. The step needs to be revised based on their decision.
4.	The W-AGF shall select an AMF based on the received AN parameters and local policy, as specified in TS 23.501 [2], clause 6.3.5. The W-AGF shall then forward the Registration Request received from the UE to the selected AMF within an N2 initial UE message (NAS message, Line-id based ULI, Establishment cause, UE context request). 
5.	The selected AMF may decide to request the SUCI by sending a N2 Downlink NAS transport message (NAS Identity Request) message to W-AGF. This NAS message and the response are sent between W-AGF and 5G-RG encapsulated within EAP/5G-NAS packets. In this case the RG shall answer with a NAS Identity response that is carried over EAP-5G and N2 signaling.
6.	The AMF may decide to authenticate the 5G-RG by invoking an AUSF. In this case, the AMF shall select an AUSF as specified in TS 23.501 [2] clause 6.3.4 based on SUPI or SUCI.
	The AUSF executes the authentication of the UE as specified in TS 33.501 [11]. The AUSF selects a UDM as described in TS 23.501 [2], clause 6.3.8 and gets the authentication data from UDM. The authentication packets are encapsulated within NAS authentication messages and the NAS authentication messages are encapsulated within EAP/5G-NAS packets. Between W-AGF and AMF, the messages are encapsulated within N2 downlink/uplink NAS transport messages. After the successful authentication:
	In step 6c, the AUSF shall send the anchor key (SEAF key) to AMF which is used by AMF to derive NAS security keys and a security key for W-AGF (W-AGF key). The 5G-RG also derives the anchor key (SEAF key) and from that key it derives the NAS security keys 
Editor’s Note: whether a security key for W-AGF (W-AGF key) is also derived is to be determined with BBF and SA3.
	In step 6c, the AUSF shall also include the SUPI, if in step 6a the AMF provided to AUSF a SUCI.
	The AMF decides if the Registration Request needs to be rerouted as described in clause TS 23.502 [3] clause 4.2.2.2.3, where the initial AMF refers to the AMF.
Editor's note:	Check that procedure for authentication of 5G-RG is added to TS 33.501 [11].
NOTE:	EAP-AKA' or 5G-AKA are allowed for the authentication of 5G-RG via W-5GAN access, as specified in TS 33.501 [11]. Figure 7.2.1.1-1 only shows authentication flow using EAP-AKA'.

7a.	The AMF shall send a NAS Security Mode Command (Selected NAS security algorithm, ngKSI, Replayed UE security capabilities, IMEISV request, Additional 5G security information, EAP message) to 5G-RG in order to activate NAS security. If an EAP-AKA' authentication was successfully executed in step 6, the AMF shall encapsulate the EAP-Success received from AUSF within the NAS Security Mode Command message. The message is encapsulated within a N2 downlink NAS transport message.
7b.	The W-AGF shall forward the NAS Security Mode Command message to 5G-RG within an EAP/5G-NAS packet.
7c.	The 5G-RG completes the EAP-AKA' authentication (if initiated in step 6), creates a NAS security context and a W-AGF key and sends the NAS Security Mode Complete message (IMEISV) within an EAP/5G-NAS packet.
Editor’s Note: whether a security key for W-AGF (W-AGF key) is also derived is to be determined by BBF
7d.	The W-AGF relays the NAS Security Mode Complete message to the AMF in a N2 Uplink NAS transport message.
8a.	Upon receiving NAS Security Mode Complete, the AMF shall send an N2 Initial Context Setup Request message (Old AMF, UE Aggregate MBR, GUAMI, Allowed NSSAI, UE security capability, Security Key, Trace Activation, Masked IMEISV).
8b.	This triggers the W-AGF to send an EAP-Success to 5G-RG, which completes the EAP-5G session. After this step, NAS messages between 5G-RG and W-AGF are transported without EAP-5G using W-CP signalling connection.
9.	[Conditional]: An authenticated W-CP signalling connection is established between the 5G-RG and W-AGF by using the common W-AGF key that was created in the 5G-RG in step 7c and received by the W-AGF in step 8a.
Editor's note:	Whether this step is performed or not requires input from BBF and CableLabs.
10.	W-AGF notifies the AMF that the 5G-RG context (including AN security) was created by sending a N2 Initial Context Setup Response.
11.	[Conditional] The AMF may requests the PEI from the 5G-RG as described in TS 23.502 [3], clause 4.2.2.2.2 step 11.
12.	The AMF performs step 12-16 in TS 23.502 [3] clause 4.2.2.2.2. At 5G-RG AMF registration to UDM for the 5G-RG, the Access Type non-3GPP access is used. The RAT type used toward PCF and UDM shall indicate wireline access. The AMF determines Access Type and RAT Type based on the Global RAN Node ID associated with the N2 interface.
13.	The AMF sends N2 Downlink NAS transport with the NAS Registration Accept message (as defined in step 21 TS 23.502 [3] clause 4.2.2.2.2) (5GS registration result, 5G-GUTI, Equivalent PLMNs, Non-3GPP TAI, Allowed NSSAI, Reject NSSAI, Configured NSSAI, 5GS network feature support, network slicing indication, Non-3GPP de-registration timer value, Emergency number lists, SOR transport container, NSSAI inclusion mode) to the W-AGF. which forwards the NAS Registration accept message to the 5G-RG.	Comment by LTHEM2: Some information like usage of the new GUTI over both access etc… defined in 23.502 is useful and should not be lost 
14.	[Conditional]The 5G-RG responds with NAS Registration Complete message as described in TS 23.502 [3] clause 4.2.2.2.2 step 22 and W-AGF forwards the NAS Registration Accept to AMF in a N2 Uplink NAS transport message.
15. The AMF performs step 23-24 in TS 23.502 [3] clause 4.2.2.2.2.
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